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Abstract We show that a commutative ring which can be applied to the wire-tap channel of type II with the
coset coding scheme is a Frobenius one. Relative generalized Hamming weights (RGHWs) are then gen-
eralized to codes over Frobenius rings. The basic properties and descriptions of RGHWSs for codes over
Frobenius rings are presented.
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1 Introduction

Relative generalized Hamming weights (RGHWs) were first introduced with respect to a code pair by Luo
et al. [8], and RGHWSs can be viewed as a generalization of generalized Hamming weights (GHWs) [11]. In
2005, Luo et al. [8] considered the wire-tap channel of type II with two users. They assumed the channel
with an adversary was noiseless, and the two users transmitted their data symbols together by using the same
encoder to produce a codeword of length n. Luo et al. considered the following interesting question: if the
data symbols of one user are leaked to the adversary, and the adversary also has the ability to tap any u of the
n coordinate positions of the transmitted codeword, then, in order to obtain i data symbols of another user,
how many coordinate positions at least, say M;, has the adversary to tap? The parameters M; were exactly
defined as RGHW s in [8]. Note that GHWs will be retrieved from RGHWs if no data symbols of the users
are leaked to the adversary. RGHWs have always been an attractive research area since the introduction of
these parameters of code pairs. The RGHWSs of g-ary RM codes were determined in [6], and part of the
RGHWs of some cyclic codes were calculated in [14]. New bounds on RGHWSs were given by Zhuang et al.
recently [15], and in their paper, Zhuang et al. also presented the relationship between different bounds on
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RGHWs by introducing the relative-chain condition. Note that the code pairs achieving those bounds on
RGHWs are optimal regarding the application to the wire-tap channel.

Codes over Frobenius rings have become an important branch of coding theory, since the publication of
the MacWilliams theorem. The theorem proves that the equivalence of codes over finite fields can be
generalized to the equivalence of codes over Frobenius rings [12]. More interestingly, it has been proved
that the rings over which the codes satisfy MacWilliams theorem of equivalence must be Frobenius rings,
which shows the uniqueness of Frobenius rings in the study of code equivalence [13]. Many well-known
rings, such as Galois rings [1], finite chain rings [9] and principal ideal rings [4, 5], are instances of
Frobenius rings. Many recent papers are dedicated to codes over Frobenius rings [2, 3].

GHWSs were generalized to codes over Galois rings early [1] based on applications to the wire-tap
channel with the coset coding scheme. Another form of generalizations of GHWSs over principal ideal rings
was with respect to the rank of a code [4]. However, there are no similar results by far on RGHWs to the
best of our knowledge, and this is the motivation of our paper.

The aim of this paper is to generalize RGHWSs to codes over commutative Frobenius rings, and we will
first state in the next section that the appropriate rings to which the coset coding scheme can apply are
Frobenius, and then we will generalize RGHWs to codes over Frobenius rings and present the properties of
these parameters.

2 The coset coding scheme and Frobenius rings

We will show in this section that a Frobenius ring is exactly the candidate to which the coset coding
scheme can apply.

Let R be a finite commutative ring with identity and denote Rad(R) the radical of R, i.e., the sum of all
the nilpotent ideals. Define the socle of R, denoted by soc(R), as the sum of all the minimal ideals of R.

Definition 1 [13] If a finite commutative ring R satisfies Rad(R) = soc(R) as R-modules, then R is
called a Frobenius ring.

Any submodule C C R" is called a linear code over R with length n. Each element of C is called a
codeword, and the notation |C| stands for the number of codewords in C, and C* stands for the dual code of C
according to the standard inner product in R". In particular, if n = 1, then any linear code C is an ideal I of
R, and I = Ann(I) := {x : xy = 0,Vy € I}.

The following result is a useful fact.

Theorem 2 Assume R is any commutative ring. Then, |C||C*| = |R"| for any linear code C if and only if
‘R is a Frobenius ring.

Proof 1t was shown in [13] that if R is a Frobenius ring, then any linear code C C R" satisfies
clict] = IR (1)
For the converse part, take any ideal / C R and consider a code C C R" defined as
C:={(x1,x2,+,xy) :x1 EL,x =x3 =---=x, =0}.
Then, it can be checked that
Ct={(y1,y2,- »yn) :y1 €I,y € R with 2<i<n}.

Thus, |C||C*| = |I||I*||R"""| = |R"|. That is, |I||I*| = |R| for any ideal I of R. This further yields / =
(1)~ for any ideal I of R, which implies that R is a quasi-Frobenius ring [7]. Thus, R is a Frobenius ring
due to the fact that R is commutative [12]. l

Remark 3 By (1), we also have |C1||(C1)*| = |R"], thus, |(CT)*| = |R"|/|C*| = |C|, which readily yields
C = (CH)* since C C (CH)*.

For a linear code C C R", by carefully checking the coset coding scheme [8, 11], we note that the coset
coding scheme is first to set up a one-to-one correspondence between the message set and the set consisting

of the cosets of C* in R”, and then based on this correspondence, a message, i.e., a group of data symbols, is
encoded to a codeword randomly chosen from the coset corresponding to the message. Since the size of the
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message set is equal to |C| and the number of the cosets of C* in R" is equal to |R"|/|C*|, the coset coding
scheme demands the equality |C| = |R"|/|C"|, i.e., |C||C*| = |R"|, should hold, which is exactly equivalent
to R being Frobenius by Theorem 2. Thus, a commutative ring to which the coset coding scheme can apply
should be Frobenius, and thus we assume that R is a Frobenius ring in the following sections.

3 RGHWs for codes over Frobenius rings

To generalize RGHWSs to codes over Frobenius rings R, we note that RGHWSs are based on a code pair
(C,Cy) with C; a subcode of C. When a code pair (C,C;) over R is used in the wire-tap channel of type II
with the coset coding scheme, the key idea is that the data symbols based on C; correspond to a coset of Cll
in R". That the data symbols based on C; are leaked is thus equivalent to that a coset of Cll in R" is known
to the adversary. Similarly to the case in finite fields, we assume the choice of any group of data symbols,
i.e., any message, is random, which is equivalent to saying that the choice of any coset of C* in R" is
random. Assume also the channel is noiseless and the adversary has the ability to tap any u of the n
coordinate positions of the transmitted codeword. What we are concerned is how many of the remaining
data symbols the adversary can obtain by tapping those coordinate positions J C I = {1, ---,n} stands for,
where |J| = u. To find the answer, we need to calculate the entropy of the distribution of the un-leaked data
symbols, that is, the uncertainty of the distribution of the cosets of C* in R”. Since the choice of each coset
is random, it suffices to calculate the number of the possible cosets of C* in R" containing the transmitted
codeword. To this end, we introduce some notations.

For any codeword ¢ € C, the notation y(c) denotes the set of its nonzero coordinate positions and is
called the support of c, and it is well known that the Hamming weight of ¢, denoted by w(c), is
w(c) = |x(c)|- For a linear code C, define y(C) = U.ccy(c) and call w(C) = |%(C)| the effective length of C.

For any J C I = {1,2,---,n} and any vector x = (x1,---,x,) € R", let P;(x) = (y1,y2, -, yn), Where

B X, 1€J;
Vi {0, iel\J.
For a code C C R", define the subcodes
P;(C) :=A{Py(c) : c € C}
and
Cr:={c=(c1, - +,cy) €EC:c;=0foranyiecl\J}.
Then, it is a basic fact that
ICl = |P;(O)]ICnyl. (2)

Without loss of generality, assume the set of the u coordinate positions of the transmitted codeword the
adversary taps is J = {1,2,---,u}. Based on this assumption and our analysis, we note that the adversary
has determined not only the first u coordinates of the transmitted codeword but also the coset of C; in R”"
containing the transmitted codeword.

We calculate the number of the vectors with fixed u coordinates in a coset of ClL in R". This number,
according to the definition of a coset of ClL in R", should be equal to 171, were T is a set defined as follows:

T={x:(x,c)=0,Ycel withx=(0,---,0,x,11, " ,%,) € R"}
in which (x, c¢) stands for the usual inner product of x and c. Since R is a Frobenius ring, it follows that
|T|[Pps(C1)| = [R"™| by (1). Thus,

R
[Py (Cr)|

Similarly, the number of the vectors with fixed u coordinates in a coset of C* in R" ie equal to

Tl =

(3)
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R
[Prs©)

From (3) and (4), we get that the number of the possible cosets of Ctin R” containing the transmitted
codeword, say N, is

(4)

N—_ T
[R*™|

|Pps(C)
R
_ |Pps(Ch)l

[R"™]
|Prs(C)l
_ |Prs(c)]
[Pra(Ch)l
Since the choice of each coset of C* in R" is random, it follows that each of these possible cosets has the

P
same probability % = % Thus, the entropy, i.e., the uncertainty of the adversary, about these
N

possible cosets containing the transmitted codeword, is
1
N-NlogN = log N = log |Pp;(C)| — log |Pp,(C1)|. (5)

By using (2), the entropy (5) can also be rewritten as
log N = log|Pp,(C)| — log |Pp,(C1)]
€l [
= log— — log
(&) [(C1), (6)
= (log|C| —log|C\) — (log |C,| — log[(Cy),I)
= (log [P;(C)| —log [P;(C1)|) — (log |C)[ —log [(Cy),])-

Since by (5) the expression log |P;(C)| — log |P;(C;)| stands for the uncertainty of the adversary about
the un-leaked data symbols by tapping no coordinate positions, the expression log|C;| —log|(C;),| in (6)
exactly calculates the amount of the un-leaked data symbols the adversary obtains by tapping the coordinate
positions the set J stands for. It is thus meaningful to present the following

Definition 4 For 1 <i<np, let
Ki = max{log |C,| —log|(C1),| : [/| = i},

and call (Kj,---,K,) relative dimension/length profile (RDLP).

When R is a finite field F, with g elements, then the above RDLP becomes that defined in [8], and it is thus
a ring-version RDLP. The concept of RDLP stands for the property of the security of the code pair (C,C;)
when it is used in the wire-tap channel with the coset coding scheme.

To find the relations between K; and K;y;, we assume J CL and |J|+1=|L|, and let
U = {r: r is the element in the coordinate position L \ J of some codeword in C.}, then U is an ideal of the
ring R, and it can be checked that |Cp| = |C,||U|. Based on the above fact and by using Definition 4, we get

0<Kii1 — K; < log|U| —log|Uj|
for some ideals U and U; of R with U D U;.

Corollary 5 [8] If R is a finite field F,, then for 1 <i<n — 1 we have either K;,| = K; or K;,| — K; = 1
by taking log as log,.
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To generalize RGHWs, we single out the nodes in the sequence 0 < K| <K, < --- < K,, where the sequence
increases strictly. That is, assume 0 = K| = --- = Ky,_1 <Ky, = Kyy41 = - = Kypy—1 <Ky, = Ky 11 =
o =Ky—1 <Ky, = Ky,+1 = -+~ = K, = log|C| — log|Cy|, then we present

Definition 6 The ordered parameters (M, Ky, ), (M2, Ky,), - -+, (My, Ky,) are called the relative gener-
alized Hamming weights (RGHWs) of C with respect to the subcode C;.

It is a basic fact from the definition that My <My<--- <M, and
0<Ky, <Ky, < -+ <Kpy, =log|C| — log|C,|. The parameter M; of the pair (M;, Ky;,) in RGHWs stands for
the least number of coordinate positions the adversary needs to tap in order to obtain Ky, un-leaked data
symbols. If the Frobenius ring R is a finite field F,, then Kj;, =i by Corollary 5 and ¢t = k — k; with
k =dimC and k; = dimC;, RGHWs thus exactly become that of codes over finite fields. By taking
Ci = {0}, Definition 6 also generalizes the concept of GHWs over Galois rings defined in [1].

Theorem 7 Let C C R" be a linear code with a subcode C;, and assume the RGHWs of (C,C;) are
(M]7KM1)7 (M27KM2)’ MY (MHKM,)7 then

M; = min{w(c) : ¢ € (C\ Cy),c # 0},
M, <w(C).

Proof Since K; = 0 for i <M, it follows that log |C;| — log |(C1),| = 0 for |J| = i <M, thatis, C; = (Ci),
for |J| = i <M. Thus, any codeword ¢ with w(c) <M, satisfies ¢ € C;. By the definition of M|, there exists
a J with |J| = M; such that log |C;| — log|(C1),| > O, that is, CJ;(C] ), thus, there exists a codeword ¢ such
that w(c) = My, and thus M; = min{w(c) : ¢ € (C\ C})}.

Take J =y(C), then [J|=w(C) and K =1log|Cyc)|—1og|(C1),c)| =1log|C| —log|Ci|. Thus,
M, <w(C). O

Example 8 Consider the code C over Z4 generated by the matrix

1 01 2
02 20
00 2 2

with a subcode C; generated by the codeword (1 2 3 2). We can then obtain
log |C;| —log|(C1),| = 0 with |J| = 1;
log |Cs| —log|(Cy),| = log2 with |J| = 2;
log |C;| —log|(C1),| = log4 with |J| = 3;
log |C;| —log|(C1),| = log|C| —log|(C)| = log4 with |J| = 4.
Thus, (K1, K>, K3,Ks4) = (0,l0g2,log4,log4) according to Definition 4, and the RGHWs of (C,C;) are

(M, Ky,) = (2,l0g2) and (M2, Ky,) = (3,10g4). We can further check that
M; =2 =min{w(c):c € (C\(C)}.

Remark 9 The condition that the ring R is commutative is only used to assure the result in Theorem 2
holds. In fact, the above result is also right for any non-commutative Frobenius ring. If R is a non-

commutative ring, then it suffices to consider a left (right) submodule C C R” as a code, and then C* is a
right (left) submodule of R".

Recall that any commutative Frobenius ring can be written as the Chinese product of some local Frobenius
rings [5], in particular, a finite principal ideal ring is the Chinese product of some finite chain rings [4]. To
introduce the Chinese product, we let R be a finite commutative ring with ideals o, ---, oy which are
relatively prime in pairs and Ni=$o; = {0}. Let

¥Y: R— Rjoy x - xR/
be the canonical R-module isomorphism. The inverse of this map is denoted by

CRT=¥"': R/oy x - x R/oty — R.
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Let R(j) = R/, then R = CRT(R(y),- -, R(y)). We say that R is the Chinese product of rings R ;).
Extend ¥ coordlnately to ¥: R" — Hjj RO)I Let C’(, C R{; be a code over R, then define
(

C= CRT(C( 0 Ce) =¥ (Cay . Cie)) = {¥ (v, -+, v5) 1 vj € C(j)} to be the Chinese product of
codes C(y), ,C(x).

Now let R be any commutative Frobenius ring, then R = CRT(Ry), - - -, R(y)) for some local Frobenius
rings R(j), --+, Ry). Assume C CR" is a linear code with a subcode D, we can then write C =

CRT(C(y),---,C(s)) and D = CRT(D(yy, - - -, D(y)), where C;) is a linear code over R ;) with a subcode D;
for 1 <i<s.

Theorem 10 Let C = CRT(C(yy,---,C(;)) and D = CRT(D(y),---, D)) be given as above, and assume
the first parameter of RGHWs of C with respect to D is (M, Ky, ), then

M, :min{Mgi) :1<i<s}, and

Ky, = maX{Z(log [(Ciy)yl —log |(Dpy),| = | = Ml} <> Ky,
i=1

i=1
where the first parameter of RGHWs of C(; with respect to D; is (M Y) , Kz(vll)] ).

Proof Since C=CRT(Cy,---,C) and D =CRT(D,---,Dy), it follows that C;=
CRT((C(1))y,- -+, (C(y)),) and Dy = CRT((Dyyy)y, - - -, (Dyy));)- Thus, by using [5, Theorem 2.4], one gets
ICsl = |(C1y)yl - - - I(Cs)), | and [Dy| = [(D1y),| - - - [(Dys)), |- According to the definitions of M} and K, , we
have

M; = min{! : log|C,|| — log|Dy;| > 0 and |J| = I}

= min{{ : og(|(Ci))s -+ 1(Cy)y1) — To((Diy )| -+ (Do), 1) > 0 and 7] = 1}
i=s

= min{! : Z(log |(C(i))s| —log|(Dgiy),l) >0 and |J| =1}
i=1

=min{/: there exists an i with 1 <i<s such that log |(C(»),|—

log [(D(),| > 0 and |J| =1}
= min{Mgi) (1<i<s}
and

Ky, = max{log ICs| — log |Dy| : |J| = M}

- imm )|~ log (D), | : U] = M1}

i=s

<Y K
i=1

O
From Theorem 7, we readily get

Corollary 11 Let C = CRT(C(y),---,C(;)) and D = CRT(D(y), - - -, Dyy)) be given as in Theorem 10, and
assume the first parameter of RGHWs of C with respect to D is (M}, Ky, ). Then, we have
M, = min{w(c) : ¢ € (C\ D),c # 0}
= min{w(c;) : ¢; € (Cy \ D)), ci # 0,V 1 <i <}
Remark 12 Using the map CRT, one can find the relationship between the codeword ¢ and ¢; in Corollary
11. Assume ¢ € (C\ D) is a codeword such that w(c) = M, and write ¢ = CRT(vy, - - -, vs) with v; € Cj;),

1 <i<s. Then, there exists an iy with 1<iy <s such that v;, € (C(;,) \ D)) Thus, Corollary 11 yields
w(c) = My = w(v;,). Conversely, if w(v;,) = min{w(c;) : ¢; € (C(;) \ D), ¢i # 0,V1 <i<s}, then we can
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determine a codeword c¢€ (C\D) such that w(c)=M;, and it suffices to take
¢ = CRT(0,---,0,v;,0,---,0).

Example 13 To illustrate Remark 12, we consider a code C over Zg generated by the matrix

1 4 0 1
05 0 4
4 4 5 3

with a subcode D generated by the first two rows. It can be checked that C = CRT(C,C(»)), where Cy) is a
code over Z, generated by

(=
S = O
- o O

1
0
1

1 1 0
0 2 0

with a subcode D) generated by the first two rows, and C ) is a code over Z3 generated by
1
1
1 1 20

with a subcode D, generated by the first two rows. We can also check that
min{w(c) : ¢ € (Cy \ D))} = min{w(c) : ¢ € (Cp) \ D(2)) = 2, and this yields M; = 2. Since w(v;) =
2 = M, for the codeword vi = (00 1 1) € (C(1y \ D(1y), we can determine a codeword ¢ = CRT(v;,0) =
(0033)c(C\D) such that w(c)=M;=2. By observing vs=(0022)€ (Cp \Dp) with
w(vy) =2 = M;, we can obtain another codeword ¢ = CRT(0,v;) =(0022) e (C\D) such that
w(c) =M, =2.

Theorem 7 shows that C \ C; is a nonlinear code over R with code parameters (n, |C| — |C;|, M;), and such a
nonlinear code should thus satisfy all the bounds on its parameters, and these bounds also describe the
confined relations about the code length, the size of the code and M. We state as examples the Singleton
bound and the sphere-packing bound [10].

Corollary 14 (The Singleton bound)
] =l <RI

Remark 15 The Singleton bound can be rewritten as

log(IC| — |C4])
M <n—————=+1.
T Rl
Note that the code pair (C,C;) satisfying
log(|C] — |C1])
My =n— 8"
e log[R]

is very meaningful in the channel since the adversary has to pay the most effort so as to get some un-leaked
data symbols.

Corollary 16 (The sphere-packing bound)

n M _]
el - el < i | r—[ ! J
k

oo )omi- 0 ’
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4 An alternative expression of the RDLP of (C,C,)

Still let J C {1,2,---,n}, then if R is a Frobenius ring and C C R" is a linear code, we will have the
following useful property.

Lemma 17 C; = (P;(C))"

Proof The inclusion C; C (P;(C*))* is obvious. For the converse part, assume x = (xi,---,x,) €
(P;(C*))" with x(x) C J, then it follows x € (C*)". Since R is Frobenius, one gets (C*)" = C by Remark
3. Thus, x € C, and thus x € C;. [J

Lemma 17 and Equation (1) yield that
ColIP; ()] = [RY]. (7)
Equation (7) also applies to the subcode C; C C, one then gets that
(C), 1P, (CH)] = RV, (8)
Equations (6), (7) and (8) yield that
log|Cy| —log |(C1),| = log |P;(Cy)| — log |Ps(C))
= (log [Cy'| — log[C*|)~ )
(log |(Cll)1\1| —log |(CL)1\J|)-

Remark 18 When a code pair (C,C;) is used in the channel with the coset coding scheme, according to the
result in the paper, the left part of Equation (9) stands for the amount of un-leaked data symbols the
adversary obtains by tapping the set of those coordinate positions J stands for, whereas the right part of
Equation (9) stands for the uncertainty of the adversary about the un-leaked data symbols by tapping the set
of those coordinate positions 7 \ J stands for when (C;,C") is used in the channel. Equation (9) sets up the
equality of these two parts.

Since by Equation (9)
max{log[Cs| —log|(C1),| : V| = i}

= max{(log|C;| — log |C*]) — (log|(Cy"),| —log (C) ) : | = i}
= (log|Cy| —log|C']) — min{ (log [(C)pul = log|(CH)pl) = I =i},

we get

Proposition 19  When a code pair (C,Cy) is used in the channel, the RDLP can be alternatively expressed
as

K; = (log|Cy| — log |C*]) — min{(log |(C}),| —log[(C*)p,1) « | = i}

fori=1,---,n.
Remark 20 Proposition 19 states that K; and the parameters
K; := min{(log |(Ci")\,| — log |(C"),) : /| = i}

play similar roles, we can thus equivalently define the RGHWs of (C, C;) by using those K;, and we omit the
details.
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5 Conclusions

We stated that commutative rings to which the coset coding scheme can apply should be Frobenius ones,
and then we generalized RGHWs to codes over Frobenius rings and presented some properties of RGHW .
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