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Abstract A method in which a secret is distributed among the users and a predefined number of users collaborate
to reconstruct the secret is known as a secret sharing scheme. In this article, we have proposed a conjunctive
hierarchical multi-secret sharing scheme using elliptic curves and bilinear pairings. The motivation for utilizing
bilinear pairing of elliptic curves is to provide a similar level of security as in many existing schemes while
employing a smaller key size. The proposed scheme is efficient and verifiable. The computational cost of the
scheme is determined. We have also given an explicit example of the proposed scheme.
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1 Introduction

Secret sharing is a method of distributing a secret among the users and a predefined number (threshold number)
of users work together to reconstruct the secret. A set of users who are allowed to reconstruct the secret is called
an authorized set. The collection of all authorized subsets of users is referred to as an access structure. Secret
sharing with many levels of hierarchy is known as hierarchical secret sharing. In a hierarchical secret sharing
scheme (see Definition 1), a group of users is separated into several levels so that a user can be present at one
of the levels. A secret is distributed among all the users at every level and an authorized set of users can only
reconstruct the secret. Several schemes have been proposed for hierarchical and conjunctive hierarchical secret
sharing schemes (see [3,6,10,17,19,21], for example).
Multi-secret sharing scheme is a method of sharing several secrets among the users in such a way that any autho-
rized subset of users can recover all the secrets. However, any unauthorized subset of users gets no information
about any of the secrets. Many multi-secret sharing schemes have been proposed (see [2,4,13]).
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Conjunctive Hierarchical Multi-Secret Sharing Scheme 1457

There are two types of hierarchical schemes, namely conjunctive and disjunctive (see Definition 1). In this paper,
we have proposed a conjunctive hierarchical secret sharing scheme using elliptic curves [18] and bilinear pairings
[14]. The primary rationale for using bilinear pairing with elliptic curves is to give similar security (to many
existing schemes) while using a smaller key size. One important feature of our scheme is that the Dealer does
not require any secure channel to distribute the secrets. The Dealer encrypts the secrets and distributes them to
the users publicly.
The two types of hierarchical schemes are useful in many scenarios. For example, the project manager(s) and their
team members may have access to the data/workplace according to different levels of authority. In a hospital,
a doctor (or team of doctors) may have access to the medical record of every patient, however nurses of the
hospital may have access to a limited number of patients’ records.

Our proposed scheme is significant because it overcomes all of the limitations inherent in the majority of
existing schemes. The proposed scheme can accommodate any number of users. Also, there are no limitations on
the number of secrets to be shared. Moreover, our scheme is efficient and verifiable. The verifiability means the
collaborating users (at the time of reconstruction) can use public information to check whether the information
shared by the individual user is valid or not. For example, the schemes proposed in [2] and [22] are verifiable.
We have organized our article as follows. In Section 2, we define elliptic curves and bilinear pairings. The
proposed hierarchical secret sharing scheme is described in Section 3. The security analysis and illustration by
an example of the proposed scheme are given in Section 4 and Section 5, respectively. We discuss the complexity
of the scheme in Section 6.

2 Preliminaries

There are two types of hierarchical access structures, namely, conjunctive and disjunctive. We have proposed a
multi-secret sharing scheme using a conjunctive hierarchical access structure in the next section. The conjunctive
and disjunctive hierarchical access structures (see [19,21], for example) are defined as follows.

Definition 1 (Conjunctive and disjunctive hierarchical access structure) Let U be a group of n users that is
partitioned into m disjoint levels L1, L2, · · · , Lm . Define Li as higher level than L j if i < j . Let ti be the
threshold for level Li or higher and t1 ≤ t2 ≤ · · · ≤ tm . Then, the conjunctive hierarchical access structure is
defined as

� =
⎧
⎨

⎩
A ⊆ U :

∣
∣
∣
∣
∣
∣
A ∩

⎛

⎝
i⋃

j=1

L j

⎞

⎠

∣
∣
∣
∣
∣
∣
≥ ti for all i, 1 ≤ i ≤ m

⎫
⎬

⎭
.

That is, a set of users can reconstruct the secret if it comprises at least ti users from each level Li or higher. When
we replace ‘for all’ with ‘for some’, then we call it a disjunctive hierarchical access structure.

As our scheme involves elliptic curves and bilinear pairings, we recall its definition. Consider an elliptic curve
E : y2 + c1xy + c3 y = x3 + c2x2 + c4x + c6 over Fq with the discriminant not equal to zero, where q is a
prime power. The group E(Fq) is the collection of points on the elliptic curve, and the point at infinity O is the
identity element of the group. If the characteristic of the field Fq is not equal to 2 and 3, then the curve E can be
rewritten as E ′ : y2 = x3 + ax + b. The discriminant of E ′ is � = −16(4a3 + 27b2) �= 0. For more details,
we refer to [14,18].

Definition 2 (Bilinear Pairings) Let Ga , Gm be an additive cyclic group and a multiplicative cyclic group,
respectively, with the same prime order �. A bilinear pairing e is a map

e : Ga × Ga −→ Gm

which satisfy the bilinearity, non-degeneracy and computability properties. That is, for any x1, x2, y1, y2 ∈ Ga
and the identities 0 ∈ Ga , 1 ∈ Gm :
• (Bilinearity) e(x1 + x2, y1) = e(x1, y1)e(x2, y1) and e(x1, y1 + y2) = e(x1, y1)e(x1, y2).
• (Non-degeneracy) there exists a x1 �= 0 such that e(x1, x1) �= 1.
• (Computability) there exists an efficient algorithm for computing e. See [14,15], for example.

Remark 1 The map e is symmetric and also satisfies the following properties.
1. For any x, y ∈ Ga , e(x, 0) = e(0, y) = 1 and e(ax, by) = e(x, y)ab for all a, b ∈ Z.
2. If e(x, y) = 1 for all x ∈ Ga , then y = 0.
3. For any x �= 0, y, y′ ∈ Ga , we have e(x, y) = e(x, y′) if and only if y = y′.
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1458 M. Chintamani et al.

Many pairings are defined using elliptic curves. For instance, we recall a pairing as given in [14]. Let the number
of points in E(Fq) be a multiple of �, where � is a prime and gcd(�, q)=1. The embedding degree of E(Fq)

with respect to � is denoted as k (that is, the smallest k such that � | qk − 1). The collection of �-torsion
points in E(Fqk ) is denoted by E[�]. Let μ� be the order-� subgroup of F

∗
qk . The (modified) Tate-pairing e

is a map e : E[�] × E[�] −→ μ� defined as follows. For P, Q ∈ E[�], let fP be a function such that
div( fP ) = �(P) − �(O). Then,

e(P, Q) =
(

fP (Q + R)

fP (R)

) qk−1
�

,

where R /∈ {O, P,−Q, P − Q}.
For further information, see [7,14]. In our scheme, one can use (modified) Tate-pairing, Weil pairing [15], and
other similar kinds of pairings.

3 Proposed Conjunctive Hierarchical Multi-Secret Sharing Scheme

3.1 Setting up and distribution of the parameters of the scheme

Consider an elliptic curve E over a finite field Fq , where q = pr for some r ∈ N and p is a large prime. Let
P ∈ E(Fq) be a point of order �, where � is a prime integer and Ga = 〈P〉, Gm = μ�. We assume that � is large
enough so that the elliptic curve discrete logarithm problem (ECDLP) [8] is hard to solve. Consider a bilinear
pairing e as in the above definition. Suppose there is a set U of n users and a trusted Dealer D. The Dealer has the
authority to generate and publish all the parameters of the scheme. The users are divided into m disjoint levels
L1, L2, · · · , Lm . Define Li is a higher level than L j if i < j . Let | Li |= ni and ti be the threshold for level Li
or higher for i = 1, 2, · · · , m. The top level is L1 and Lm is the lowest level. Assume that t1 ≤ t2 ≤ · · · ≤ tm .
Suppose that s secrets say K1, K2, · · · , Ks are to be shared among the users. Dealer makes P public.
We recall that a generating matrix M of size k × n of a maximum distance separable code (MDS code) C with
parameters [n, k, d] over Fq satisfies the property that any k columns of M are linearly independent (see [11,
Theorem 2.4.3]). Such matrices are known as MDS matrices. We refer to [11] for more details.
We need the following two propositions to describe the scheme.

Proposition 1 Let m1, m2 and t be positive integers. Suppose b1, b2, · · · , bm1 ∈ F� be given. If t > m1, then

there exists an m1 × t matrix A and an m2 × t matrix B such that any t rows of the matrix M =
(

A
B

)

forms an

invertible submatrix of M, and the system AX = (b1 b2 · · · bm1)
T has many solutions X ∈ F

t
�.

Proof We choose an (m1 + m2) × t matrix M such that any t rows of M forms an invertible submatrix M . We

let M =
(

A
B

)

, where A is a m1 × t and B is a m2 × t submatrices. Since t > m1, the rank of A is m1. It follows

that the system AX = (b1 b2 · · · bm1)
T has many solutions, as required. 
�

Proposition 2 Let m1, m2 and t be positive integers with t ≤ m1. Suppose b1, b2, · · · , bm1 ∈ F� be given. For

any integer t ′ satisfying m1 < t ′ ≤ m1 + m2, there exists a matrix M =
(

A A′
B B ′

)

, where A and B are matrices

of size m1 × t and m2 × t , A′ and B ′ are matrices of size m1 × (t ′ − t) and m2 × (t ′ − t), such that the first
t columns of any t rows of M form an invertible submatrix and the system

(
A A′) X = (b1 b2 · · · bm1)

T has
many solutions.

Proof As before, we choose matrices A and B of size m1 × t and m2 × t respectively, such that any t rows of

the matrix

(
A
B

)

form an invertible submatrix. Since t ≤ m1, the dimension of the column space of A is t . Let

v1, v2, · · · , vt ∈ F
m1
� be the column vectors of A. Let W be a subspace of F

m1
� such that Span{v1, v2, · · · , vt} +

W = F
m1
� and the dimension of W is m1 − t . By the hypothesis on t ′, we have t ′ − t ≥ m1 − t . Thus, we can

select t ′ − t column vectors w1, w2, · · · , wt ′−t ∈ F
m1
� which spans W .
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Conjunctive Hierarchical Multi-Secret Sharing Scheme 1459

Now, we let A′ be the matrix formed by column vectors w1, w2, · · · , wt ′−t and B ′ to be any matrix of m2×(t ′−t)
size. As the columns of the matrices A and A′ span all of F

m1
� , we have rank

(
A A′) is m1. Hence the system

(
A A′) X = (b1 b2 · · · bm1)

T has many solutions. Letting M =
(

A A′
B B ′

)

, the proof is complete. 
�

Consider the conjunctive hierarchical access structure � as in Definition 1. Denote by ui j the j th user in the level
Li .

Level L1.

• Consider a matrix M1 of order n1 × t1 such that any submatrix of M1 consisting of any t1 rows forms an
invertible matrix. Such matrices are transpose of a standard MDS matrices.

• D chooses t1 random integers a11, a12, · · · , a1t1 ∈ [0, � − 1] and computes

(b11 b12 · · · b1n1)
T = M1 · (a11 a12 · · · a1t1)

T

where T denotes the transpose of a matrix.
• Each u1 j in the level L1, chooses x1 j ∈ [1, � − 1] randomly and makes x1 j P public.
• Then D computes b1 j x1 j P for user u1 j , j = 1, 2, · · · , n1, and sends (publicly) to the respective user.
• Each u1 j will get their share b1 j P by computing x−1

1 j (b1 j x1 j )P .

In general for i ≥ 2, we have the following.

Level Li .

Case I. For ti >
i−1∑

k=1
nk , consider a matrix Mi of order (n1 + n2 + · · · + ni ) × ti such that any ti rows form an

invertible matrix. D chooses ti values ai1, ai2, · · · , aiti ∈ [0, � − 1] and computes

(b11 · · · b1n1 b21 · · · b2n2 · · · bi1 · · · bini )
T = Mi · (ai1 ai2 · · · aiti )

T ,

in such a way that bs j , s = 1, 2, · · · , i −1, j = 1, 2, · · · , ns , are same as in the previous levels. This is possible in
view of Proposition 1. Each ui j in level Li , chooses xi j ∈ [1, �−1] randomly and makes xi j P , j = 1, 2, · · · , ni ,
public. Then D computes bi j xi j P for ui j and sends (publicly) to the respective user. Then each ui j will get their
share bi j P by computing x−1

i j (bi j xi j )P .

Case II. For ti ≤ ∑i−1
k=1 nk , consider a matrix Mi of order (n1 + n2 + · · · + ni ) × t ′i , where

∑i−1
k=1 nk < t ′i ≤

∑i
k=1 nk , such that the first ti columns of any ti rows form an invertible submatrix of Mi . D chooses t ′i values

ai1, ai2, · · · , aiti , · · · , ait ′i ∈ [0, � − 1] and computes

(b11 · · · b1n1 · · · bi1 · · · bini )
T = Mi · (ai1 ai2 · · · aiti · · · ait ′i )

T ,

in such a way that bs j for s = 1, 2, · · · , i − 1 and j = 1, 2, · · · , ns , are same as in the previous levels. This
is possible in view of Proposition 2. As before, D keeps the first ti values as secret and declares the rest t ′i − ti
values as public. Each ui j in the level Li chooses xi j ∈ [1, � − 1] randomly and makes xi j P public. Then D
computes bi j xi j P for ui j and sends (publicly) to the respective user. Then each ui j will get their share bi j P by
computing x−1

i j (bi j xi j )P .
Now D chooses secret keys Ki ∈ [0, p − 1], 1 ≤ i ≤ s, and computes vi = e (P, i · Q) + Ki where

Q =
m∑

j=1
a j1 P . Finally, D makes vi , 1 ≤ i ≤ s, and M j , 1 ≤ j ≤ m, public.

Remark 2 We note that (see [14]), for any P1, P2 ∈ E[�], e(P1, P2) ∈ μ� ⊆ F
∗
qk ⊆ Fqk . Also, for K ∈ [0, p−1]

we have K ∈ Fqk . Thus e(P1, P2) + K is in Fqk . Therefore, the pairiing e of the elliptic curve is compatible in
this case.
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1460 M. Chintamani et al.

3.2 Reconstruction of the secrets

Without loss of generality, suppose that t1 number of users u11, u12, · · · , u1t1 from level L1, t2 − t1 number of
users u21, u22, · · · , u2(t2−t1) from level L2, t3 − t2 number of users u31, u32, · · · , u3(t3−t2) from level L3, . . . ,

and tm − tm−1 number of users um1, · · · , um(tm−tm−1) from level Lm collaborate to reconstruct the secrets. The
collaborating users from level L1 will consider a submatrix M ′

1 of M1 of order t1 corresponding to their shares and

find the inverse M ′−1
1 . Then, the users compute M ′−1

1 · (b11 P b12 P · · · b1t1 P
)T = (

a11 P a12 P · · · a1t1 P
)T .

At level L2, in Case I, the collaborating users from levels L1 and L2 can find
(
a21 P, a22 P, · · · , a2t2 P

)
as above.

In Case II, let M2 =
(

A2 A′
2

B2 B ′
2

)

(see Proposition 2). The collaborating users first compute

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

b′
11 P
...

b′
1t1

P
b′

21 P
...

b′
2(t2−t1)

P

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

=

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

b11 P
...

b1t1 P
b21 P

...

b2(t2−t1) P

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

−
(

A′′
2

B ′′
2

)
⎛

⎜
⎝

a2(t2+1) P
...

a2t ′2 P

⎞

⎟
⎠ ,

where A′′
2 and B ′′

2 are the submatrices of A′
2 and B ′

2 respectively, corresponding to collaborating users.
Then, they consider a submatrix M ′

2 consisting of the first t2 columns of M2 corresponding to their shares. Finally,
they compute

M ′−1
2 ·

(
b′

11 P · · · b′
1t1 P b′

21 P · · · b′
2(t2−t1) P

)T = (
a21 P a22 P · · · a2t2 P

)T
.

Similarly, the collaborating users from levels L1, L2 and L3 can find
(
a31 P, a32 P, · · · , a3t3 P

)
and so on. Then,

the users compute Q = ∑m
j=1 a j1 P . Therefore, the secrets Ki = vi − e (P, i · Q) for 1 ≤ i ≤ s, are revealed.

3.3 Verification of the shares

Verification of shares is essential to avoid two types of problems: the Dealer may send incorrect shares to the
users during distribution, and the user may provide incorrect shares during reconstruction. The first problem does
not arise in our schemes since the shares are distributed in an encrypted way. The shares in the second problem
can be verified in the following way.
During the secret reconstruction, each collaborating user ui j provides their share ci j P with an extra information
x−1

i j P for verification. Other collaborating users can verify the authenticity of the share by examining the validity

of the equation e(x−1
i j P, bi j xi j P) = e(P, ci j P). The above equation holds true if and only if ci j P = bi j P as

e(x−1
i j P, bi j xi j P) = e(P, bi j P).

4 Security Analysis of the Proposed Scheme

Bilinear pairing e is a one-way function and can be calculated in two steps. The first is to use Miller’s algorithm
([15, Lemma 2]) to determine the evaluation of a certain function at a specific divisor of the underlying elliptic
curve E . The second step is the final exponentiation. We also refer to [9] for further information on how the
pairing inversion problem and the individual steps (Miller inversion and inverting exponentiation) relate to one
another. The one-wayness of the bilinear map is that, to find P, Q ∈ Ga such that e(P, Q) = g for a given
pairing e and a value g ∈ Gm is difficult. Also, to find Q ∈ Ga for a given P ∈ Ga, P �= 0 and g ∈ Gm such
that e(P, Q) = g is difficult. The pairing e is non-degenerate and bilinear, and the groups Ga, Gm are cyclic
with the same prime order. For P �= 0, the equation e(P, Q) = g = e(P, Q′) implies that e(P, Q − Q′) = 1.
As P is a generator for Ga , it follows that Q = Q′. Hence, we have the following observation.
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Table 1 Comparison with other schemes

Scheme Binu [4] Liu [13] Tentu [21] Proposed

Hierarchical No No Yes Yes
Multi-secret Yes Yes No Yes
Verifiability Yes No No Yes
Secure channel Yes Yes No No
Limitations on number
of secrets No Yes Yes No
Underlying group Elliptic curves Elliptic curves Fq Elliptic curves

Observation 3 For a given pair (P, g) ∈ Ga×Gm with P �= 0, there is a unique Q ∈ Ga such that e(P, Q) = g.

For given points P and a P , a ∈ Z, on an elliptic curve E , finding the value of a is known as Elliptic Curve
Discrete Logarithm Problem (ECDLP). It is believed that ECDLP is computationally infeasible to solve for a
suitable choice of elliptic curve E and points on E ([8]).
In our scheme, the Dealer does not require a secure channel to distribute the shares, which is a key aspect of
our scheme. The Dealer encrypts the shares before sending them to the users. When the Dealer distributes the
shares bi j P to the users, an adversary cannot obtain it from bi j xi j P since it is equivalent to solving an instance
of ECDLP. Also, an adversary cannot obtain the users secret key xi j from xi j P .

Observation 4 The probability of getting secrets for an adversary is negligible.

The probability of guessing level secrets ai1 P for 1 ≤ i ≤ m (or
∑m

i=1 ai1 P) is 1/� and guessing the correct
secret Ki is 1/p. So the probability of getting secrets is max{1/�, 1/p}. As � and p are large primes, this
probability is very small.
We need the following basic result (see [16, Theorem 5.3.6]) from linear algebra. For the sake of completeness,
we include a brief sketch of the proof.

Proposition 5 A system of linear equations over a finite field of order � with t unknowns has either a unique
solution, no solution, or �λ solutions for some λ with 1 ≤ λ ≤ t . In the case of �λ solutions, each solution is of
equal probability.

Proof Consider a system AX = b with m equations and t unknowns. By elementary row operations, the above
system is equivalent to the system A′ X = b′ where A′ is the row reduced echelon form of the matrix A. We
know that there exists a solution of the system if and only if the row rank of A′ is equal to the row rank of the
augmented matrix [A′ : b′]. Suppose this is the case. Let A′ = (ai j ). Since A′ is in row reduced echelon form,
there exist (column) indices 1 ≤ n1 < n2 < · · · < nr ≤ t such that

• for each i = 1, 2, · · · , r , we have ai1 = ai2 = · · · = aini −1 = 0 and aini = 1,
• for each j = 1, 2, · · · , r , we have ain j = 0 for every i �= j .

Let λ = t − r . Thus, λ is the number of free variables and hence the dimension of the solution space of the
system (AX = b) is λ. It follows that the number of solutions is �λ (in the case t = r , there is a unique solution).
Moreover, as each free variable can assume any of the � values (with probability 1

�
), the probability of each of

the solution to the system is 1
�λ . 
�

Theorem 6 The probability of receiving any of the secrets Ki by an unauthorized set of users is low.

Proof Let A be an unauthorized set of users (i.e., A /∈ �). Thus,

∣
∣
∣
∣
∣
A ∩

(
i⋃

j=1
L j

)∣
∣
∣
∣
∣
< ti , for some i, 1 ≤ i ≤ m.

Let ti − 1 (or less) number of users from Level Li or higher collaborate to compute ai1 P . The users can form a
system of less than ti equations with ti unknowns. Thus, by Proposition 5, the system has �λ many solutions for
some λ, 1 ≤ λ ≤ ti . Suppose they choose a share buv P ∈ Ga from level Li or higher levels. Then they can form
a square matrix and solve the system of equations with the share buv P . However, the probability of choosing the
correct share buv P is 1/�. Also, the probability of choosing buv P and ai1 P is same. Hence, an unauthorized set
of users cannot get any information about the secret. 
�
A comparison between the proposed scheme and some of the known schemes is shown in Table 1 (below).
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5 An Example of the Scheme

We give an example of the conjunctive hierarchical scheme using modified Tate-pairing ( [14]). Computations
are based on SageMath.
Consider an elliptic curve E : y2 = x3 + 4x + 15 over the finite field F47. The number of points in E(F47) is 37
and 37 | 473 −1, i.e., the embedding degree of E(F47) with respect to 37 is 3. Then F473 is an extended finite field
and the number of points in E(F473) is 104044. Let α be a root of any irreducible cubic polynomial (for example,
x3+x+4) over F47. The group E[37] ⊆ E(F473) is the set of torsion points. Let P = (24α+1, 22α2+10α+23) ∈
E[37] and Ga = 〈P〉. We denote, by e, the modified Tate-pairing as given in ( [14]). Consider the parameters
n1 = 2, n2 = 3, n3 = 5 and t1 = 1, t2 = 3, t3 = 4. Put the secrets K1 = 8, K2 = 15, K3 = 22, K4 = 11.
Level L1.

• Choose the matrix M1 =
(

3
4

)

and t1 = 1 random integer a11 = 11 ∈ [0, 36].
• Compute (b11 b12)

T = M1 · (a11) = (33 7)T where T denotes the transpose of a matrix.
• Thus, the shares of users u11, u12 are 33P = (α2 + 30α + 40, 33α2 + 40α + 28) and 7P = (42α2 + 45α +

19, 28α2 + 2α + 6) respectively.

Level L2.

• As t2 > n1, choose the matrix M2 =
⎛

⎜
⎝

4 6 1
2 5 8
1 0 9
5 2 10
7 3 11

⎞

⎟
⎠ and t2 = 3 integers a21 = 33, a22 = 32, a23 = 5 from [0, 36].

• Compute (b11 b12 b21 b22 b23)
T = M2 · (a21 a22 a23)

T = (33 7 4 20 12)T . We note that b11 and b12 are the
same as in level L1.

• Thus, the shares of users u21, u22, u23 are 4P = (α2 + 30α + 40, 14α2 + 7α + 19), 20P = (36α2 + 17α +
11, 7α2 + 19α + 20) and 12P = (7α2 + 29α + 45, 26α2 + 6α + 10) respectively.

Level L3.

• As t3 < n1 + n2, let t ′3 = 6.

• Choose the matrix M3 =

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

3 1 5 7 1 9
2 4 9 3 6 1
5 2 11 7 10 2
1 1 2 3 5 7
2 9 6 15 12 16
10 0 3 1 2 4
4 5 1 7 2 9
3 2 8 0 5 3
1 7 11 12 10 4
4 8 9 2 3 1

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

and t ′3 = 6 integers a31 = 6, a32 = 25, a33 = 8, a34 = 19, a35 =

7, a36 = 20 from [0, 36]. We note that b11, b12, b21, b22, b23 are the same as in levels L1 and L2. Make
a35 = 7 and a36 = 20 public.

• Compute (b11 b12 b21 b22 b23 b31 b32 b33 b34 b35)
T = M3 · (a31 a32 a33 a34 a35 a36)

T =
(33 7 4 20 12 12 3 5 18 5)T .

• Thus, the shares of users u31, u32, u33, u34, u35 are 12P = (7α2 +29α+45, 26α2 +6α+10), 3P = (14α2 +
20α+21, 22α2+29α+40), 5P = (4α2+9α+39, 14α2+42α+5), 18P = (17α2+6α+22, 26α2+32α+10)

and 5P = (4α2 + 9α + 39, 14α2 + 42α + 5) respectively.

Now compute Q = a11 P+a21 P+a31 P = 13P = (17α2+13α+4, 8α2+22α+9). Then v1 = e(P, Q)+K1 =
e(P, 13P) + 8 = 37α2 + 28α + 12, v2 = e(P, 2Q) + K2 = e(P, 26P) + 15 = 28α2 + 7α + 4, v3 =
e(P, 3Q)+K3 = e(P, 2P)+22 = 36α2+32α+23, v4 = e(P, 4Q)+K4 = e(P, 15P)+11 = 42α2+5α+24.
Make P , v1, v2, v3, v4, M1, M2, M3 public.
Suppose the users u11, u21, u23, u32 collaborate to reconstruct the secrets K1, K2, K3 and K4. Then, u11 computes
level secret a11 P = 3−1b11 P = 25(α2 + 30α + 40, 33α2 + 40α + 28) = (18α2 + 27α + 12, 36α2 + 20α + 32).

The users u11, u21, u23 form a 3 × 3 matrix, say M ′
2 =

(
4 6 1
1 0 9
7 3 11

)

from first, third and fourth rows of M2 and

compute the inverse M ′−1
2 =

(
24 19 26
36 0 27
22 35 30

)

. Then they compute M ′−1
2 · (33P 4P 12P)T = ((α2 +30α+40, 33α2 +

40α + 28) (4α2 + 9α + 39, 33α2 + 5α + 42) (4α2 + 9α + 39, 14α2 + 42α + 5))T . Thus, the level secret is
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a21 P = (α2 + 30α + 40, 33α2 + 40α + 28). In level L3, the users u11, u21, u23, u32 know the entries of the
corresponding rows of M3. As a35 = 7 and a36 = 20 are public, first they compute

b11 P − (a35 P + 9a36 P) = 31P = (18α2 + 42α + 8, 40α2 + 18α + 46),

b21 P − (10a35 P + 2a36 P) = 5P = (4α2 + 9α + 39, 14α2 + 42α + 5),

b23 P − (12a35 P + 16a36 P) = 15P = (31α2 + 10α + 24, 11α2 + 23α + 44),

b32 P − (2a35 P + 9a36 P) = 31P = (18α2 + 42α + 8, 40α2 + 18α + 46).

Then they take submatrix M ′
3 =

(
3 1 5 7
5 2 11 7
2 9 6 15
4 5 1 7

)

of M3 and compute the inverse matrix M ′−1
3 =

(
16 36 23 15
26 35 7 35
21 7 22 20
1 1 21 6

)

. Now,

we have

M ′−1
3 ·

⎛

⎜
⎝

31P
5P

15P
31P

⎞

⎟
⎠ =

⎛

⎜
⎜
⎝

(18α2 + 42α + 8, 7α2 + 29α + 1)

(7α2 + 29α + 45, 21α2 + 41α + 37)

(18α2 + 12α + 8, α2 + 38α + 44)

(17α2 + 6α + 22, 21α2 + 15α + 37)

⎞

⎟
⎟
⎠ .

Thus, the level secret is a31 P = (18α2 + 42α + 8, 7α2 + 29α + 1). Finally, they compute Q = a11 P +
a21 P + a31 P = 13P and reconstruct the secrets as K1 = v1 − e(P, Q) = 8, K2 = v2 − e(P, 2Q) = 15,
K3 = v3 − e(P, 3Q) = 22, K4 = v4 − e(P, 4Q) = 11.

6 Complexity

The number of operations involved in the multiplication of a ni × ti matrix with ti × 1 matrix is ti ni . The time
required to compute the scalar multiplication of a point on an elliptic curve using the Double-and-Add algorithm
method [5] is O(log2�), where � is the order of the point. The time computation for finding the inverse of a matrix
of order ti is t3

i . The computational cost for the addition of two distinct points on an elliptic curve is I+2M+S
and for doubling I+2M+2S (see [1]), where I, S, M denote inverse, squaring and multiplication, respectively.
There are many pairings that cost logarithmic time (see [12,15], for example).
At the time of secret distribution. For computing m matrices of different order in our scheme, the Dealer requires
O(mn2) operations. There are n scalar multiplications required to compute bi j xi j P , which costs O(nlog2�).
Dealer also requires m additions of points to compute Q that costs O(m) and s pairings to compute vi .
At the time of secrets reconstruction. The collaborating users need to find the inverse of m matrices of order ti ,
1 ≤ i ≤ m, which takes

∑m
i=1 t3

i operations. For ti ≤ ni and as
∑m

i=1 ni = n, the sum
∑m

i=1 t3
i ≤ n3. To find the

level secret ai1 P , the users need t2
i points additions for Case I and t ′2i points additions for Case II. Furthermore,

they required m additions of points to compute Q and s pairings to compute vi , 1 ≤ i ≤ s.
Hence, combining all these, the computational complexity of the scheme is O(n3).

The hierarchical scheme proposed in [23] is based on linear homogeneous recurrences. The complexity of
their scheme is O(nkm−1logn) where km is the threshold of the last level, which is an improvement over the
complexity of the scheme proposed by Tassa [20]. However, the complexity of our scheme is O(n3).
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