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Abstract In this paper, we examine one of the public key exchange protocols proposed (in: Durcheva, AIP Con-
ference Proceedings 1631:336-343, 2014) which uses max-times and min-times algebras. We discuss properties
of powers of matrices over these algebras and introduce a fast attack on this protocol.
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1 Introduction

Algebraic cryptography is a branch of cryptography in which different algebraic structures such as groups,
semigroups, rings, and so on are employed as platforms for cryptographic schemes. This area is considered in
many papers and books, for example, see [2—5]. Sidelnikov, Cherepnev, and Yaschenko [6] offered a generalization
of the well-known Diffie-Hellman key exchange method [7] to non-commutative semigroups. Also, a similar
idea to use non-abelian groups can be found in Stickel’s paper [8]. Miasnikov and Roman’kov [9] proposed a
quite general linear decomposition attack that can be applied when the platform groups or some other related
groups are linear. Shpilrain [10] also showed that Stickel’s schemes were vulnerable to linear algebra attacks.
To prevent linear algebra attacks, Grigoriev and Shpilrain [11] proposed a key-exchange protocol based on a
min-plus matrix algebra. In [12] Kotov and Ushakov analyzed this protocol and suggested an attack on it. The
key point of this attack is the fact that sequences of powers of matrices over a min-plus matrix algebra often
display some patterns. Also, in [12] an attack on the same protocol with different restrictions on parameters was
suggested. These protocol and attacks also were analyzed by Muanalifah and Sergeev in [13].

Grigoriev and Shpilrain in [14] offered two new key-exchange protocols based on tropical matrix algebras.
They suggested using semidirect products to destroy patterns of sequences of powers of matrices which were
exploited in the attacks on their first protocol. Three different approaches to attack one of these protocols were
proposed. Isaac and Kahrobaei [ 15] used the property of a sequence of matrices to be almost linear periodic. Rudy
and Monico [16] exploited the fact that the sequences of matrices appearing in the protocol are monotonically
decreasing. This made it possible to apply a binary search. The attack suggested by Muanalifah and Sergeev in
[17] is based on the solution of the tropical discrete logarithm problem.
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Also, a series of key-exchange schemes based on max-plus algebras was proposed in the paper [18] by
Durcheva and Trendafilov. In [19] Ahmed, Pal, and Mohan combined the techniques from the aforementioned
papers and showed that all these protocols in this series are insecure.

Durcheva in [1] generalized the idea from [20] to use a two-sided action based on semirings and proposed a
key exchange protocol that uses pairs of dual tropical structures. Two practical realizations were suggested: the
first one is based on max-plus and min-plus algebras, and the second one is based on max-times and min-times
matrix algebras. Subsequently, these two protocols were used as a part of an encryption scheme in [21], and as
a part of a distributed secure multicast protocol in [22].

The max-plus and min-plus realization of the protocol was analyzed by Ahmed, Pal, and Mohan in [19],
where they showed that this protocol is insecure.

There is no known attack on the max-times and min-times realization. Note that the security of this protocol is
based on the fact that there is no technique to solve systems of equations over max-times and min-times algebras.
The main purpose of this article is to study sequences of powers of matrices over these algebras and propose a
successful attack on this protocol.

For more information on non-commutative cryptography see [3].

The remainder of this paper is structured into five parts. In Section 2 we discuss tropical algebras, matrices,
and polynomials over tropical algebras. In Section 3 we give the description of the protocol from [1] and discuss
some issues of this description. In Section 4 we study the behavior of sequences of powers of matrices over
max-times and min-times algebras. In Section 5 we introduce an attack on the protocol, give examples of how
the attack works, and give the results of tests we ran. The final section offers a conclusion of our work.

2 Max-times and min-times algebras

In this section, we discuss tropical algebraic structures paying attention to max-times and min-times algebras,
and define matrices and polynomials over tropical structures.

In this paper, we denote the set of non-negative real numbers by R, the set of non-negative integers by
Z=y, and the set of positive integers by Z-.¢.

The max-plus algebra is the set RU{—o00} equipped with the operations x &y = max(x, y) andx®y = x+y.
The min-plus algebra is the set RU{oo} equipped with the operations x &y = min(x, y) andx® y = x+y. These
two algebras are known as tropical algebras. These algebras are semirings, which means they are similar to rings,
but without the requirement that each element must have an additive inverse. Moreover, they are idempotent and
commutative.

The tropical algebras have been widely studied and have a lot of applications. For more information, we refer
the reader to [23] and [24].

One can also consider other algebraic structures in which one of the operations is min or max. Sometimes
these algebras are also called tropical. For example, some researchers studied min-times and max-times algebras,
where one of the operations is the multiplication of numbers and the other is either min or max [1,25,26]. Also,
structures with both operations min and max were also considered [27-29]. In [1] two different algebras are used
simultaneously: one of the algebras has min, and the other has max.

In the remainder of this paper, we will use the max-times and min-times algebras, so we recall their definitions.
The domain of the max-times algebra is R> U {00}, and the operations are

0 ifx=00ry=0,

x®y=max(x,y) and x®y = {x -y otherwise.

The domain of the min-times algebra is R>o U {oo} and the operations are

. oo ifx =o00o0ry=o0,
x@®y=min(x,y) and x®y= {x -y otherwise.
Since the max-times and min-times algebras are commutative idempotent semirings, then the following
identities hold:

. @a®b)®c=a®bdc),
2.00ba=a®o=a,
3.a®b=bDa,
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4, @®b)®c=a® (bR c),
5.eQa=aQe=a,
6.a®®b=>bR®a,
7.ab®dc)=(a®b) P (a®c),
8. @®b)®c=@®c)D (bR c),
9. 0Qa=a®o0 =o,
10. a ®a =a,

where o is 0 for the max-times algebra and is oo for the min-times algebra, and e is 1.
Let S = (S, @, ®) be a semiring. The set of all n x n matrices Mat, (S) with entries in S can be equipped
with addition & and multiplication ® as well:

(aij) ® (bij) = (aij ® bij),
(aij) ® (bjj) = (ai1 ®b1j ® -+ @ ajn @ byj).

For example, let’s consider two matrices over max-times algebra:

12 34
“(02) 2= (%)
Then the product of these matrices is

(12 _(34)_ (1830285 194820
A®B_<0w)®<50)_<0®3®w®50®4®w®0>

_(3®10400\ (104
T \0®o0 00/ \o00)"
Multiplying a matrix by a scalar is just multiplying by the corresponding scalar matrix.
The obtained set of matrices also is an idempotent semiring. In other words, the following identities are true:

(A®PB)®C=AP (B C),
OBA=Ad 0 = A,
A®B=B®A,
(AB)®C=AQ® (B® (),
EQA=AQE = A,
AQRQB®C)=(AR®B)®(ARC),
(A®B)RC=(ARC)® (B® (),
ORA=ARO0 =0,
APA=A,

where for the max-times algebra

WX NN AL

00---0 10---0

00---0 01---0
o=\|... . and E = ,

00---0 00---1

and for the min-times algebra

00 00 +++ 00 l co--- 00

00 00 + -+ 00 0o 1 ---00
o=\ . . . . and E =

00 00 +++ 00 0000 -+ |

We denote an element of the semiring a raised to the n-th power by a®".
It is possible to define the set of polynomials over S. Also, let A € Mat,(S) and p(x) = @,C-lzo pi @ x%,
then we denote the matrix @3¢_, p; ® A% by p(A).

In this paper, for a matrix A, we will often use a;; to refer to the element at the i-th row and j-th column of
the matrix A.
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3 The protocol

In this section, we discuss the key exchange protocol proposed in [1].

Let Rmax,x = (R>o U {oo}, HH, X) and Rupmin,x = (R>p U {o0}, @, ®) be the max-times and min-times
algebras respectively.

The following protocol was proposed in [1].

Protocol 1 Alice and Bob agree on three matrices M, N, X € Mat,(Z>0).

1. Alice chooses polynomials p(x) € Rmax,x[x] and #(x) € Rmin,x[x] and computes A = p(M)X X @t (N).
The pair (p(x), t(x)) is her secret key, and the matrix A is her public key.

2. Bob chooses polynomials g (x) € Rmax, x[x] and r(x) € Rmin,x[x] and computes B = g(M) K X @ r(N).
The pair (g (x), r(x)) is Bob’s secret key, and the matrix B is Bob’s public key.

3. Alice computes ky = p(M) X B ® t(N).

4. Bob computes kg = g(M) X A @ r(N).

In the original paper [1] and the subsequent papers [21,22], the authors claimed that Alice and Bob shared
the same key. Unfortunately, this is not true. First, in general, (M X X) @ N # M X (X ® N). For example, let

11 12 11
w= (i) 2= (1) v ()

22 21
(M&X)®N=<22>, M&(X@N)=<21).

then

Therefore the expression M X X ® N is not well-defined, and parentheses must be written to define an order
of operations. In the source code of the implementation of the protocol [21], the following order of operations
is implicitly used: A = (p(M) X X) @ t(N), B = (¢(M) X X) @ r(N), kg = (p(M) K B) ® t(N), and
kp = (g(M)X A) ® r(N). Thus, we will use this order in the remainder of the paper.

Second, in general,

(p(M) K ((g(M) X X) @ r(N)) ®1(N) # (M) K ((p(M) X X) ®@1(N))) & r(N). ey

21 13 11
w=(i5) 0= (1) = (i)

and p(x) =t(x) =r(x) =x,q(x) = x®2. Then

22 66 12 12 9 9
A:(33)’32(99)”‘/*:(2727)”‘3:(2727)'

Hence this protocol cannot be implemented correctly. Our experiments show that the inequality (1) holds
only for about 2% of randomly generated instances of the protocol, where the size of the matrices is 10, the
coefficients are in [0, 1000], and the degrees of the polynomials do not exceed 10. Therefore the description
is not completely wrong. So, before choosing the polynomials Alice and Bob should agree on two sets of
polynomials P € Rmax, x[x] and R € Rmin, x [x] such that the following equality is true for all p(x), g(x) € P
and r(x),t(x) € R:

Indeed, let

(p(M) N ((g(M) K X) @r(N)) @t(N) = (g(M) X (p(M) K X) ®@1(N)) r(N). ©))
So, the following description of the protocol should be considered.

Protocol 2 Alice and Bob agree on matrices M, X, N € Mat, (Zx() and two sets of polynomials P € Rmax, x [x]
and R € Rpin, x[x] such that the equality (2) is true for all p(x), g(x) € P and r(x), t(x) € R.

1. Alice chooses two polynomials p(x) € P and 7(x) € R and computes A = (p(M) X X) ® ¢t (N). The pair
(p(x), t(x)) is her secret key, and the matrix A is her public key.
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2. Bob chooses two polynomials g(x) € P and r(x) € R and computes B = (¢(M) X X) ® r(N). The pair
(g(x), r(x)) is Bob’s secret key, and the matrix B is Bob’s public key.

3. Alice computes kg = (p(M) X B) ® t(N).

4. Bob computes kg = (g(M) X A) @ r(N).

The shared common secret key is k4 = kp. Now k4 and kp are truly equal because of (2).

Remark 1 There are at least two strategies to break the protocol. The first one is to find two polynomials p’(x) € P
and#’(x) € Rsuchthat A = (p'(M)XX)®1'(N). The second strategy is to find four polynomials p’(x), ¢’ (x) €
Rmax, x[x] and ' (x), ' (x) € Rmin,x[x] suchthat A = (p'(M) K X) ® t'(N), B = (¢'(M) KX X) ® r'(N), and
(pP’MYyKR B) @1t (N) = (¢’ (M) K A) @ r'(N). The second one is useful when we have no information about
P and R.

4 Behavior of matrix sequences over max-times and min-times algebras

In this section, we study behavior of sequences {Mg"}zo:o, {N®m> . (MBr R X} (X ® N®")> | {po B
ptXMBA.. . Hp, X Mg"};’ozo, and {ro®riQN®@...dry, ®N®”};’L°=0, where X, M and N are matrices, and
pi and r; are numbers.

In this and in the following sections, for a matrix A, min(A) means min; ;(a;;), and max(A) means
max; j(a;j). Also, we will use the following order of matrices: A > B iff a;; > b;; for all i and j.

Remark 2 Let N € Mat,(Z>0), and one of the entries of N be 0. Then N ®2 has arow and a column filled with 0,
and N®3 is the matrix filled with 0. Thus, if 7 (x) is not linear, then (p(M) X X) ® ¢ (N) is the matrix filled with
0. If one of the coefficients of x®, i > 0, of (x) is 0, then 7 (N) also is the matrix filled with 0. Hence, to avoid
trivial keys, Alice and Bob should not use N, 7(x), or r(x) with zeros.

Remark 3 Let M € Mat,, (Z=0). If the number of the entries of M that are equal to 0 is small, then often a power
of the matrix M does not have zeros because every time we compute the maximum of products. For example,

010 111
A=(o11], A®=[111
100 111

Based on Remark 2 and Remark 3, we will assume that matrices do not have zero entries in order to make
our reasoning easier.

Remark 4 Let X,Y € Mat,(Z~p). Then X XY > X and X X Y > Y. Indeed,
(XKRY)ij = (i Wy 8- Bxip X ynj)
= (Max(x;1 Y1, ..., Xin¥nj)) = Max(x;1, ..., Xin)) = (x;;).
The second inequality can be proven in the same way.

Remark 5 Let M, X € Mat,(Z~). The sequences {M®" 1o o and {M&" X X}, are not decreasing.
Indeed, using the previous remark, we obtain

M&l’l-‘rl — M |X|M®n Z MIX’}’!’
MO R X = MR MY R X) > M K X.

For randomly generated matrices, we can expect that these sequences are increasing because the number of
entries that are equal to 1 is small.

Remark 6 Let H, G € Mat, (Z>0), then min(H ® G) > min(H) - min(G). Indeed,
min(H ® G) = min(EP hix ® gij) = min(min(hikgr;)) = min(hixgij)
i,j X i,j k i,j,k

> min(h;;) - min(g;;) = min(H) - min(G).
i.j ij
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Remark 7 Let N € Mat,(Z~0), Y € Mat,(Z0), then min(N®"*!) > min(N®") and min(Y @ N®"*+!) >
min(Y ® N®"). This immediately follows from the previous remark:

min(N® 1) = min(N®" @ N) > min(N®") - min(N) > min(N®").

The second inequality can be proven in the same way.

Remark 8 Let H, G € Mat, (Z=¢), then min(H & G) > min(min(H ), min(G)). Indeed,

min(H @& G) = min(min(h;;, gij))
l’.]

> min(min(min(H), min(G)) = min(min(H ), min(G)).
ij

Remark 9 Let M € Mat,(Z-0), and p(x) € Rmax, x[x]. We can expect that often
p(M) = pg R M™, 3)

where d = deg(p(x)). Indeed, let us consider the sum of two consecutive monomials: p;+1 X M Mi+1 g pi X
MY = (pip1t XMBp; XE) X M™% The condition pi+1 XMHEp; XE = p;+1 ¥ M means that Pi+1mjj = Dpi
for all j € [1, n]. Since the coefficients of polynomials and the entries of matrices are chosen from an interval
[0, B], then we can expect that the probability of this event is high. To check this, we randomly generated pairs
of a matrix and a polynomial, where the size of the matrices is 10, the coefficients and the entries are in [0, 1000],
and the degrees of the polynomials are in [5, 20]. The equality (3) holds for about 99.9% of the generated pairs.

Remark 10 Let N € Mat, (Z~.¢). Our experiments show that for a polynomial r(x) € Rmin,x[x], r(x) often is
equal to its beginning:

r(N)=rg®r@N®...rg  N®%, 4)

where dy < d = deg(r(x)). We randomly generated pairs of a matrix and a polynomial, where the size of the
matrices is 10, the coefficients and the entries are in [0, 1000], and the degrees of the polynomials are 20. For
about 99% of the generated pairs and dyp = 10, the equality (4) holds. If the coefficients and the entries are from
[0, 10000], then the rate is about 99.9%. The remaining 0.1% is not an obstacle, as we will see, because the
solution set of the problem from Remark 1 is large, and we can adjust the upper bound for dy during the process
of finding a solution.

Remark 11 A sequence of matrices {A;}7° is called almost linear periodic if there exist a period p, a factor c,
and a defect § such that for all i > § the following equation holds:

Aivp = (O + Ai.

For sequences of powers of a matrix over tropical algebras, this property is well studied [30-33]. It is used in
[15] to analyze the protocol from [14].
Since we study the max-times and min-times structures, there is an isomorphism, x — ¢*, between max-plus
and max-times algebras, and between min-plus and min-times algebras, we will consider the following property.
We say that a sequence of matrices {A;}{° is almost multiplicatively periodic if there exist a period p, a
factor ¢ and a defect § such that for all i > § the following equation holds:

Al'_;,_p = C-A,'.
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Let’s consider two examples.

253 2510 20 80 125 100
A=1504],422=[162520 .48 = 125 80 100 |,
435 20 20 25 100 100 125
625 400 500 2000 3125 2500
AR — | 400 625 500 |, A% = [ 3125 2000 2500 | = 25 . A%3,
500 500 625 2500 2500 3125

15625 10000 12500
A¥0 — | 10000 15625 12500 | =25 . A%4,
12500 12500 15625

533 663 666
B=[431],B%=(223]|.B®8=]|662],

225 862 446
12126 121212

B =4 46|,B5=[12124 | =2.B%,
1212 4 8 8 12
2424 12

B® —| 8 8 12| =2.B%.
2424 8

We performed the following experiments. We randomly generated matrices of size 10 x 10, the entries of
them were chosen from an interval [0, 1000], and computed the sequences { A% }}2010 . We checked the following
restricted property: if there are a number p, a factor ¢, and a defect § < 100 such that for all § < i < 1000 the
following equations hold:

A®TP — ¢ A%

Also, we did the same for {AX} 1.12010. It turned out that for the max-times case, the restricted property is true
for 99.6% of the randomly generated matrices, and for the min-times case, the restricted property is true for
97.9% for the randomly generated matrices. Again, the remaining small part of the matrices is not an obstacle,
as we will see from the experiments in the next section, because of the size of the solution set from Remark 1
and the possibility to choose the upper bound for the powers of matrices during the process of finding a solution.

Also, for the same set of parameters, our experiments show the following properties of the distributions of §
and p. For the min-times case, average § is 11.51, average p is 2.24, median § is 7, median p is 2, maximal §
is 242, and maximal p is 8. For the max-times case, average ¢ is 26.42, average p is 2.13, median § is 11, and
median p is 2, maximal § is 772, and maximal p is 8. (We counted only those matrices for which § and p were
found.)

Remark 12 If a matrix A the almost multiplicatively periodic this property, then p(A) = H/_, pi ¥ AR g
equal to [/, p X A% where n’ < §(A) + p(A). The same is true for 1(N) = @"_o; ® N

5 Attack

In this section, we present our attack as well as the results of our experiments.
We will try to find polynomials p’(x), ¢’ (x), t'(x), and r'(x) such that

A=(@' M EX)®1'(N), B=(q'(M)XX)®r'(N), and
(P MKB)®1'(N) = (g (M)KA) ®r'(N).

Let’s describe how we will try to find p’(x) and ¢'(x). The procedure to find ¢’(x) and r'(x) is the same.
Taking into account Remark 9, we can try to find the polynomial p’(x) of the form p; X x% Because

(P IMH¥YRX) @1 (N) = MP K X) ® (p; @ 1'(N)),
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it is enough to find the polynomial p’(x) of the form x®_In order to do this, we will enumerate degrees i from
0 to a bound u,,. We will describe how to find this bound below.

Next, taking into account Remark 10, we will find ¢/ (x) of the form ' (x) = 1Dt QxB1o x®2@.. .®t; Rx®7
trying degrees j from O to a bound u,;. We will describe how to find this bound below as well.

Let p'(x) be known. Since (p'(M) K X) ® t'(X) = A, we have

J
PMRX)Q [ PueN*|=Aa.
k=0
Therefore,
j
PuepMRX) @ N = A.
k=0
LetCr, = (pP(M)X X) @ N ®k ‘We have the following system of equations:
mkin(kaklm) = aim.

In other words,

min(foco11, f1C111, - - -5 Ck11) = ail,
min(foco12, 11112, - - - » (kCk12) = a12,
min(foConn, H1Clans - - - » tkChnn) = Qnn-

If the system is solvable, then a solution to this system is

. max; m (arm /crkim) if this number is an integer,
k= oo otherwise.

Next, since A = (p'(M) X X) ® t'(N), we have
min(A) > min(p’ (M) X X) - min(t (N)) > min(p’ (M) X X).

By Remark 5, the sequence M Ni & X is not decreasing. Therefore, we can stop our search and say that our
algorithm failed when

min(M™ X X) > min(A).
Also, min((p/(M)X X) ®1'(N)) = min((p'(M) K X) ® (B tr ® N®*)) = min (@k(tk R(P (MKRX)®

N®k)) = min(@), ((p'(M) K X) @ N®)),

By Remark 7 and 8, min(€D, ((p'(M) K X) ® N®)) < min(p'(M) X X) ® N®/).
Therefore we should search until

min(p'(M) K X) ® N®/) > max(A).

Note that u,, and u, can be found using the almost multiplicatively periodic property. We should check i while
i <8(M)+ p(M) and check j while j < §(N) + p(N). Indeed, if i > §(M) + p(M), then M' = ¢ K M™',
where i’ < §(M) + p(M). Using (5), we obtain the result. The second inequality follows from Remark 12. Note
that if we have reasonable enough bounds u,, and u, we do not have to find these periods and defects before the
loops, and can find them during the search process. To check the almost multiplicatively periodic property, we
perform the element-by-element division M’ /M* for k < i and check if all the elements of the result matrix are
the same.

Putting it together, we obtain the following procedure to find p’(x) and #’'(x).
fori =0,1,...,u,do
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if there exist k < i and ¢ s. t. Mi/Mk = (c) then
return FAIL

end if

pl(x) < X

if min(p/(M) K X) > min(A) then
return FAIL

end if

for j =0,1,...,u,; do
if there existk < jandcs. t. N-//Nk = (c¢) then

break
end if
if min((p’(M) X X) ® N®/) > max(A) then
break
end if ' '
P { max(A/((M@ X X) ® N®7)) if this number is an integer,
1 00 otherwise.

H(x) < t'(x) @t @x®
if (p/(M)X X)® 1 (N) = A then
return p’(x), t'(x)
end if
end for
end for
return FAIL

So, the attack looks like

. Find p’(x) and ' (x) using the algorithm described above.

. Find ¢’(x) and r’(x) using the algorithm described above.

3. Check that (p'(M)X B)®t'(N) = (¢ (M)XK A)®r'(N).Ifitis true, thenreturn K = (p'(M)X B) ®1t'(N).
Otherwise, return FAIL.

N =

Let’s consider the example from [1].

571 213 528
M=1423 | ,N=|754),X=|674],
256 319 315

p() =xPBESRLPEIOR Y, 1(x) =30 x22 @ x,
q(x) = *22ms5 Kx,r(x)= 10 ® x®* @ x®2.

The key is

263424 125440 263424
K = | 188160 94080 188160
311040 155520 311040

The attack finds the following p’(x), t'(x), ¢/(x) and r’(x):
P =23 7)) =x,¢'(x) = x22, 7/ (x) = x®2 @ 4.
For these polynomials, we have
(P'(M)XB)®1'(N) = (¢'(M)XA) ®r'(N) =K.
The described attack was implemented in Python!. The tests were performed on the workstation of Omsk

Regional Supercomputer Center of SB RAS with AMD EPYC 7502, 32 cores at 2.5GHz with 512GB of RAM,
Ubuntu 20.04 Server. We generated 100 random instances for every set of parameters presented in Table 1.

U https:// github.com/mkotov/tropical2
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Table 1 Experimental results of the attack

Size of Mat. Deg. of Polys Coefficients Success Rate% Avg. Time (sec)
10 [1,10] [1, 100] 100 0.51
10 [1, 10] [1, 1000] 100 0.57
10 [1,20] [1, 100] 100 1.18
10 [1,20] [1, 1000] 100 1.02
20 [1,10] [1, 100] 100 7.07
20 [1, 10] [1, 1000] 100 4.64
20 [1,20] [1,100] 100 10.88
20 [1,20] [1, 1000] 100 9.60
50 [1,10] [1,100] 100 186.27
50 [1,10] [1, 1000] 100 110.34
50 [1,20] [1,100] 100 303.33
50 [1,20] [1, 1000] 100 234.78

6 Conclusion

In this paper, we showed that the protocol described in [1] is not correctly defined. We could have finished our
analysis here, but using the implementation from [21], we suggested how the description of the protocol can be
corrected. We analyzed the corrected protocol and showed that it is insecure. The success rate of our attack is
100%. Therefore using the max-times and min-times structures instead of the max-plus and min-plus structures
does not make the protocol more secure. Our analysis can further be used to analyze other protocols based on
max-times and min-times matrix algebras.
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