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Abstract

Investigating bias, fairness, and ethics in AI/ML models is essential in the digital era, as automated systems are increasingly
used to enhance people’s daily lives. Evaluating these systems in terms of fairness has become crucial. Our proposed work
focuses on identifying and mitigating gender bias in text classification models. Specifically, we are evaluating a hate speech
classification (HSC) model using fairness metrics and mitigating bias through pre- and in-processing debiasing techniques.
In the pre-debiasing stage, we address bias by applying gender swap techniques and removing gender-related terms from the
dataset. For in-processing debiasing, we use conditional generative adversarial networks (cCGAN) and large language models
(LLMs) to generate text similar to that of minority classes, helping balance the dataset and reduce bias during model training.
We assess the impact of both methods on bias reduction in the HSC model, with each targeting bias at different stages of
model development. While the classification performance of the HSC model showed a slight decrease, fairness evaluation
metrics improved by 3.03% and 3.42%, demonstrating the methods’ effectiveness. Addressing gender bias in HSC models

applied to social media posts is vital for fostering a healthier digital society.
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Introduction

Bias and fairness in artificial intelligence (AI) and machine
learning (ML) models are prominent topics of discussion
and debate, as well as a growing area of research. Identi-
fying, analyzing, and mitigating bias, as well as enhanc-
ing fairness, are critical as Al-based systems are increas-
ingly deployed across various sectors of society, such as
healthcare applications (Wang et al. 2023; Zhao et al. 2023)
and criminal justice are few examples. Since these intel-
ligent models train on data collected from society to make
decisions, imbalanced or insufficient datasets can lead to
biased outcomes. For example, in healthcare applications,
models may associate certain diseases with a higher likeli-
hood of affecting specific genders or races. Similarly, it has
been observed that for the same offense, black individuals
received harsher punishments compared to white individu-
als! (Angwin et al. 2022).
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The cases similar to this highlight the issue of bias in
the learned models. A biased model often produces results
that favor certain groups based on gender, race, or ethnicity
(Zafar et al. 2017). The use of such biased models in criti-
cal applications like healthcare, legal systems, or financial
services erodes public trust and harms businesses. Gender
biases are frequently observed in Google searches and trans-
lations. For instance, as shown in Fig. 1, the term “home-
maker” is associated with feminine terms like “housewife,
not a job, meaning, and wife,” despite the fact that men can
also be homemakers. Similarly, as demonstrated in Fig. 2,
the term “breadwinner” is linked to male-dominated terms
such as “husband, quotes, book, movie”.

Similarly, gender bias is also seen in Google Translate
Fig. 2, where words like nanny or nurses are translated to
feminine gender in Hindi, whereas the doctor is translated
to the male gender. The nurses can be male, or the doctor
can be female also.

A few research have tried to mitigate the issues of bias by
(i) pre-processing the data, (ii) in-processing during train-
ing, and (iii) post-processing the result. The pre-processing
of the dataset to reduce the bias was done by researchers
such as Calmon et al. (2017), Kamiran and Calders (2012),

! https://www.propublica.org/article/machine-bias-risk-assessments-
in-criminal-sentencing.
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Fig. 1 Bias exists in Google
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and Park et al. (2018). Calmon et al. (2017), developed a
method by pre-processing the data to reduce bias. They used
a mathematical approach to achieve objectives like minimiz-
ing bias, mitigating distortion within individual data points,
and preserving the data’s utility. They tested their method on
the criminal re-offending dataset and significantly reduced
the discrimination with a small impact on the accuracy of
predictions. Kamiran and Calders (2012) advocated sup-
pressing the sensitive attribute and adjusting class labels to
mitigate discrimination without altering individual instance
labels. Whereas, Park et al. (2018) analyzed the effect of
different pre-trained word embeddings on models trained
on abusive language datasets and measured gender biases.
They also used three bias mitigation methods: gender swap
data augmentation, debias word embeddings, and fine-tuning
with a larger corpus. They found that these methods reduce
gender bias by 90-98%.

The in-processing debiasing method has also proven to
be an effective technique, as reported by Nabi et al. (2019)
and Feldman and Peake (2021). Nabi et al. (2019) address
the challenge of preventing automated decision systems and
learning algorithms from perpetuating societal injustices.
They discuss strategies for making fair decisions by mitigat-
ing biases related to sensitive attributes such as gender, race,
and disability. The authors propose a method that combines
causal inference with constrained optimization to learn fair
policies, validating their approach using both synthetic and
real-world criminal justice data. Reducing bias in the data-
set and optimizing the model’s training process are crucial
aspects of their work.

Feldman and Peake (2021) developed a model to reduce
end-to-end bias in deep learning (DL) models by utilizing
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all three debiasing methods (‘Pre’, ‘In’, and ‘Post’) across
two datasets: the University of California, Irvine (UCI)
Adult dataset and the Correctional Offender Management
Profiling for Alternative Sanctions (COMPAS) dataset.
However, their model does not address debiasing in text
classification or use a text-based dataset. In contrast, some
researchers have worked with text datasets, generating text
samples to mitigate bias in models (Rezaei et al. 2020;
Akter et al. 2021). Text sample generation is critical in
natural language processing (NLP), which involves creat-
ing samples that closely resemble textual data. Significant
advancements in this area have been made by research-
ers using pre-trained models such as GPT-2 and GPT-3
(Chung et al. 2023; Li et al. 2022; Yoo et al. 2021). How-
ever, most existing pre-trained models are trained on large
corpora derived from society, which are often biased in
terms of gender, ethnicity, and stereotypes. Consequently,
the performance of these models reflects the same biases,
as shown in Figs. 1 and 2, which motivates us to use a
GAN model to generate text samples aimed at debiasing
text classification models. While existing GAN models
have been employed to debias image classification models
and generate text-to-image (Reed et al. 2016), image-to-
text (Chen et al. 2022), and image-to-image (Rezaei et al.
2020) data, they have not been used to generate text-to-text
samples.

Any model receiving biased input will propagate that bias
in its performance, and its output also contains the same
bias, which has motivated us to propose a model to identify
and reduce bias in text classification models. Most existing
models are trained on datasets originating from society and
are prone to gender, race, and stereotype biases. We aim to
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develop a model that can mitigate these biases in text clas-
sification models.

A dataset containing gender information is necessary to
validate the proposed model. For this, we are using the Hate
Speech Gender Bias (HSGB) dataset, which includes the
gender of the targeted one. Hate speech classification (HSC)
models have been found to suffer from gender bias (Fortuna
and Nunes 2018; Mozafari et al. 2020). Additionally, several
studies have demonstrated that the methods used for HSC
are also biased (Park et al. 2018; Ryu et al. 2017; Dixon
et al. 2018).

The major contributions to reducing bias in automated
AI/ML-based systems are:

e Identifying and reducing gender bias in AI/ML-based
text classification models using pre-processing methods
such as gender swapping and removing gender-related
terms.

e Reducing the bias of AI/ML models using in-processing
debiasing methods by generating data samples using con-
ditional generative adversarial networks (cGAN).

e Generating similar sentences of a particular class to bal-
ance the dataset using large language models (LLM) to
validate the proposed model.

e Authenticating the Al-generated data samples by human
evaluators.

The rest of the paper is structured as follows: “Related work™
section discusses related work on fairness in AI models and
gender bias in text classification and generation models.
“Methodology” section describes the dataset and the pro-
posed model. “Debiasing methods” section explains the
debiasing methodology applied to the dataset. “Result” sec-
tion presents the results of the proposed model. “Discussion”
section outlines the key findings of the paper, and “Conclu-
sion” section provides the conclusion.

Related work

Over the past few years, the primary focus of many research-
ers has been the development of automated Al-based sys-
tems. We depend very heavily on AI/ML-based systems
in our day-to-day lives, which are also used for decision-
making systems. Therefore, fairness and bias of automated
systems have become crucial and emerging research areas
for researchers. Concerns have arisen regarding the accu-
racy and fairness of AI/ML models used in decision-mak-
ing systems. Some authors have (Karnouskos 2020; Parra
et al. 2021) raised awareness regarding the ethical impli-
cations of Al-based models and their impacts on society.
Karnouskos (2020) focused on the social implications of Al
in enhancing deepfakes. They say that deepfakes are made

by modifying realistic digital products, and many such
videos have appeared on social media in the past 2 years.
Technical expertise and equipment to create deepfakes are
optional, so anyone can easily produce and distribute such
content on social media. They say that the social implica-
tions are significant and far-reaching, but it is too dangerous
for social media. Parra et al. (2021) enrich our understand-
ing of biases that exist in different areas by employing a
scenario-based survey distributed to 387 participants in the
United States. The results indicate that in scenarios related
to human resource (HR) recruitment and financial product/
service procurement, there is a greater propensity for ques-
tioning when perceived racial and gender bias is considered.
In contrast, scenarios involving healthcare exhibit the lowest
likelihood of questioning.

Various authors have extensively discussed the ethical
implications, biases, and fairness aspects of Al-based auto-
mated systems across different societal domains (Peters et al.
2020; Zicari et al. 2021; Drozdowski et al. 2020; Khakurel
et al. 2022). Peters et al. (2020) discuss the unintended con-
sequences of artificial intelligence (AI), highlighting the
absence of ethical implications in healthcare professional
practices. They explore two complementary frameworks
(The Responsible Design Process and The Spheres of Tech-
nology Experience) aimed at integrating ethical analysis into
engineering practices to tackle this issue. Subsequently, they
present the findings of an ethical analysis conducted within
the context of Internet-delivered therapy in mental health,
informed by these frameworks. Zicari et al. (2021) devel-
oped an inspection model to check the trustworthiness of
the AI model based on ethics and named it Z-Inspection.
The definition of trustworthy Al is taken from the high-level
European Commission’s expert group on Al. Z-Inspection
is a simple inspection procedure applied to many domains
where Al systems are used, including business, healthcare,
the public sector, and numerous others. Drozdowski et al.
(2020) examine the concerns surrounding biometric tech-
nologies in both public and academic spheres, particularly
addressing the bias ingrained within automated decision sys-
tems, including biometrics. They thoroughly explore algo-
rithmic bias within the context of biometrics, survey existing
literature on bias estimation and mitigation, discuss relevant
technical and social issues and outline remaining challenges
and future directions for research, encompassing both tech-
nological and social aspects. Khakurel et al. (2022) investi-
gated the benchmark Statlog “Australian Credit Approval”
data set. They identified the bias existing in the dataset using
the AIF360 tool and mitigated bias in both the data and the
learning algorithms.

In the domain of automated decision algorithms, sev-
eral factors can contribute to potential bias. Most promi-
nently, the training data possibility be skewed, incomplete,
outdated, disproportionate, or historically biased. These
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factors affect the algorithmic training and propagate the
biases from the data. GAN models balance the training data
by generating various types of data, including text from
text, text from images, and images from images. Although
extensive research has been dedicated to generating images
from images or text from images using GANs or similar
models, less attention has been given to generat text from
text. Kusner et al. (2017) introduced a model representing
discrete data as parse trees and using a context-free gram-
mar. They designed a variational autoencoder to encode
and decode parse trees directly, ensuring that the gener-
ated outputs remain syntactically correct at all times. The
model generated valid output, learnt a more coherent latent
space in the nearby points, and decodes it to a similar dis-
crete output. Chen et al. (2018) proposed a novel approach
for text generation using feature-mover’s distance (FMD),
called feature-mover GAN (FM-GAN), and discussed the
challenges of GANs to text generation due to the discrete
nature of the text. They proposed an innovative approach
inspired by optimal transport and matched the latent feature
distributions of real and synthetic sentences using a novel
metric called FMD. Their model showed its wide applicabil-
ity and effectiveness in overcoming challenges associated
with GAN-based text generation. To validate the model,
they conducted many experiments, including unsupervised
cipher cracking, style transfer from non-parallel text, and
unconditional text generation. Fedus et al. (2018) introduce
a GANs model by explicitly training the generator to pro-
duce high-quality samples and have a lot of success in image
generation. However, using GANSs for discrete language gen-
eration is a complex task. So, they introduced an actor-critic
conditional GAN, which fills the missing text based on the
contextual parameter but does not generate the discrete sen-
tences. Their approach yielded more realistic conditional
and unconditional text samples when compared to a model
trained using maximum likelihood. Diao et al. (2021) devel-
oped a transformer based implicit latent GAN (TILGAN)
model which merged a Transformer autoencoder and GAN
in the latent space with a distribution matching based on the
Kullback—Leibler (KL) divergence. They introduce a multi-
scale discriminator to capture the semantic information at
varying scales among the sequence of hidden representations
encoded by the Transformer to increase the global coher-
ence. The decoder is enhanced by an additional KL loss to
be consistent with the latent generator. Still, they were not
able to mimic the human writing style due to the discrete
nature of the text.

Recently, Generative Pretrained Transformers (GPT) and
Text-To-Text Transfer Transformers (T5) have been able to
perform various NLP tasks, including text generation. Dale
(2021) GPT-3 attracted significant attention in public media
and received high attention in technical advancements in
NLP. The main capability is to generate text that mimics the
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human writing style, which has captured people’s fascina-
tion. However, they have not mentioned anything about the
practical applications. After getting great attention on the
GPT model, Ding et al. (2022) proposed a dataset annotation
model. Dataset annotation is a very important process for the
supervised learning task, the labelling/annotation of the data
used to train ML and DL models. A high-quality annotation
is crucial to get the best results from supervised learning.
The performance of their model is better than that of tradi-
tional data annotation methods, and the output obtained is
analyzed using various tasks. Zhuo et al. (2023) investigated
the LLMs and observed that LLMs suffer from toxicity and
social prejudice, introducing ethical and societal dangers
leadings to irresponsible consequences. Their empirical
investigations revealed few ethical difficulties in advanced
LLMs, and very few systematic examination and user study
of the risks and harmful behaviours of current LLMs usage
have been done. To construct ethical LLMs responsibly, they
perform a qualitative research method called “red teaming”
on OpenAl’s ChatGPT-1 to better understand the practical
features of ethical dangers in recent LLMs. They analyze
ChatGPT systematically concerning four perspectives: (1)
Toxicity, (2) Reliability, (3) Robustness, and (4) Bias. Their
findings shed light on Al ethics and harmful behaviours,
offering insights for designing responsible LLMs to mitigate
ethical hazards in LLM applications.

The research mentioned above highlights the various uses
of LLM models and the bias of AI models. Both LLM mod-
els and Al models are trained on datasets collected from
society; hence, they are bound to have biases. Hence, we
need to build models that are bias-free. The limitations exist
in the cGAN in generating the text, and the HSC model used
for hate text classification needs to be fixed. It’s important
to generate the text and investigate the bias and fairness
of the HSC models concerning gender attributes because
they could have significant and different effects on vari-
ous groups, regardless of specific definitions. We are using
c¢GAN and LLMs to generate the text to reduce the bias of
the models at the training time.

Methodology

This section presents a model to identify gender bias in an
automated HSC model based on social media posts (X).
The proposed model is shown in Fig. 3. Section 3.1 outlines
the collection, labelling, and description of the dataset. The
detailed implementation of the proposed approach is pro-
vided in “Proposed approach” section, which explains each
step involved in building the model. The obtained results,
analyzed for fairness, are discussed in “Result” section. If
the fairness evaluation indicates bias, a debiasing method is
applied, as described in “Debiasing methods” section.
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Fig.3 Flow diagram of the
proposed model
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In this section, we discuss the creation of a new dataset
derived from the MMHS 150K dataset,? published by Gomez
et al. (2020). The original dataset contains six classes: rac-
ist, homophobic, sexist, religion-based, not hate, and attacks
on other communities. Data samples from the sexist class
are utilized to validate the proposed model. This newly cre-
ated dataset is named the hate speech gender bias (HSGB)
dataset. Five annotators from different organizations were
enlisted to label the data samples, focusing on gender as
the primary concern. Of the five annotators, two were male,
and three were female, with the intention of incorporating
diverse perspectives on hate speech. The annotators were
trained to label abusive tweets based on offensive language
related to gender, as well as corresponding nouns and pro-
nouns referring to males or females, as listed in Table 1.
Labels were assigned according to the gender targeted by
the abusive tweets: “0” for males, “1” for females, and “2”
for tweets not related to any gender. The final label for each
tweet was determined using a majority voting scheme. The
HSGB dataset contains 2782 tweets, of which 1534 are
labelled as not targeting any gender, 365 are labelled as tar-
geting males, and 883 as targeting females.

Proposed approach

The proposed model is used to evaluate the performance of
the hate speech classification (HSC) model based on clas-
sification and fairness metrics. The flow diagram of the pro-
posed model is shown in Fig. 3. The proposed model com-
prises multiple phases: the first involves data pre-processing,
and feature extraction is in the second phase. In the third
phase, classification is performed with ML and DL models.
In the final phase, the classification results are analyzed with
respect to fairness, and debiasing methods are applied if any
bias exists.

2 https://gombru.github.io/2019/10/09/MMHS/.
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Data pre-processing

During data pre-processing, unnecessary special characters
such as # $ % & ~ _ "~ {}\ were removed from the textual
tweets. Stopwords were retained to preserve the original
meaning of the sentences. Capitalized words were converted
to lowercase to ensure syntactical consistency and to uti-
lize the same pre-trained embedding values for words with
similar meanings. Each comment was limited to a maximum
sequence length of 25 words. Shorter sentences were post-
padded, while longer sentences were truncated to retain only
the first 25 words.

Embeddings

Embeddings represent words as vectors in a real-valued
space, where syntactically or semantically similar words are
positioned closer to one another. Embedding vectors have
been created using the character n-gram when1 <n <6
embeddings. The GloVe (Pennington et al. 2014) embedding
of size 50 was used for word embedding in text generation.
The text was generated using conditional GANs (cGAN)
to balance the dataset during in-processing debiasing. The
character n-gram features (with a vector size of 100,000)
capture nuances like slang, acronyms, abbreviations, and
misspellings common in social media platforms (X), while

Table 1 Pairs of nouns and generic pronouns representing a female
and a male person used to label the dataset

Gender Noun, generic-pronouns and abusive words

Male Man, men, boy, brother, son, bro..., husband,
boyfriend, father, uncle, dad, grandfather,
male, nigga, cock, ass, dick, his, him, he,
himself, bf, dude, foggot

Female Woman, women, girl, sister, sissy..., daughter,

wife, girlfriend, mother, aunt, mom, grand-
mother, tits, female, bitch, milf, twat, pussy,
cunt, babe, her, she, herself, gf
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the GloVe embeddings handle out-of-vocabulary (OOV)
words.

ML classifier

Several machine learning (ML) classifiers, including support
vector machine (SVM), random forest (RF), linear regres-
sion (LR), decision tree (DT), gradient boosting (GB), and
adaptive boosting (AdaBoost) were used to classify the tex-
tual tweets into three categories. Features extracted using
character n-grams, with 1 < n < 6, were used to train the ML
classifiers. The dataset was split, with 80% of the tweets used
for training and 20% for testing. The experimental results are
presented in Table 4. After debiasing, the same ratio was
maintained to validate the model across all three scenarios:
(i) pre-processing debiasing, (ii) in-processing debiasing,
and (iii) a combination of both.

Fairness evaluation

In this section, fairness metrics are defined, drawing from
the fairness literature (Kwiatkowska 1989; Mehrabi et al.
2021), and are calculated based on the confusion matrix
of the classification performance. Four metrics are used
to assess classification performance: precision (P), recall
(R), Fl-score (F1), and accuracy (Acc.). Additionally, four
metrics are used for evaluating fairness: (i) overall accuracy
equality (OAE), (ii) statistical parity (StPs), (iii) conditional
procedure accuracy equality, and (iv) treatment equality
(ToE).

Debiasing methods

Debiasing methods help mitigate inherent biases in AI/ML
models and promote fair outcomes. These biases often arise
from imbalances in training data that reflect historical or
societal prejudices. Debiasing techniques aim to correct
these biases and improve fairness in the classification pro-
cess. In this study, both pre-processing and in-processing

Fig.4 Architecture of cGAN

Real data-
sample

debiasing methods are applied to reduce bias in the HSC
model, as explained below:

1. Pre-processing debiasing: Two methods are used in
pre-processing debiasing: (i) swapping the gender (GS)
and (ii) removing the gender term (RGT). In the first
method, we are swapping the gender terms with the
opposite gender or their corresponding noun and pro-
nouns. It reduces the correlation between the label and
the data sample. The second debiasing method is RGT,
in which the gender-related nouns and pronouns have
been removed from the dataset.

2. In-processing debiasing: In the in-processing debiasing
methods, debiasing is done during training time. The
data samples of the minority class were generated and
made equivalent to those of the majority class during
training time. We have balanced the data sample for all
the minority classes using cGAN and a large language
model (LLM). After balancing the dataset, two new
datasets were created. The first dataset was obtained
after balancing with cGAN, named BGAN, and the sec-
ond one was balanced with LLM, named BLLM. Exam-
ples of some data samples generated using cGAN and
LLM are listed in Table 3.

e cGAN: The architecture of the cGAN used to gener-
ate text is shown in Fig. 4. The cGAN consists of two
convolutional networks: a generator and a discrimi-
nator. A latent vector (label) of size 100 was used
in the generator module to produce corresponding
text. The generator comprises three transposed con-
volution layers and two convolution layers, which
work together to generate text. It trains iteratively,
generating text until the discriminator can no longer
distinguish between the generated text and real data
samples. The generated and real text samples were
fed into the discriminator to intentionally confuse
the generator and classify the generated text as real
text. The discriminator had two convolution layers,
followed by a flattened layer and a dense layer con-
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necting the flattened layer to the output layer. The
hyperparameters used to train the cGAN model are
listed in Table 2.

e LLM: LLM:s are highly powerful and capable mod-
els and effectively generate text similar to human-
written text because they are trained on large data-
sets. We use the Text-to-Text Transfer Transformer
(T5), an LLM developed by Google (Raffel et al.
2020), to generate text samples targeted at both
males and females.

We were generating the text to balance a dataset to
reduce bias, for which we identified the target classes
that we needed to balance. It needed to determine the
minority classes (female and male) of the dataset and
generate the sample up to the majority class (not tar-
geted to any gender). To generate the text using the
T5 model, a few-shot prompts engineering was used
to guide the LLMs model. Prompt engineering helps
to elicit desired output from language models and
ensures that the generated text is accurate, relevant,
and aligned with the intended objective. Using this
approach, we generated synthetic examples for the
minority classes to balance the dataset.

3. Pre-processing and in-processing debiasing: In this
section, we employed both pre-processing and in-pro-
cessing debiasing methods to debias the HSC model.
For in-processing debiasing, cGAN and LLM techniques
were used separately to generate additional data. The
generated samples were combined with the original data,
creating two distinct datasets: one balanced with GAN
(BGAN) and the other balanced with LLMs (BLLMs).
Next, pre-processing debiasing methods gender swap-
ping (GS) and removing gender terms (RGT) were

Table 2 Hyper-parameter settings for the proposed modal

Hyper-parameter Value

Maximum sequence length 25

Embedding vector length 50

No. of filter 128

Filter size 3,4

Strides 2,4,8

No. of classes 3

latent-dim 100

Activation Function LeakyReLU, sigmoid
Learning-rate 0.0002

Dropout Rate 02,04

Epochs 100

Batch size 10

Loss Binary-crossentropy
Optimizer Adam

applied to both the BGAN and BLLMs datasets. As a
result, four datasets were formed: (i) GS+BGAN, (ii)
RGT+BGAN, (iii) GS+BLLMs, and (iv) RGT+BLLMs.

Results

This section presents the results obtained from the proposed
models using various ML classifiers and the correspond-
ing fairness metrics. The classification performance of the
model is evaluated using the metrics described in “Classifi-
cation performance evaluation metrices” section, while the
fairness evaluation metrics are detailed in “Fairness evalua-
tion metrices” section.

Classification performance evaluation metrices

Three metrics are used to evaluate the performance of the
ML classifiers: recall (R), precision (P), and the F}-score
(F)). The performance metrics for the men’s category are
defined below, with similar definitions applied to the other
classes.

#accurately predicted tweets for male

Precision = -
(male) #predicted tweets for male

#accurately predicted tweets for male

Recall ) =

(@)

# actual tweets for male

2 % Precision(male) * Recall(male)

Fscore = 3)

Precision ,,,, + Recall ;.\

Fairness evaluation metrices

Four fairness metrics are used for evaluation: (i) overall
accuracy equality (OAE), (ii) statistical parity (StPs), (iii)
conditional procedure accuracy equality, and (iv) treatment
of equality (ToE).

TP, = Number of accurately predicted male targeted
tweets

TN,, = Number of accurately predicted none class tweets
w.r.t male

FP,, = Number of none targeted tweets predicted as male
FN,, = Number of male targeted tweets predicted as none
N,, = Total numbers of tweets belongings to male and
none class

TP, = Number of accurately predicted female targeted
tweets
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TN; = Number of accurately predicted none class tweets
w.r.t female

FP; = Number of none targeted tweets predicted as
female

FN; = Number of female target tweets predicted as none
N; = Total numbers of tweets belongs to female and
none class

Overall Accuracy Equality (OAE) is attained when the
proposed model demonstrates equal accuracy across all
protected group categories (Male, Female).

OAE,, = Overall Accuracy Equality (OAE) for male
OAE; = Overall Accuracy Equality (OAE) for female

The overall accuracy equality for male class is calculated
as below. The OAE for the female class can be calculate
similarly.

ong ~ 1TPu+ TN, |

"= )
OAED = Overall Accuracy Equality Difference
OAED = || OAE,, — OAE|| (5)

Statistical Parity (StPs) is achieved when the proportion
of tweets belonging to predicted classes is the same for
both protected groups. The disparity between the protected
groups should be zero to achieve fairness.

SP,, = Statistical Parity for male class
SP, = Statistical Parity for female class

op _ NN, + N,
"= ©)
ITN; + FN,|
SPy = —————
’ N, ™

Statistical Parity Difference (StPsD) = ||SP,, — SP/|| (8)

Conditional Procedure Accuracy Equality is achieved
when either the false negative rate (FNR) and the false
positive rate (FPR) will be same for the protected group
categories.

— False negative rate for male (FNR,,) is defined
as the number of male targeted tweets correctly
predicted out of the total number of male targeted
tweets.

TP

FNR = —™m
" TP, +FN, ©)

@ Springer

False negative rate difference (FNRD) = ||FNR,, — FNR,||
(10)

e False positive rate (FPR,,) for males is the proportion
of tweets where a model incorrectly predicts a positive
outcome for males when the true outcome is negative.

TN,

FPR, = —"
"~ FP,+1N,, an

False Positive Equality Difference (FPED) = ||FPR,, — FPR/||
12)
Similarly we calculate FNR, and FPR, for female class.
Treatment of Equality (ToE) is achieved when the ratio of
the number of tweets belonging to protected (male, female)
group is wrongly predicted and the number of tweets belong-
ing to unprotected (neutral) group.

FN FNf

m _ T
FP, ~ FP; (13)

m

The fairness evaluation metrices before and after apply-
ing the de-biasing methods are listed in the Tables 5 and 6
respectively.

Classification performance and fairness evaluation
with HSGB dataset

Six ML classifiers were applied to the character n-gram fea-
tures, with 1 < n < 6 extracted from the initial HSGB data-
set. The F-score, precision, and recall of the top-perform-
ing models are listed in Table 4. Gradient Boosting (GB)
achieved the highest weighted average (Wt. avg) precision,
recall, and F-score of 0.85, 0.84, and 0.84, respectively, as
highlighted in the table.

After obtaining the classification performance metrics
for the HSGB dataset from the ML classifiers, we evaluate
the fairness metrics to analyze the fairness of the proposed
model. The difference in fairness evaluation metrics of both
genders is closer to zero or equal to zero and is considered
optimal, indicating a higher degree of fairness. Conversely,
if the values of the fairness evaluation metrics are far from
zero or higher, this indicates a lower degree of fairness. The
fairness evaluation metrics are detailed in “Fairness evalua-
tion metrices” section, and the results are shown in Table 5.
The best-achieved fairness evaluation metric values are
highlighted in Table 5. The DT performs best with OAED
and StPsD, achieving values of 3.13 and 3.24, respectively,
which are the lowest among all classifiers; however, these
values still indicate unfairness since they are not equal to
zero. The AdaBoost classifier achieved the lowest value of
0.2 on the ToED fairness evaluation metric, while the FPR
difference is 0.01, the same as that achieved by the Gradient
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Boosting (GB) classifier. However, the existing fairness
evaluation matrices reveal bias in the proposed HSC model,
as shown in Table 5.

Classifier performance and fairness evaluation
with debiased dataset

After evaluating the fairness metrics, we observe that the
proposed model is unfair. To address this, we debiased the
HSC by applying pre-processing and in-processing debi-
asing methods. In the pre-processing phase, we used the
gender swap (GS) and remove gender-related term (RGT)
methods. Both methods effectively mitigate gender bias
in classification models by eliminating the correlation
between data samples and their respective labels, as noted
in the study by Mozafari et al. (2020). After debiasing the
corpus, we recalculated the classification performance met-
rics. We observed that the model’s fairness improved after
applying the pre-processing debiasing methods; however,
the model’s accuracy decreased by 3-4%. After employing
the pre-processing debiasing methods, we found that gender
bias was reduced by up to 0.04% in AOED, 0.02% in StPsD,
and 0.41% in ToED, whereas the FPRD increased by 0.02%.
While the reduction in bias is positive, it is relatively small
and may not be considered significant or fair in most sce-
narios. Therefore, further refinement or exploration of more
effective debiasing techniques was necessary.

After applying the in-processing debiasing method with
cGAN, the obtained classification performances are listed
in Table 4. Once again, the GB classifier performs the best,
achieving the highest weighted precision of 0.74, a weighted
recall of 0.74, and an F-score of 0.73, as highlighted in
Table 4. The in-processing debiasing methods with the LLM
model create a new balanced dataset (BLLM), with the
classification performance and fairness evaluation metrics
shown in Tables 4 and 6, respectively. GB again demon-
strated superior performance compared to all other ML clas-
sifiers, achieving the highest weighted precision, recall, and
F-score of 0.83, 0.82, and 0.82, respectively, as highlighted
in Table 4. After applying both the in-processing debiasing
techniques using cGAN and LLMSs, the resulting fairness
evaluation metrics were listed in Table 6. The performance
of the DT was fairer than that of the other applied ML classi-
fiers. While both in-processing debiasing methods increased
the fairness of the proposed model, cGAN performed better
than LLMs, can also be seen in Fig. 6.

After applying both debiasing methods individually, we
found that the performance of in-processing debiasing with
cGAN was better than that of the LLM. The model per-
formed best after applying both the debiasing methods (pre-
and in-processing) together. First, we de-biased the data-
set using both the pre-debiasing methods and then applied
the in-processing debiasing. After applying both debiasing

methods and the best-performing models and their corre-
sponding fairness evaluation methods, the results of fairness
evaluation are listed in Table 7. GS+LLM performed the
best and reduced the bias to almost zero in three fairness
matrices: AOED, STPSD, and FPRD.

Discussion

This study provides systematic mitigation methods for gen-
der bias in the datasets, hate speech and text-based clas-
sification models.

Our significant finding is that none of the ML classifiers
employed in the proposed model demonstrates fair classi-
fication, as shown in Table 5. After examining the fairness
evaluation metrics for each classifier, we identified that the
DT was relatively fair; however, none achieved complete
fairness. This lack of fairness is primarily attributed to train-
ing the ML model on an unbalanced and biased dataset.

The second finding is that after applying the debiasing
methods, the classification performances of all employed
ML models declined, but their fairness improved. Despite
this decrease in classification performance, our primary
focus is on the model’s fairness, which notably increased
when utilizing DT classifiers. When applying the in-process-
ing methods exclusively, we observed a discernible reduc-
tion in fairness metrics such as StPsD, AOED, and FPRD by
0.29%, 2.48%, and 0.0%, respectively, along with a minimal
increase in ToED by 0.06%, as shown on the left side of
Table 6. The third finding is that when both debiasing meth-
ods were applied simultaneously, the combination of GS and
LLM performed better than all the others, as shown in Fig. 7.
The in-processing with the LLM model effectively balanced
the dataset when the GS pre-processing debiasing method
was applied. The primary factor behind this improvement is
that the pre-trained LLM (T5) model facilitated text genera-
tion and was trained on a large dataset, as shown in Table 3.
In contrast, the cGAN model was trained on our created
HSGB dataset, which is significantly smaller compared to
the dataset used for the pre-trained model. Some examples
of generated data samples from the cGAN and LLM models
are shown in Table 3.

However, using LLMs to generate abusive comments
similar to those in the HSGB dataset is complex because
the LLM (T5) models do not generate abusive language. To
overcome this issue, we employed prompt engineering by
providing abusive words in the prompt and requesting the
model to generate sentences using those words. In a zero-
shot learning scenario, the model must tackle tasks it hasn’t
encountered during training. Consequently, the results are
less influenced by changes in prompts and more by the train-
ing sets on which the model was built. While greater empha-
sis on the prompt yields slightly better results, significant
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advancements can only be achieved through fine-tuning
for more specific tasks or through few-shot learning with
instructions of that kind, as demonstrated in Fig. 5.

Our fourth finding is that cGAN is more efficient in
debiasing the model during training, as shown on the right
side of Table 6. The performance of the fairness evaluation
improves when using the in-processing debiasing methods,
with cGAN outperforming LLM. The LLM-based T5 is
trained on a large corpus for text generation only, not spe-
cifically for hate speech generation, and it does not generate
sentences using the tokens from our HSGB dataset. In con-
trast, the cGAN is trained on our HSGB dataset to generate
sentences using tokens similar to those in the HSGB dataset,
but the sentences were often grammatically incorrect.

Our next finding is the in-processing debiasing meth-
ods were more effective than the pre-processing debiasing
method, as shown in Table 6. The in-processing debiasing
method de-bias the model at training time, and training is
a very important part of any ML, DL and Al-based mod-
els. Addressing the bias at this stage will stop the propaga-
tion of the biases in the model because it stops it at training
time. The last finding is that the model performs better when
both debiasing methods are applied together than when the

Few-shot Prompt Engineering

pre-processing and in-processing debiasing methods are
employed individually. This combined approach reduces the
model’s bias at both the data and algorithmic levels. The pre-
processing debiasing method addresses bias at the data level;
however, the gender-swap (GS) method outperformed the
remove gender term (RGT) method in our proposed work.
The in-processing debiasing methods mitigate bias at the
algorithmic level, with both cGAN and LLMs demonstrating
similar performance, as shown in Table 7.

The proposed model can be used to identify and mitigate
bias in AI/ML models used for text classification. Social
media administrators can utilize it to validate their models
for identifying hate speech, aggression, abusive language,
and fake news. Additionally, it can validate models used
to classify digester-related tweets from social media texts,
where gender may be a hidden key attribute. The methods
employed can be beneficial in identifying and mitigating
gender bias present in any AI/ML-based classification model
where gender is a factor, such as loan approval systems,
software used in the admissions process, or job recruitment
systems.

The limitation of the proposed work is that the debi-
asing methods are specific to the English language. The

Fig.5 Implication of few-shot

. . . if label == 'female'":
prompt engineering with LLM prompt = """
Generate a abusive sentence about women.
(TS) generate sentence:
elif label == 'male":

prompt = "
generate sentence:
else:
prompt = "
Generate a neutral sentence.
generate sentence:

prompt += f"""
label: {label}

label.

generated

Generate a abusive sentence about men.

generate abusive comments based on the given

@FalloutNewVegas i'm gonna be a shit i'm gonna
be a shit i'm gonna be a shit i'm gonna

i love my brother. i fuck his cunt of a boyfriend tho

Generated Text

Input prompt

Table 3 Genarated samples using cGAN and LLM

Text generated using cGAN

Class

1. One come his talking still
2. Booty that for man hair, see nigga

3. Nothing the jap a grandma other soft stuff thick man his em over came keep instead

4. Guv successfully but you you this ok which b**ch
5. Gal magat kissed cunt character tooth but cunt?

- - O O O

Text generated using LLM

Class

1. @ItsAllBollocks Protect yourself against your son’s hobby Mrs. T*at!

2. I’m gonna f*ck this faggo

3. I’'m a gay sisy faggo with gorgeous feminine legs
4. I still a b*tch ass nigga

5. Samaichii ichiro also says she’s a c*nt
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Table 4 ML Classifiers performance before (HSGB) and after (BGAN and BLLM) applying in-processing debiasing methods

ML classifier Class Before debiasing After debiasing
HSGB Dataset BGAN Dataset BLLM Dataset
Precision Recall F\|-score Precision Recall F|-score Precision Recall F\|-score
Male 0.88 0.16 0.27 0.57 0.41 0.48 0.85 0.12 0.22
SVM Female 0.90 0.68 0.78 0.73 0.60 0.66 0.89 0.66 0.76
None 0.73 0.98 0.84 0.71 0.95 0.81 0.73 0.97 0.83
Wt. avg 0.81 0.78 0.75 0.69 0.69 0.68 0.79 0.77 0.73
Male 0.88 0.35 0.50 0.63 0.41 0.50 0.85 0.25 0.38
RF Female 0.90 0.76 0.82 0.75 0.65 0.70 0.86 0.74 0.80
None 0.78 0.96 0.86 0.72 0.97 0.83 0.77 0.95 0.85
Wt. avg 0.81 0.78 0.75 0.71 0.72 0.70 0.81 0.79 0.77
Male 0.73 0.47 0.57 0.57 0.54 0.55 0.72 0.40 0.52
LR Female 0.81 0.76 0.79 0.73 0.66 0.69 0.81 0.75 0.78
None 0.81 0.91 0.86 0.80 0.90 0.84 0.81 0.93 0.86
Wt. avg 0.80 0.81 0.80 0.72 0.72 0.72 0.80 0.80 0.79
Male 0.76 0.56 0.64 0.61 0.56 0.58 0.78 0.45 0.57
GB Female 0.94 0.77 0.84 0.76 0.65 0.70 0.91 0.75 0.82
None 0.82 0.96 0.88 0.79 0.95 0.86 0.80 0.95 0.87
Wt. avg 0.85 0.84 0.84 0.74 0.74 0.73 0.83 0.82 0.82
Male 0.63 0.62 0.62 0.55 0.61 0.58 0.69 0.47 0.56
DT 0.83 0.77 0.80 0.80 0.70 0.65 0.67 0.73 0.80 0.76
None 0.84 0.88 0.86 0.83 0.84 0.84 0.83 0.85 0.84
Wt. avg 0.81 0.81 0.81 0.72 0.71 0.72 0.71 0.71 0.71
Male 0.73 0.51 0.60 0.53 0.62 0.57 0.65 0.46 0.54
Ada Female 0.87 0.73 0.79 0.73 0.54 0.62 0.87 0.69 0.77
Boost None 0.79 0.93 0.86 0.79 0.92 0.85 0.79 0.93 0.85
Wt. avg 0.81 0.81 0.80 0.71 0.71 0.71 0.80 0.79 0.79

The bold values in table represent the highest scores achieved among the applied ML classifiers

effectiveness of these techniques may differ when applied
to a hate speech classification model in another language, as
the pre-processing required for English differs from that for
other languages. The absence of cross-linguistic analysis in
this study may limit its applicability to the challenges posed
by gender bias in hate speech in languages other than Eng-
lish. Additionally, the lack of diverse datasets may restrict

Table5 Results of fairness evaluation before debiasing methods
(HSGB dataset)

the exploration of debiasing methods across different lan-
guages and hinder a comprehensive understanding of the
issue. This work focuses solely on English data, making it
inapplicable to other languages. Furthermore, the in-pro-
cessing debiasing methods concentrate on generating similar
text during training but generating text in languages other
than English presents a significant challenge.

Conclusion

ML Classifier StPsD OAED FPRD ToED In this work, we study the effect of debiasing methods to
reduce gender bias in the HSC model applied to social media
SVM 4.63 5.61 0.04 31.71 . L .
posts. We implemented two debiasing methods concerning
RF 4.6 5.36 0.03 11.2 L . TR . .
s g 007 6o gender bias: i) pre-processing and ii) in-processing, using
LR ‘ ‘ ‘ ’ the HSGB dataset. For the pre-processing debiasing meth-
GB 3.76 4.17 0.02 2.38 . . .
3 34 0.03 041 ods, we applied two techniques: the first removes gender-
bT 3. ’ ’ ’ related terms from the dataset, while the second swaps
Ada boost 3.89 4.29 0.03 0.2

The lowest values in Table indicate the highest fairness

gender terms. Next, we applied in-processing debiasing
methods, employing two techniques for text generation to
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Table 6 Evaluation of fairness outcomes after implementing pre-processing and in-processing debiasing methods saperately

ML-Classifier Pre-processing OAED StPsD FPRD ToED In-processing OAED StPsD FPRD ToED

SVM GS 4.54 5.54 0.04 69.3 cGAN 1.13 1.44 0.06 0.19
RGT 4.54 5.45 0.04 69.0 LLM 4.2 5.24 0.04 34.94
RF GS 4.47 5.36 0.47 21.21 cGAN 1.38 1.8 0.09 1.34
RGT 4.47 5.36 0.06 21.21 LLM 4.19 5.11 0.04 14.6
LR GS 3.79 4.3 0.05 1.65 cGAN 0.94 1.14 0.04 0.28
RGT 3.79 4.3 0.05 1.65 LLM 3.73 4.31 0.06 23
GB GS 3.74 4.1 0.02 0.4 cGAN 1.15 1.4 0.05 0.06
RGT 3.74 4.1 0.02 0.4 LLM 3.69 4.24 0.02 1.27
DT GS 3.09 34 0.04 0.0 cGAN 0.84 0.94 0.03 0.47
RGT 3.09 34 0.04 0.0 LLM 3.69 4.24 0.02 1.27
Ada GS 3.67 3.92 0.02 0.45 cGAN 0.98 1.11 0.03 0.51
Boost RGT 3.67 3.92 0.02 0.45 LLM 3.37 4.25 0.1 1.8

The lowest values in Table indicate the highest fairness

Table 7 Evalua.tion of fairpess ML-classifier In-processing= cGAN LLMs
outcomes after implementing
both pre-processing and Pre-processing{ OAED StPsD FPRD ToED OAED StPsD FPRD ToED
in-processing debiasing
methods SVM GS 0.14 0.32 0.05 402 0.14 0.32 0.05 4.02
RGT 0.05 0.11 0.04 1.66  0.05 0.11 0.04 1.66
RF GS 0.54 1.1 0.15 739  0.09 0.22 0.05 2.64
RGT 0.57 1.13 0.16 8.71 0.1 0.03 0.03 1.53
LR GS 0.04 0.15 0.01 025 022 0.16 0.03 0.34
RGT 0.01 0.1 0.0 012 022 0.09 0.0 0.63
GB GS 0.61 1.16 0.18 8.71 0.11 0.31 0.05 3.14
RGT 0.57 1.1 0.16 632  0.03 0.11 0.04 1.59
DT GS 0.0 0.13 0.01 026 01 0.0 0.0 0.42
RGT 0.11 0.28 0.04 054 024 0.11 0.01 0.38
Ada GS 0.55 1.28 0.26 489 0.6 0.91 0.16 4.39
Boost RGT 0.62 1.35 0.27 6.62  0.19 0.62 0.12 2.45

The lowest values in Table indicate the highest fairness

Fairness evaluation on DT classifiers Fairness evaluation on DT classifiers
9
B PreRGTMIN(LMS) g R
[e]
s k]
g Pre(RGT)+IN(CGAN)  fmm - INCGAN)
oo Pre(GS}in(LLMs) e RO |
f = - 5
3 =
2 Pre(GSHIn(cGAN) g
Kol [
[9] [=]
[=] OB G B  —
0 0.5 1 1.5 2 2.5 3 35 a4 0 0.5 1 15 2 2.5 3 35 4 4.5
Biased Value Biase Value

ToED mFPRD mOAED mStPsD
ToED mFPRD m OAED mStPsD

Fig.6 The graph representation of fairness matrices of DT classifier Fig.7 The graph representation of fairness matrices of DT classifier

balance the dataset and debias the models during training. =~ LLM (T5) model was pre-trained on large datasets and did
The first technique uses cGAN, and the second utilizes  not generate abusive comments targeting specific genders;
prompt engineering with the pre-trained TS model. The  therefore, the intuitive prompt engineering in ChatGPT for
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zero-shot performance could not benefit from additional
scrutiny of prompt design to achieve improved results. Given
the proprietary nature of ChatGPT’s data and model, we
used few-shot learning prompt engineering to generate text.
The main aim was to mitigate the existing bias in AI/ML-
based hate speech classification models. We found that the
pre-processing debiasing methods effectively reduced bias
in the proposed model during the initial phase. At the same
time, the in-processing debiasing methods also decreased
bias during training and increased the model’s fairness inde-
pendently. When we simultaneously applied both debiasing
methods, the fairness of the HSC model improved compared
to the individual application of each method. The proposed
methodology contributes to the text-based classification
models, and the social media administrator does their practi-
cal implication to identify and mitigate the bias in their text/
hate speech classification model. The proposed model must
be generalized with multilingual and codemix languages to
generate the text during training time and reduce bias using
in-processing methods. The work is only focused on gender
bias, not targeting the other biases, i.e. racist bias. The model
should be generalized with the other text classification tasks
to reduce bias. Our research can encourage other researchers
to dedicate more effort toward minimizing bias in Al-based
hate speech classification and identification models.
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