Proceedings of the Indian National Science Academy (2024) 90:22-30
https://doi.org/10.1007/543538-023-00215-4

RESEARCH PAPER

QoS-aware resource allocation method for the internet of things using
triplet and heterogeneous earliest finish time algorithms

Wenjing Liu’

Received: 4 April 2023 / Accepted: 15 October 2023 / Published online: 24 November 2023

© Indian National Science Academy 2023

Abstract

Recently, the Internet of Things (IoT) has attracted researchers’ and industries’ attention for changing the way humans live
and granting them unique opportunities. The IoT turns everyday objects into smart devices able to collect, exchange, and
process data. The continuous advancement of IoT technology has made multi-network convergence an integral part of the IoT
ecosystem. A key issue is optimizing network resource distribution across several networks to allow IoT users to exchange
information normally. This study presents a hybrid algorithm that employs a blend of Triplet and Heterogeneous Earliest
Finish Time algorithms for resource allocation to minimize communication costs and the makespan time. Obtained outcomes
from the Cooja simulator prove that our approach outperforms the comparative ones.
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Introduction

Over the past decade, the Internet of Things (IoT) has
acquired considerable popularity thanks to technological
advances, increased access to communication channels,
and enhanced analysis tools (Kamalov et al. 2023). As the
name implies, the IoT refers to a network of interconnected
devices for monitoring environmental conditions (Mohseni
et al. 2022). According to the IoT concept, items that pro-
duce and collect data can be interconnected by utilizing
technologies including actuators, sensors, Radio Frequency
Identification (RFID), and mobile phones. From a concep-
tual standpoint, IoT comprises three major coats, namely
the perception, network, and application layers (Taami et al.
2023). In the first layer, environmental information is col-
lected, subsequently incorporated into other layers to per-
form functions and offer services. The network layer, which
forms the core of IoT, transfers and processes information
gathered by the perception layer. The application layer con-
sists of user-oriented functions and services. Users interact
with IoT devices through this layer, transmitting requests
and completing transactions. The application layer provides
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the means for identifying and interacting with [oT platforms,
analysis, visualization, report generation, and data query-
ing (Pourghebleh and Navimipour 2017; Pourghebleh et al.
2019).

In the realm of computer science, several cutting-edge
technologies are revolutionizing the landscape of IoT
resource allocation, each carrying its unique significance.
Artificial intelligence (Al) stands as a cornerstone, ena-
bling IoT systems to make informed decisions and optimize
resource allocation by leveraging data-driven insights (Li
et al. 2023; Vairachilai et al. 2022). Deep learning, a sub-
set of Al, exhibits remarkable capabilities in processing
and learning from vast amounts of IoT data, empowering
devices to adapt and self-improve their resource allocation
strategies (Jafari et al. 2023; Han and Fu 2023; Anupong
et al. 2023). Machine learning, another integral component,
equips IoT systems with the ability to identify patterns,
trends, and anomalies, leading to more efficient allocation
of resources tailored to specific user needs (Soleimani and
Lobaton 2022; Bagheri et al. 2020). The incorporation of
plasma sources holds immense potential in enhancing the
overall performance of IoT devices by enabling faster data
transmission and reduced latency, thus optimizing resource
utilization (Niazi et al. 2022). Meta-heuristic algorithms
offer powerful optimization techniques, assisting in finding
optimal solutions to complex resource allocation challenges
in dynamic IoT environments (Mahmoudinazlou and Kwon
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2023a, b). Association rule mining plays a critical role in
identifying hidden relationships and correlations within IoT
data, offering valuable insights for better resource allocation
strategies (Shahin et al. 2021). Meanwhile, the application of
low voltage distribution systems ensures energy efficiency
and conservation in IoT deployments, minimizing wastage
and optimizing resource consumption (Verma et al. 2022).
Finally, feature and channel selection techniques help in
identifying the most relevant data features and communica-
tion channels, streamlining resource allocation and ensur-
ing seamless connectivity within the IoT ecosystem (Javidan
et al. 2021). The amalgamation of these technologies in IoT
resource allocation brings forth unprecedented efficiencies,
cost-effectiveness, and responsiveness, ushering in a new
era of intelligent and interconnected systems that cater to the
ever-evolving needs of users and industries alike.

The integration of IoT technology has revolutionized vari-
ous sectors, and the financial domain is no exception. As
such, (Alipour and Charandabi 2023) serves as a relevant
and informative study for researchers exploring the inter-
section of IoT, optimization, and sentiment analysis in the
cryptocurrency market. The study explores the significance
of sentiment analysis in predicting cryptocurrency price
volatility, leveraging social media activity trends. It utilizes
regression analysis and the Vector Autoregression method
to assess sentiment-related measures’ explanatory power and
their impact on model accuracy. The findings of (Alipour
and Charandabi 2023) emphasize the growing importance
of predicting price fluctuations in the cryptocurrency market
amid increasing investment interest. The findings from this
study hold implications for optimizing IoT applications in
finance, particularly in resource utilization and the develop-
ment of meta-heuristic optimization techniques to enhance
predictive models in IoT-driven financial analytics.

Even though many studies have addressed the IoT
resource allocation issue from different perspectives, several
challenges remain unresolved. In this matter, it is crucial to
develop a mechanism capable of adapting to changing cir-
cumstances (Aghakhani and Rajabi 2022). Various resources
can be allocated in the IoT using intelligent agents (Srinadh
and Rao 2022). At least two aspects must be considered
when allocating resources: first, high performance must be
ensured; second, the strategy for allocating resources must
be developed within a reasonable period. Performance is a
measure of any metric that can be observed in an IoT con-
text, including safety, throughput, response time, and energy
consumption (Liu et al. 2020a, b). The present study pro-
poses a hybrid algorithm that combines Triplet and Het-
erogeneous Earliest Finish Time (HEFT) algorithms for
resource allocation. The HEFT algorithm, as one of the most
frequently used list scheduling, chooses the task with the
highest ascensional rank per step (Dubey et al. 2018). The
Triplet algorithm searches for triplets of connected tasks,

clusters them, and assigns each cluster to a processor (Cirou
and Jeannot 2001). The proposed algorithm seeks to opti-
mize the task scheduling process by merging the advantages
of both HEFT and Triplet algorithms, thereby minimizing
makespan and communication costs. In addition, the algo-
rithm employs the concept of upward rank to identify the
tasks with higher priority for scheduling. Thus, the algo-
rithm promises a more effective and efficient resource allo-
cation process. The primary contributions of our research
can be summarized as follows:

e  We introduce a new hybrid algorithm that synergizes the
benefits of the HEFT and Triplet algorithms. This inte-
gration improves task scheduling and resource allocation
in IoT environments, enhancing performance and reduc-
ing resource contention.

e QOur proposed algorithm can adapt dynamically to vary-
ing network conditions and workloads. By continuously
assessing the IoT ecosystem’s demands, it optimizes
resource distribution, ensuring efficient utilization while
maintaining high performance.

e To the best of our knowledge, applying the hybrid algo-
rithm for IoT resource allocation is a novel contribution
to the field. By combining existing methodologies in a
novel way, we advance the state-of-the-art resource man-
agement for IoT networks.

e We conduct a comprehensive performance evaluation of
our proposed algorithm compared to individual HEFT
and Triplet algorithms and other latest algorithms found
in the literature. This rigorous evaluation validates the
effectiveness and superiority of our hybrid approach.

The rest of the paper is arranged in the following manner.
"Related work" Section comprehensively reviews the exist-
ing literature on IoT resource allocation. "Proposed method"
Section describes our hybrid algorithm in detail, explaining
the incorporation of the HEFT and Triplet algorithms and
how they synergistically work together to optimize resource
allocation in IoT networks. "Experimental results" Section
presents the empirical findings obtained through extensive
experimentation. This section includes clear and coherent
explanations of the observed results, along with a discussion
of the implications and significance of the outcomes. Finally,
the paper concludes with a brief conclusion summarizing
the key findings and reiterating our research contributions.

Related work
In (Deng et al. 2020), the Markov decision process (MDP)
is utilized to assess the level of trustworthiness achieved

by adjusting the allocation of resources for services. A
trained resource allocation policy is then obtained using
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reinforcement learning (RL). The trained policies can use
the system states to efficiently allocate resources to services,
thus maximizing the trustworthiness gain. This is achieved
by deploying the services on edge devices closer to the
user, which reduces latency and increases performance.
The experiments on the YouTube requests set of data have
shown that the proposed edge service provisioning approach
can outperform the baseline procedure in both performance
and trustworthiness. Ansere et al. (2020) optimize user
selection, power allocation, and active base station antenna
number under imperfect channel state information to maxi-
mize energy efficiency for multiple IoT devices. The issue
of optimization is formulated using mixed-integer non-lin-
ear programming. The initial optimization issue becomes
a tractable convex optimization issue by separating inner
and outer loops. An energy-efficient repetitive algorithm is
suggested that uses Lagrangian dual decomposition methods
and simultaneous convex approximation techniques to attain
near-optimal solutions. The suggested algorithm shows a
considerable improvement in energy productivity when
compared to baseline algorithms.

In (Alipour 2023a, b), the application of the Boundary
Elements Method (BEM) and Dual Reciprocity Boundary
Elements Method (DRBEM) for solving two-dimensional
time-fractional partial differential equations presents intrigu-
ing possibilities in the context of IoT applications, resource
utilization, optimization, and meta-heuristic techniques. By
efficiently handling the computation of domain integrals
with no singularity through the Caputo sense description of
the fractional derivative problem, this approach showcases
its potential in addressing complex problems across various
dimensions, including complex regions. The flexibility of
DRBEM in discretizing only the boundary of the computa-
tional domain and evaluating solutions at any required inte-
rior point offers a valuable avenue for optimizing resource
utilization in IoT systems. The use of Radial Basis Functions
(RBFs) for interpolation of inhomogeneous and time deriva-
tive terms further enhances the method’s efficiency, making
it a promising tool for improving resource allocation and
decision-making in IoT-based applications.

A latency-minimum offloading scheme has been proposed
by Wang and Chen (2020) to address computation-inten-
sive and delay-sensitive tasks in fog-enabled IoT networks.
By considering decision-making on offloading, comput-
ing capabilities, and the allocation of resources among fog
nodes, this paper seeks to minimize the completion of the
task time with energy limitations. By decomposing the ini-
tial optimization issue into two separate subproblems, they
determine the optimal values of local computation capability
and computing allocation of resources. In order to optimize
offloading decisions, a hybrid genetic simulated annealing
algorithm is proposed. Based on the numerical results, the
proposed scheme performs significantly better than other
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alternative approaches regarding energy consumption and
completion time. The recent advancements in mobile edge
computing have made it practical to provide sufficient com-
puting resources for IoT applications. Cloud services can
be accessed more quickly and at a lower cost by deploying
mobile edge servers closer to mobile users. In order to meet
performance requirements such as reduced energy consump-
tion and faster completion times, it remains challenging to
allocate resources to IoT applications according to multiple
objectives. As a solution to this problem, Liu et al. (2020a,
b) propose a multi-objective resource allocation algorithm.
Time, load, and energy consumption for IoT applications
are optimized by Pareto archived evolution. Using multi-
ple criteria decision-taking and ordering priority based on
similarity to the perfect solution, an optimal multi-objective
resource allocation method is obtained.

Additionally, in (Alipour 2023a, b), the DRBEM is
applied to solve well-known nonlinear parabolic Partial Dif-
ferential Equations (PDEs) with significant potential in the
realm of IoT applications, resource utilization, optimization,
and meta-heuristic techniques. By converting the domain
integral to the boundary and adopting an integration-free
method, DRBEM proves its efficiency in handling complex
PDE problems. The employment of time-stepping schemes
and linear RBFs as approximate functions demonstrates the
method’s versatility in dealing with time-dependent coef-
ficients and nonlinear terms iteratively. The verification of
the proposed formulation through numerical test examples
and comparisons with analytical solutions confirms its accu-
racy and efficiency, thus contributing to advancements in
computational mathematics and IoT-driven financial analyt-
ics. For researchers exploring the integration of numerical
methods with IoT, optimization, and meta-heuristic tech-
niques, (Alipour 2023a, b) offers valuable insights into the
applicability of DRBEM in optimizing resource utilization
and enhancing predictive models in IoT-driven applications.

By considering the association between fog nodes and
IoT nodes, Huang et al. (2020) have developed a QoS-aware
resource allocation approach that maximizes the discharging
decisions while minimizing the fog computing network’s
overhead. The initial step in determining the priority of IoT
tasks and QoS parameters is to develop a process-based
analysis framework. A resource block allocation procedure
allocates resources to IoT nodes based on their priority, sat-
isfaction level, and resource block quality. A bilateral match-
ing game is presented as a method for optimizing the rela-
tionship between fog nodes and IoT nodes. It has been shown
through simulations that the proposed approach reduces
network overhead, increases resource block utilization, and
balances network load. In order to optimize resource alloca-
tion and reduce total communication costs between gateways
and resources, the Whale Optimization Algorithm (WOA)
was applied by Sangaiah et al. (2020). The WOA algorithm
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was found to be significantly better regarding convergence
velocity and precision. Furthermore, it can detect the opti-
mum solution faster than other algorithms. This confirms
the effectiveness of the WOA algorithm in resource alloca-
tion. According to some benchmarks, the proposed method
is more cost-effective than others.

Proposed method

The IoT can be a highly dynamic and distributed network,
including many intelligent generating and consuming
information things. The IoT objects are also classified by
the heterogeneity of the contributing devices in the com-
pany that are expected to have different computational and
communicational abilities (Pourghebleh and Navimipour
2017). Resource allocation in IoT environments has many
challenges, including large-scale, complicated relationships
between the things, heterogeneity, and traditional charac-
teristics of wireless sensor networks. Resource allocation
should be distributed. Moreover, resource allocation in this
environment should have low overhead because of some
limitations, including energy resource constraints, a low
power processor, limited memory capacity, wireless com-
munication area, and communication bandwidth. In other
words, the communication costs should be reduced. Hence,
in this paper, resource allocation is performed using a com-
bination of the triplet and HEFT algorithms in distributed
method with the aim of communication costs reduction and
the maximum time of task completion. For the tasks consid-
ered dependent, the task graph is used for modeling the tasks
and presenting their dependence. Then using the combined
proposed algorithm, the tasks graph is traversed, and the
resources are allocated.

Network model

The IoT is based on a three-layer architecture comprising the
perception, network, and application layers, which was ini-
tially introduced during the early stages of IoT research. This
architecture views IoT as a distributed network, with mid-
dleware playing a crucial role in enabling the development
of distributed applications. In a distributed IoT ecosystem,
the middleware resides as the second layer in the layered
IoT architecture, as shown in Fig. 1. Among the main func-
tions of IoT middleware, resource management stands out. A
four-step process is employed to achieve efficient task alloca-
tion in the IoT network. Initially, the application delivered to
the IoT network is represented as a Directed Acyclic Graph
(DAG) to signify task dependencies. Next, [oT resources are
categorized based on their common features. A hybrid algo-
rithm is proposed to address the task allocation problem in

Application

*Privacy protection
* Authentication

Middleware

* Anti-virus
*Secure cloud computing

*Encryption scheme
*Identity authentucation

Perception

*Sensor data protection
*Encryption and key agreement

Fig. 1 IoT architecture

distributed IoT environments and minimize makespan (i.e.,
the time to complete all tasks) and communication costs
between objects. To validate the effectiveness of the hybrid
algorithm, it is implemented using a tailored simulator.
The user’s applications are organized as a set of tasks
to model the problem. Then the task dependence is shown
using a DAG. This graph includes a group of nodes () and
a group of edges (E). Edges are shown as (i — j)thati,j € N.
A node i shows a task, and an edge i — j shows the connec-
tion between i and j. Task j cannot be executed, while 7 is not
completely executed. In other words, node i is the predeces-
sor of node j, and node j is the successor of node i. In this
graph, weights are assigned to edges and nodes, which are
communication and computation costs, respectively.

HEFT algorithm

For resource allocation problems on heterogeneous plat-
forms, the HEFT algorithm minimizes the task perfor-
mance time significantly compared to similar algorithms.
This algorithm is based on the calculated value by the rank-
ing function. At first, the HEFT algorithm assigns weights
to the nodes and edges of the task graph according to the
computing values and communication costs, respectively, as
described in Eq. 1. Next, the task graph is traversed upward,
and nodes are ranked. Each node’s rank is calculated by
Eq. 2 considering the sum of the most value of the resulted
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weight of all the immediate successor nodes, an edge weight,
and the rank of the substitute node. Then the tasks are sorted
decreasingly based on their rank values, and finally, it is
assigned to the resources with the soonest end time.

Avglt] = (E cj>/m, (D)

J=1

r @) =f(WD, . W,

1
2)

where and C;J'."", refers to the cost of the communication

Wt

1

among nodes i and j, S; stands for the set of instant substi-
tutes of task /, w" denotes the computing cost of task i on
resource m (0 < m < M), and ¢; signifies the performance
time of task j per resource. If both tasks j and i are performed
on one resource, their communication cost is zero. The out-
puts of functions f1 and f2 are the computing cost per task
on each resource and the communication cost of the two
tasks for execution, respectively. The earliest start time for
execution (EST(tl-,Rj)) and the earliest finish time
(EF T(ti,Rj)) for task 7 on resource j are used for resource
allocation in this algorithm. EST (1, R;) for the input, the
task is zero. The values of EST and EFT for other tasks on
the existing graph are calculated by Eqgs. 3 and 4. To deter-
mine the EFT value for task 7, all the immediate predeces-
sors should be considered.

EST(ti, Rj) = max{ avail [/] S AX prod(r) (AFT(tm, cm’i)) },
3
EFT(1,,R;) = w;; + EST (1, R;). 4)

where pred(t;) is the set of the instant predecessors of task
i and avail[j] is the earliest time that resource j is prepared
to execute task i. If #; is the last task allocated to resource j,
avail []] is the time that resource j finished the performance
of task i and is prepared to perform another task. After
assigning task ¢; to the resource j, the soonest end time and
the soonest beginning time of the task ¢; on resource, j is
equal to the actual finish time (AFT(ti)) and actual start time
(AST(1;)) of task ;, respectively. After all tasks have been
assigned and the total finish time is equal to the exit task’s
actual finish time (AFT(f,y;)), the maximum completion
time of all tasks is given by Eq. 5. The main objective of this
algorithm is to map the tasks to the resources to minimize
the maximum completion time of all the tasks.

Makespan = max {AF T(tem) } )
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Triplet classification algorithm

The main objective of this algorithm is to classify the tasks
and the resources to reduce communication costs. Resource
allocation in this algorithm is performed in three steps. In
the first step, the tasks are classified and put into different
groups, and each path with a length of two includes three
tasks. Hence this algorithm is named triplet. Then all the
possible triplets are generated and are sorted decreasingly
based on their communication costs. In the second step,
the resources with common characteristics are put into one
group. If the processing capabilities of the resources are dif-
ferent, the resources can be in different groups. In the third
step, the tasks group is mapped to a group of resources with
the best finish time.

The proposed hybrid algorithm

In this study, resource allocation is carried out using the
triplet algorithms and HEFT combination. To combine these
algorithms, each node in the task graph is first assigned
a rank value using Eqgs. 1 and 2. Then tasks are grouped
founded on their connections to minimize communication
overhead using a triplet algorithm. Finally, the tasks per
group are sorted on the basis of the nodes’ rank, and each
group is mapped into the resources independently so that the
execution time of all the tasks is minimized. The flowchart
of the proposed algorithm is shown in Fig. 2.

Experimental results

In this study, we evaluate the performance of the proposed
hybrid algorithm for IoT resource allocation compared to
the HEFT and Triplet algorithms. The user’s application
tasks are represented as a Directed Acyclic Graph (DAG)
to model task dependencies, and Fig. 3 illustrates a sam-
ple DAG with 10 tasks connected by 14 edges, where node
numbers represent task identifiers and edge numbers denote
communication costs between tasks. The comparison aims
to confirm the productivity of our hybrid algorithm in opti-
mizing task scheduling and communication costs effectively.
To assess the algorithm’s efficiency, we first apply the HEFT
algorithm, traversing the tasks graph upward and calculat-
ing the average value for each node based on the computing
cost per task on three resources (Z1, ESB, and Tmote Sky),
estimated in Table 1. The ranking function assigns ranks to
the nodes, as shown in Table 2, providing a basis for task
scheduling decisions.

Next, we employ the Triplet algorithm to divide the task
graph into groups to reduce communication overhead. Fig-
ure 4 illustrates the resulting task grouping, where tasks {1,
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Fig.2 Flowchart of the proposed hybrid algorithm

3,4}, {5,6},{2,8,9}, and {7, 10} form the first to fourth
groups, respectively. Within each group, tasks are sorted
based on their ranks, and the mapping of tasks to resources
is determined using Egs. (3) and (4). We employ the Cooja
simulator to evaluate the proposed hybrid algorithm’s per-
formance, which provides a realistic environment for test-
ing network protocols and evaluating their behavior under
various scenarios. Figure 5 illustrates the comparison of the

Fig.3 Scheme of DAG graph

Table 1 The computation cost of each node on four processors

Task number First resource Second Third resource
resource
1 37 39 27
2 30 20 24
3 21 21 28
4 35 38 31
5 27 24 30
6 29 37 20
7 22 24 30
8 37 26 37
9 35 31 26
10 33 37 21

three algorithms concerning the maximum execution time of
tasks. Remarkably, the suggested algorithm outperforms the
Triplet and HEFT algorithms by 10% and 20%, respectively.
This highlights the effectiveness of our hybrid approach in
minimizing the makespan, thereby enhancing task execution
efficiency.

Figure 6 further compares the algorithms regarding
communication costs. The proposed hybrid algorithm dem-
onstrates significantly lower communication costs when
compared to the Triplet and HEFT algorithms, reducing it
by 6.5% and 4.2%, respectively. This outcome emphasizes
the algorithm’s ability to optimize resource allocation and
communication efficiency in IoT networks. Overall, the
experimental results reveal promising implications for our
proposed hybrid algorithm. Its superior performance in both
task execution time and communication costs showcases its
potential to address the challenges in IoT resource alloca-
tion effectively. By leveraging the combined strengths of the
HEFT and Triplet algorithms, our approach demonstrates
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Table 2 The upward ranking for
workload in Fig. 3

Fig.4 Clusters of grouped tasks

Fig.5 Execution time com-
parison

@ Springer

Task number First resource Second Third resource Rank Average weight
resource

1 37 39 27 165.3 34.3
2 30 20 24 117.6 24.6
3 21 21 28 118.3 233
4 35 38 31 135.7 34.7
5 27 24 30 112 27

6 29 37 20 117 106
7 22 24 30 72.3 25.3
8 37 26 37 74.3 333
9 35 31 26 73.6 30.6
10 33 37 21 30 30.3

Maximum execution time (ms)
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adaptability, efficiency, and enhanced resource manage-
ment, contributing to the advancement of IoT network
optimization.

In IoT systems, task allocation is crucial in managing
energy consumption. Data centers can optimize energy
usage within IoT architectures by migrating low-load or
idle servers to other servers, shutting down underutilized
servers, and transferring idle workloads to different servers.
Figure 7 illustrates the energy consumption of various algo-
rithms under different task counts. The results clearly dem-
onstrate that as the number of tasks increases, the proposed
algorithm exhibits superior energy efficiency compared to
other algorithms. This underscores the effectiveness of the
proposed algorithm in managing energy consumption, mak-
ing it a favorable choice for IoT task allocation.
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Conclusion

The objective of resource allocation is to map the tasks in
an appropriate order so that the tasks can execute under a
specific problem’s limitations and improve the network’s
efficiency. The mapping is performed usually consider-
ing different aspects, like energy consumption, network
topology, the nodes’ processing power, load balancing,
resource efficiency, throughput, communication costs,
and all tasks” maximum execution time. This paper com-
bined triplet and HEFT algorithms to reduce communica-
tion costs and the maximum required time to execute all
tasks. A comparison is performed between the suggested
hybrid algorithm and the triplet and HEFT algorithms

PSO e=Simulated annealing

150 200 250 300 350 400 450 500
Number of tasks

Proposed method

to analyze the proposed algorithm’s efficiency. The out-
comes of the simulation demonstrate that our algorithm
carries out well in terms of communication cost and
average execution time compared to HEFT and triplet
algorithms.
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