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Abstract

In order to effectively reduce the risk of high-risk intrusion signals to wireless communication networks, an automatic
anomaly identification of wireless communication signals based on nonlinear analysis is proposed. The fuzzy phase fre-
quency feature of denoised abnormal signal is extracted and the wireless communication signal parameters are estimated
by optimizing the fuzzy network abnormal signal feature extraction method of particle filter. The wireless communication
signal is collected based on nonlinear analysis, the wireless communication signal network model is constructed, and the
Back Propagation Neural Network—Dempster Shafer method is used to classify and fuse the results of feature extraction
to realize the automatic identification of wireless communication signal anomalies. The experimental results show that the
signal initial frequency estimation and signal slope estimation obtained by the research method have high accuracy, strong

coverage performance, large total amount of automatic identification abnormal signals and high compatibility level.

Keywords Nonlinear analysis - Wireless communication - Automatic identification of signal abnormality - Denoising -

Signal fragment

Introduction

With the rapid development of information technology,
people’s demand for information increases sharply. The
development of wireless communication signal network
technology affects people’s life all the time (Bohlin 2020).
In wireless communication signal network, with the com-
munication and transmission of information (Yeh et al. 2019;
Ramesh and Tarachand 2020), abnormal events are inevi-
table, such as the failure or death of sensor network nodes
(Karimi-Bidhendi et al. 2020), the sharp decline of wireless
communication link performance in the network, and the
sudden change of network state caused by human factors.
In the wireless environment, noise and interference are also
common. Therefore, how to realize the effective automatic
identification of abnormal events in the wireless communi-
cation signal network in the presence of noise has become an
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urgent problem to be solved, which is of great significance
to improve the quality of communication.

The identification of abnormal events in wireless com-
munication signal network must obtain the relevant infor-
mation of network nodes. Relevant scholars have proposed
many studies. Krishna and Gopikrishna (2020) proposes
an enhanced optical wireless communication system for
biological signal monitoring, and designs a mobile remote
monitoring unit based on optical wireless communication
(OWC) technology. Due to the influence of electromagnetic
interference and radiation field on the performance of medi-
cal equipment, the existing RF based medical system has
the problem of misdiagnosis. These problems are solved by
the OWC link between the medical sensor and the receiver
fixed on the ceiling of the ward, and the power efficiency of
the system is analyzed. The results show the importance of
OWC in medical monitoring system through RF communi-
cation network. Chen et al. (2021) introduced the applica-
tion of radio technology in various fields, emphasized the
importance of radio signal classification, and developed a
deep learning radio signal recognition framework based on
convolutional neural network. In order to improve the clas-
sification effect, the original signal is decomposed by the
signal matrix method and presented in the form of matrix.
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The 1D convolution operator is used to improve the opera-
tion efficiency of the convolution neural network model. The
experimental results show that this method has advantages
in accurate identification of radio signals, and is suitable for
signal data of various scales.

Although the above methods have made some progress,
they are not applicable in automation performance. There-
fore, an automatic anomaly identification of wireless com-
munication signals based on nonlinear analysis is proposed.
Nonlinear analysis, also known as angle analysis, refers
to analyzing the signal to control the frequency or phase
of high-frequency carrier so that the amplitude of carrier
remains unchanged. The spectrum of the signal after angle
analysis no longer maintains the spectrum structure of the
modulated signal, which will produce new frequency com-
ponents different from the spectrum shift, and the bandwidth
of the signal after analysis is generally much larger than that
of the modulated signal. The research adopts the method of
nonlinear analysis to automatically identify abnormal signals
of wireless communication signals, introduces the optimized
particle filter to extract the characteristics of abnormal sig-
nals, and extracts and analyzes abnormal signals with the
fuzzy phase frequency characteristics of signals as the
breakthrough point, providing reference for the classifica-
tion and recognition of subsequent abnormal signals. The
feature extraction effect and accuracy are high. In addition,
it studies the improvement and optimization of BP neural
network, combines BP neural network with DS evidence
theory, makes up for the defect of abnormal signal fusion
in traditional BP classification and recognition, effectively
reduces the interference of abnormal values, and improves
the accuracy of abnormal signal recognition.

Automatic identification method of wireless
communication signal abnormality

High precision segmentation of abnormal signal
segments

For automatic identification of abnormal signals in wireless
signals, it is first necessary to segment abnormal signal seg-
ments in wireless communication signals to extract abnor-
mal signal segments in wireless communication signals for
further identification and analysis. Based on the amplitude
frequency response characteristics of the signal, the abnor-
mal signal segment of the wireless communication signal is
judged, and the segmentation is carried out by combining
the minimum mean square error criterion. The amplitude
frequency response feature is used to extract the abnormal
signal segment m; of the communication network with high
precision. Assuming that the abnormal signal in the com-
munication network conforms to the time distribution feature
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t;, the position and scale parameters of abnormal signals are
described by formula (1) (Zhou et al. 2021):

M, +1

S, =——HKT
g (m; x 1, + 1)M,

X Ay 1)

In formula (1), A, represents the total energy in time—fre-
quency domain and M, represents the local extreme point
in time—frequency domain. The segmentation of the upper
envelope and the lower envelope can be realized by using
the time—frequency joint feature analysis method. Formula
(2) describes the expression of the residual component of the
abnormal signal in the communication network:

Ry= ) em+5$; )

In formula (2), e(n) represents the channel bistable func-
tion of the communication network. The minimum mean
square error criterion is used to segment the abnormal sig-
nal segment. The impact response values of the upper and
lower envelopes of the segment segmentation are shown in
formula (3):

Ly =R X0, 3)

In formula (3), Q, represents the residual function of
finite impact response. At this time, the HierBert transform
is implemented for each abnormal signal segment, and the
order of each type of filter is adjusted to achieve global opti-
mization, and then the abnormal signal segment is denoised.

Abnormal signal segment denoising

In addition to normal signals and abnormal signals, the
collected wireless communication signals also contain a
class of noise signals (Zhao et al. 2019). Noise signals
will interfere with the transmission of wireless commu-
nication signals, cause transmission distortion, and even
hinder the normal transmission of wireless communica-
tion signals in serious cases (Fan et al. 2020; Cheng et al.
2020). And when the frequency and amplitude of noise
reach a certain level, the noise signal will submerge the
useful signal in the wireless communication signal, which
makes it difficult to demodulate the useful signal. If the
wireless communication signal is not denoised and the
noise signal is excluded, it will also interfere with the later
recognition results, affect the recognition and analysis of
the abnormal signal of the wireless communication signal,
and lead to the reduction of the accuracy of the classifica-
tion and recognition of the abnormal signal (Mendis et al,
2019; Xue et al. 2022). Therefore, the research combines
independent component analysis and translation invariant
signal method to denoise the abnormal signal segment.
By analyzing and solving the independent component of
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noise, the noise component in the abnormal signal segment
is extracted, and combines the translation invariant signal
method to cyclically translate the signal, and combines the
wavelet decomposition coefficient solution and the inverse
wavelet change to reconstruct the denoised signal, so as
to achieve the denoising and filtering processing of the
abnormal signal segment. The principle of independent
component analysis is as follows:
The assumed noisy signal table is as follows:

X1 0 -\ o
X 0 ry -y %)

x= : = :n : “
Xin+1 0 0 - T 4

In formula (4), x,,, , represents the noise channel, c repre-
sents the noise component, z represents the N-dimensional
vector composed of the original signal, r,, represents the
mixing coefficient, and R represents the mixing coefficient
matrix.

By solving the coefficient matrix y = (yl, ...,yn_l,yc)T
and the independent component y., ' = (y, ...,yn_l,O)T
represents the independent component of noise. The noise
free EE can be obtained by removing the noise independent
component so that x’. Expressed as follows:

X =wly ®)

In formula (5), W represents a weight vector. After
denoising, based on nonlinear analysis (Dhanasekaran and
Ramesh 2021), the wireless communication signal is only
the signal mixed with normal information and abnormal sig-
nal, which facilitates subsequent parameter estimation and
automatic signal anomaly identification.

The shift invariant signal method is used to filter and
denoise the segmented abnormal signal segments (Wang
et al. 2020), and the detailed process is shown in Fig. 1.
The translation invariant signal method firstly translates the
signal segment to realize signal conversion. Then the wavelet
decomposition coefficients of signal scale are obtained by
stationary wavelet analysis. The signal is reconstructed by
threshold shrinkage and inverse wavelet transform. Finally,
the denoised signal is obtained by averaging the converted
signal.

The translation invariant signal method refers to the
cyclic translation of the specified signal in a specific trans-
lation interval to obtain a new signal with a difference
between the specified signal and the specified signal in the
time domain, but the new signal has noise, so it shall be
denoised, and the processed new signal shall be reversed
cyclic translation to obtain a denoised signal with the
same phase as the specified signal (Setoudeh and Sedigh
2021; Gilda and Slepian 2019). Transform the translation
amount, repeat the above process, and find the average
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Stationary wavelet decomposition
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v
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v
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Output results

End

Fig. 1 Filtering and denoising process of abnormal signal segments

value of the results. The following is the detailed process
of abnormal signal segment filtering and denoising:

Step 1: Translate the abnormal signal m; after high-pre-
cision segmentation with noise in a specific translation
interval to obtain a new signal m;; The wavelet decom-
position coefficient d;; on each scale can be obtained
by performing stationary wavelet analysis on the new
signal;

Step 2: Using wavelet decomposition coefficient to esti-
mate the mean square deviation o; of noise signal; The
soft threshold method is used to process the wavelet
decomposition coefficients to obtain the estimated value
d;‘k of the wavelet coefficients;

Step 3: Perform inverse stationary wavelet transform
(Naveed et al. 2020; Bhardwaj and Nayak 2020) on dj’ .

to obtain the reconstructed denoised signal x:.;

Step 4: Perform inverse translation on the denoised sig-
nal to obtain the denoised signal with the same phase as
the specified signal;

Step 5: Transform the translation amount and repeat
steps 1 to 4 to obtain several denoising signals;

Step 6: Calculate the average value of all denoised sig-
nals to obtain the final denoised signal s(n).
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Feature extraction of fuzzy network abnormal
signal based on optimized particle filter

After the abnormal signal segment is processed by the chan-
nel, the optimized particle filter is used to extract the features
of the fuzzy network abnormal signal, and the fuzzy phase
frequency features of the abnormal signal are obtained by
the particle filter. The output signal with fuzzy characteris-
tics of network abnormal signal is obtained from the error
vector after particle filtering, and its expression is:

E(n) = R(n) — U(n) (6)

In formula (6), R(n) represents the delay signal of the
input network abnormal signal, U(n) represents the particle
filter output signal, and the expression of the particle filter
output signal is shown in formula (7):

U@:mem (7
k=i

In formula (7), D, represents the delay parameter. Assum-
ing that {xrl ,xrz,xr3} represents three different individuals
arbitrarily selected in the current population, the obtained
fuzzy network abnormal signal feature extraction results can
be obtained, as shown in formula (8):

Z(n) = u(m)X,(m) X {X,1,%,0, %,3 | ®)

In formula (8), u(n) and X,(n) represent the phase fre-
quency characteristic vector and weight coefficient vector of
the input network abnormal signal respectively.

According to the comparison of individual adaptability
values, formula (9) can be used to extract the features of
fuzzy network abnormal signals. The calculation formula is:

W(n+1) = Sn) + 2u(n) C))

After the above processing, the fuzzy phase frequency
feature extraction of denoised abnormal signal is realized.

Automatic identification of abnormal
wireless communication signals

Wireless communication signal parameter
estimation

After extracting the abnormal signal features of wireless
communication signals, the abnormal signals are classi-
fied and identified. First, the parameters of wireless com-
munication signals are estimated, the classification deci-
sion function is constructed, and the parameter estimation
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vector and signal feature vector of wireless communication
signals are obtained. Suppose you need to build N clas-
sifiers, including positive and negative classifiers, for the
classification of normal samples and abnormal samples.
The classifier needs two stages: training and testing. The
former mainly obtains N classification decision functions
after training, and the latter inputs test samples accord-
ing to the trained decision functions to judge the type of
samples.

The expression of classification decision function is as
follows:

FiG) = sign[W[SX) + ]

= ¢f T
max f(o) = 420 = Sign[Wa S0 + o] 10

fn0) = sign[Q1S(X) + By]

In formula (10), f(x) represents the category decision
value; X = (k, fo) represents the parameter estimation vec-
tor of the wireless communication signal; S(-) represents
kernel function; f represents deviation factor; Q represents
the hyperplane weight vector of the discriminant function.

Finally, a value of N is output through the classification
decision function (Baldini et al. 2019; Pinar and Boran
2021), and the category corresponding to the maximum
value is the category of wireless communication signal.
On this basis, the parameters are estimated, that is, the
process of inferring the distribution characteristics or laws
according to the sample data. Based on this, the distribu-
tion characteristics of wireless communication abnormal
signals are estimated, which lays a foundation for subse-
quent automatic signal anomaly recognition. The combina-
tion of genetic algorithm and fractional Fourier transform
is mainly used to estimate the parameters of wireless com-
munication signal, and the estimated values of the initial
frequency and the slope of the signal are obtained. These
two values are used for the automatic identification of the
last signal anomaly. The specific process is as follows:

Step 1: Gray coding method is adopted to encode the
signal x.

A: Converting the signal x into an integer x’;

X =

I
2 (11
B: Convert x’ into binary code;

C: Convert binary numbers into gray code according to

the following formula.

fi=hy, @h,i=14,13,..1 (12)
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In the formula, f; represents the gray code of the signal,
h; represents the binary number representation of the signal,
and @ represents the XOR operation.

Step 2: Calculate the population fitness, select the optimal
individuals by roulette, inherit the selected M optimal
individuals to the next generation, and carry out cross
operation and mutation operation;

Step 3: Decode the new generation population according
to the inverse operation process of coding operation in
step 1 to obtain the new generation individual; Calculate
the fitness value for the new generation of individuals;
Step 4: Determine whether to terminate the iteration? If
satisfied, find the optimal solution and record it as P; Oth-
erwise, go back to step 2:

Step 5: The obtained optimal solution P is the transforma-
tion order; The fractional Fourier transform of P order is
performed on the signal x to find the peak F; The optimal
solution P is converted into g according to the following
formula.

_ 2P
V3

q 13)

In Eq. (13), g represents the peak inclination.

Step 6: Convert F and ¢ into estimated values of k and f
by formula (14).

k= —cotg ”
Jo=Fcscqg (14

In formula (14), k represents the signal slope; f, repre-
sents the initial frequency.

The wireless communication signal feature (X = (k, fo))
is composed based on the estimated signal slope and initial
frequency for subsequent wireless communication signal
acquisition.

Wireless communication signal acquisition

Based on non-linear analysis, the research realizes wireless
communication signal acquisition by constructing wireless
communication signal network topology model. The wire-
less communication signal acquisition process is shown
in Fig. 2. Based on the nonlinear analysis, taking the con-
structed wireless communication signal network topology
model as the reference, the collector is deployed on each
node to collect the carrier communication signal passing
through the node, and then the collected communication
signal is transmitted to the computer terminal for further
processing and analysis.

105
Layout of signal . .
acquisition A/D. Sl@d Slgﬂ al.
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Fig.2 Structure diagram of wireless communication signal acquisi-
tion

The collected wireless communication signals are shown
as follows:

te inz(t—nxG
x(1) = 2AT, ZAxan%

n=—0o0 s

cos2z X L

s)

In formula (15), R(?) represents the wireless communi-
cation signal at # time, G, represents the signal sampling
value, L represents the center frequency, G, represents the
sampling interval, A represents the bandwidth, n represents
the number of nodes, and ¢ represents the time, T, represents
the sampling time.

Abnormal signals are hidden in the collected wireless
communication signals. Therefore, as long as the character-
istic parameters of normal and abnormal signals are sepa-
rated, the wireless communication signal network can be
modeled.

Wireless communication signal network modeling

The acquisition of wireless communication signals requires
the deployment of signal collectors on each node. Therefore,
the wireless communication signal network model is estab-
lished first, and the distribution of communication nodes is
clear through the signal network modeling, which provides
a reference for the deployment of signal acquisition equip-
ment. Based on nonlinear analysis, the modeling process of
wireless communication signal network is as follows:

Step 1: Initial velocity distribution parameters and accu-
racy threshold;

Step 2: Calculate the minimum optimization influence
factor a according to the following formula.

< Z; Z;
Aa=—gzlog<6> (16)

In formula (16), Z; represents the bandwidth of commu-
nication channel i, C represents the set of communication
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nodes, and n represents the number of communication
nodes.

Step 3: Calculate the potential generated by the node
transmitting information through the communication net-
work topology according to the topological distance, that
is, the topological potential of the node. The calculation
formula is as follows:

W)=Y <K,~ Xe‘%> (17

j=1

In formula (17), W(xi) represents the topology of node
i, K; represents the quality of node j, L; represents the
shortest path length from node j to node i, and a represents
the influence factor, that is, the communication range for
which the node is responsible.

Step 4: Arrange the nodes according to their importance
according to the potential of each node calculated in step
3 to obtain a node sequence.

Step 5: Layer the nodes according to the importance clas-
sification criteria, as shown in Table 1.

Step 6: Connect the nodes in the layer according to the
power distribution law.

Step 7: Connect the layers according to the principle of
selecting the "nearest" connection point to form a com-
plete wireless communication signal network model.

The establishment of wireless communication signal
network model provides an important reference for the
classification and fusion deployment of abnormal signals,
and makes the collected carrier communication informa-
tion more comprehensive.

Classification and fusion of abnormal signals based
on BPNN-DS

The results of fuzzy phase frequency feature extrac-
tion of abnormal signals are classified and fused by Back

Table 1 Classification criteria of importance

Aggregate Division criteria

Important node set Top 10% nodes in the sequence
30% nodes in the middle of the

sequence

Secondary important node set

Common node set 60% of the remaining nodes in the

sequence
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Propagation Neural Network—Dempster Shafer (BPNN-
DS). BPNN is to iteratively optimize the weights of the net-
work, so that the actual mapping relationship between input
and output is the same as the desired mapping relationship.
The gradient descent method is used to adjust the weights of
each layer and minimize the objective function.

It is assumed that {xl,xz, ...,xk} and {yl 2 Y2, ...,yk} repre-
sent the input and output of neural network respectively.
When classifying abnormal signals, BPNN trains the
node threshold and connection weight according to the
training samples. If the total number of training samples
is m, the corresponding desired output is represented
by m(1),m(2), ...,m(k), and the training error is used to
continuously correct the node threshold and connection
weight. When the actual network output y(i) is close to
the desired network output m(k), the correction can be
stopped.

BPNN is used to classify the test samples, but because the
classification results of the test samples will produce prob-
ability error and have the defects of abnormal signal fusion,
DS evidence theory is used to fuse the spatio-temporal sig-
nal of the abnormal signal feature extraction result c(n), so
as to reduce the influence of abnormal values.

Set a solvable event, use set J,, to represent all its solutions
in the current situation, and the relationships between its
elements are independent and mutually exclusive, then set
J, can be called an identification framework. On this identi-
fication framework, the mapping R, is called a basic prob-
ability distribution on it, and meets the conditions described
in formula (18):

Abnormal signal
segment segmentation

Filtering and denoising of
abnormal signal segments

v

Fuzzy phase frequency feature
extraction of abnormal signal

v

Classification and fusion of
abnormal signals

End

Fig.3 Automatic identification process of wireless communication
signal abnormality
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Table 2 Carrier communication signal samples

Category Training sample Test sample class
class
Normal / 440 groups 350 groups
Abnormal Reflected signal 250 groups 200 groups
Standing wave signal 330 groups 300 groups
Resonance signal 420 groups 400 groups

Table 3 Related parameter settings

Parameter name Parameter characteristics

Initial population size 20
Maximum number of iterations 200

Cross iteration order Third order
Crossover probability 0.56
Variation probability 0.0001

RBF kernel function
Number of classifiers 6

Kernel function

Deviation factor 10

D m@A) =1

AcJ, (]8)

In formula (18), A represents a random subset within the
recognition framework. Through the basic probability distri-
bution function, the subset can be corresponding to a value
on [0, 1], represented by m(A), reflecting the trust of evidence
to each subset.

SBer 1 used to represent the trust function coverage. Under
the set J,, for all A C J, and B C A, fp,, conforms to the
expression described in formula (19):

Fel@) = Y, mA)W(n+1) (19)

BCA

In formula (19), W(n + 1) represents trust.

If you want to explain that there is no conflict between
various evidences or the conflict is so small that it can be
ignored, it is when k is close to 0; If we want to explain that
there is a serious conflict between various evidences, it is
when k is close to 1. Based on the nonlinear analysis, the
nonlinear analysis is uneconomical in terms of the utiliza-
tion of the transmission band, but it has good anti noise
performance. On the premise of not increasing the signal
transmission power, the method of increasing the bandwidth
can be used to improve the output signal-to-noise ratio, and
the wider the transmission band, the better the anti noise
performance.

To sum up, the specific process of automatic anomaly
identification of wireless communication signals under non-
linear analysis is shown in Fig. 3.

According to Fig. 3, the abnormal signal segments of
the communication network are segmented with high preci-
sion by the amplitude frequency response feature extrac-
tion method, the abnormal signal segments are filtered and
denoised by the translation invariant signal method, and the
fuzzy network abnormal signal feature extraction method
based on optimized particle filter is used to extract the fuzzy
phase frequency features of the abnormal signal, Accord-
ing to the method of back propagation neural network evi-
dence theory, the abnormal signals are classified and fused
to obtain the types of abnormal signals, so as to realize the
automatic recognition of communication network signals.

Experimental analyses

In order to test the application effect of wireless communica-
tion signal anomaly automatic recognition based on nonlin-
ear analysis, taking Krishna and Gopikrishna (2020) method
and Thota et al. (2020) method as the comparison object,
the recognition performance of the method is evaluated by
inputting the same test samples.

Prepare the samples required for the test. The samples
mainly include two types: training samples and test samples.
The samples are all from the Radio ML2016.10A dataset.
The specific quantity is shown in Table 2.

The relevant parameter settings of the methods involved
in the whole experimental test process are shown in Table 3:

According to the above, the parameters of the wireless
communication signal are estimated to obtain the estimated
values of the signal slope k and the initial frequency f;, so
as to draw the characteristic diagram of the wireless com-
munication signal, as shown in Figs. 4 and 5.

Assuming that there are three types of abnormal signals
in the communication network, namely type A, type B
and type C, the elements of vectors — 1, 0 and 1 are used
to represent their output type vectors. The abnormal sig-
nal types are identified by the method in this paper. The
comparison results of the actual identification types and
target output types of the method in this paper are shown
in Fig. 6.

By analyzing Fig. 6, it can be seen that the actual identifi-
cation type of abnormal signal is almost the same as the tar-
get output type, indicating that the method in this paper can
better classify and integrate all kinds of uncertain or incom-
plete signals, has strong anti-interference performance, and
has high accuracy of automatic identification of abnormal
signals in communication network.

The coverage performance of wireless communication
signal anomaly recognition is tested by the methods in this
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paper (Krishna and Gopikrishna 2020; Thota et al. 2020).
The higher the coverage, the stronger the coverage perfor-
mance. The experimental results are shown in Fig. 7.

As can be seen from Fig. 7, with the gradual increase of
time, the signal coverage of the method in this paper is the
best among the three methods. During the test period, the
motion trajectory of the method in Thota et al. (2020) is
stable and the signal coverage fluctuates slowly, while the
motion trajectory of the method in Krishna and Gopikrishna
(2020) is lower than that of the method in this paper and
the method in Thota et al. (2020). It can be seen that the

@ Springer

Number of samples / Number

Fig. 6 Comparison results of abnormal signal type identification

A
1% Papermethod ] Reference [5] method EZReference [6] method
100 - . . %
i el L e
& ] 5 i
< i el L A
° & B [ i
¢ NE OCE L b |
560 - NE R A
3 &5 ol A b
8 HE e o7
= NE KR K o7
2 S I o
LI W K 0
g BB 57
s BRSO b
B K o7
0 - B KR K o
il v S I
0 5 10 15 20 25 30

Time/ s

Fig.7 Signal coverage of wireless communication network. The
method of reference [5] is in Krishna and Gopikrishna (2020); the
method of reference [6] is in Thota et al. (2020)

communication signal coverage performance of the method
in Krishna and Gopikrishna (2020) is the worst and the cov-
erage performance of the method in this paper is the strong-
est. This is because before signal recognition, this method
uses amplitude frequency response feature to extract high-
precision segmentation of abnormal signal segments in the
communication network, and sets the abnormal signals in
the communication network to conform to the time distribu-
tion characteristics, which provides a basis for signal recog-
nition and is conducive to improving the signal coverage of
wireless communication network.

The total amount of abnormal automatic identification
signals of wireless communication signals can reflect the
transmission compatibility of wireless communication
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Fig.8 Comparison of total abnormal signals of wireless commu-
nication signals. The method of reference [5] is in Krishna and
Gopikrishna (2020); the method of reference [6] is in Thota et al.
(2020)

signals. Generally, the greater the physical value, the higher
the compatibility level, and vice versa. The comparison of
the total amount of abnormal automatic identification signals
of the methods in Krishna and Gopikrishna (2020), Thota
et al. (2020) and this paper is shown in Fig. 8.

By analyzing Fig. 8, it can be seen that with the increase
of experimental time, the total amount of wireless commu-
nication abnormal signals of different methods continues
to decline, and the total amount of abnormal signals of the
method in this paper is significantly higher than that of the
methods in Krishna and Gopikrishna (2020) and Thota
et al. (2020). During the experiment, the maximum amount
of abnormal signals can reach 9.0 x 109t, the maximum
total amount of abnormal signals in the method of Thota
et al. (2020) can reach 5.3 x 109t, and the maximum total
amount of abnormal signals in the method of Krishna and
Gopikrishna (2020) can reach 1.7 x 109 T. It can be seen that
the total amount of abnormal signals automatically identified
by this method is large and the compatibility level is high.

Conclusion and prospect

Conclusion

An automatic anomaly identification method of wireless
communication signal based on nonlinear analysis is pro-

posed. Through experimental verification, the following
conclusions are obtained:

(1) The actual identification type of abnormal signal is
almost the same as the target output type, which shows
that this method can better classify and fuse all kinds
of uncertain or incomplete signals, has strong anti-
interference performance, and has high accuracy of
automatic identification of abnormal signals in com-
munication network.

(2) This method has strong coverage performance, pro-
vides a basis for signal recognition, and is conducive
to improving the signal coverage of wireless commu-
nication network.

(3) The method in this paper has a large amount of abnor-
mal signals and a high compatibility level, and has a
good application effect.

Prospect

(1) In the feature extraction method based on high-order
statistics, how to reduce the dimension of feature vector
and better improve the efficiency of classification and
recognition is also a key problem to be further studied.

(2) By expanding the wireless communication network, we
can not only expand the detection range of the target,
but also improve the target recognition performance,
and use multiple wireless communication links to
locate and track the target. In the following research,
MIMO multi antenna system can be used to measure
the target, study the impact of the target on wireless
communication signal transmission, extract the charac-
teristic attributes of the target, and realize the detection,
positioning and tracking of the target in the wireless
communication network environment, so as to make it
more practical application value.

(3) A variety of target detection devices can be deployed
in a specific wireless communication network envi-
ronment to collect the target data, and then the target
feature can be extracted by using the method of data
fusion, so as to effectively improve the recognition rate
of automatic target recognition with abnormal signal.
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