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                     Abstract 
 In order to reduce the node positioning error and improve the stability of the system, this paper proposes and designs a new 

wireless sensor network node real-time positioning system based on Embedded MCU. Firstly, the characteristics of wireless 

sensor networks are analyzed. Secondly, in the hardware part of the system, the embedded node positioning MCU, reset cir-

cuit, debugging circuit and serial port circuit are designed to meet the node positioning requirements of the system. Finally, 

in the software design part, the least square algorithm is used to construct the real-time positioning function of wireless 

sensor network nodes, and the bat algorithm is used to solve the objective function to complete the real-time positioning of 

nodes. The experimental results show that all functions of the designed system operate normally, and the average error of 

node positioning is only 0.21. 

   Keywords     Embedded MCU    ·  Wireless sensor network    ·  Node real-time location  

      Introduction 

 Wireless sensor network (WSN) is a network form formed 

by freely organizing and combining tens of thousands of 

sensor nodes through wireless communication technology; 

Its network settings are fl exible, the device location can be 

changed at any time, and it can also be switched and con-

nected with the Internet in wired or wireless ways, forming 

a multi hop self-organized network through wireless com-

munication. It is also one of the current international hot 

research fi elds. It has broad application prospects and value 

in military, civil, commercial and other fi elds (Basumatary 

et al.  2021 ; Zhang and Liu  2020 ). As a new information 

acquisition system, wireless sensor network can be seen as 

the expansion of the Internet in real space, which not only 

brings great convenience to information exchange, but also 

expands people's ability to obtain information. Therefore, 

the research of wireless sensor networks is of great signifi -

cance (Ali and Rogers  2020 ). 

 In many applications of wireless sensor networks, node 

location is the basis for target tracking and corresponding 

operation in the monitoring area (Harizan and Kuila  2020 ). 

The sensor nodes collect the required information and send 

it to the server. Sometimes, sensor nodes need to send back 

simple location information (Karimi-Bidhendi et al.  2020 ). 

Therefore, node localization   is one of the key technologies 

of wireless sensor networks (Prateek and Verma  2021 ). 

 The purpose of wireless sensor networks is to synergisti-

cally perceive multidimensional information in the monitor-

ing area, and transmit and process   secondary and incom-

ing data information. The design goal of wireless sensor 

networks is to embed a large number of sensor nodes into 

the physical world to achieve long-term monitoring, process-

ing and task execution (Thomson et al.  2021 ; Sabale and 

Mini  2021 ; Sajitha et al.  2022 ). Wireless sensor networks 

can operate in an independent environment and connect to 

the Internet through gateways to monitor the target area and 

provide decision support for observers. They usually include 

one or more aggregation nodes, gateways and a large num-

ber of miniaturized sensor nodes (Jaitawat and Singh  2020 ). 

The typical structure of wireless sensor network is shown 

in Fig.  1 .         

 Node location is extremely diffi  cult because of the mini-

mal hardware confi guration of wireless sensor nodes, their 

restricted energy, computation, storage, and communication 
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capabilities, and the complicated and varied application 

environment of wireless sensor networks. The match-

ing node location of wireless sensor networks must meet 

the following requirements because of their particular 

characteristics: 

   (1)       Self organization . Because wireless sensor networks 

usually do not have the support of infrastructure, node 

localization is required to be self-organizing.   

  (2)       Limited energy . Limited energy is a major feature of 

sensor nodes and wireless sensor networks. Therefore, 

node positioning should minimize the amount of cal-

culation and communication data to reduce the energy 

consumption of nodes and prolong the network life 

(Jain et al.  2021 ).   

  (3)       Robustness . Due to the characteristics of low price, low 

confi guration and limited energy of sensor nodes in 

wireless sensor networks, nodes may fail sometimes. 

Therefore, node positioning system is required to have 

strong fault tolerance.   

  (4)       Scalability . The number of nodes in wireless sensor 

networks may be thousands or even more, and the use 

environment may be very diff erent. In order to meet the 

applications of diff erent scale and diff erent environ-

ments of networks, the node positioning system needs 

to have strong scalability.     

 However, in practical application, a node location method 

is diffi  cult to meet all the above characteristics, and some-

times it is necessary to compromise several of them, which 

also brings many diffi  culties to the research of node location. 

How to use the limited amount of computation and commu-

nication between nodes to obtain more accurate positioning 

results is the diffi  culty and focus of the research. Wireless 

sensor networks are widely used, and the type and applica-

tion environment of nodes are not unifi ed. How to make the 

node type and application environment used for node posi-

tioning more extensive is also the diffi  culty and focus of the 

research (Ding et al.  2021 ; Gautam et al.  2020 ; Kavra et al. 

 2021 ). In order to solve the problem of diffi  cult node posi-

tioning and achieve accurate positioning of wireless sensor 

networks, a wireless sensor positioning terminal based on 

embedded technology is studied and designed, which is used 

for positioning when satellite signals are true or disturbed. 

In the previous research, there is no terminal equipment for 

wireless sensor network positioning, so the innovation of 

the research is to use existing technologies to miniaturize 

and reduce the cost of nodes, and to integrate well with the 

existing network. The research of the terminal equipment is 

of great signifi cance for civil, industrial and military use. 

    Literature review 

 Cheour et al. selected appropriate image and video compres-

sion technologies for wireless sensor network applications, 

and used FPGA technology and embedded MCU, which can 

greatly reduce power consumption. The results confi rmed 

that the low power optimization solution based on FPGA 

can enhance the computing power of multiple algorithms in 

terms of speed and energy consumption (Cheour et al.  2019 ). 

V á zquez Castillo et al. proposed a dynamic energy-saving 

strategy for wireless sensor networks to detect urban noise 

pollution. The Kalman framework of the embedded MCU 

can eff ectively collect energy and save energy (Vázquez-

Castillo et al.  2022 ). Nguyen et al. proposed a low-cost wire-

less sensor network that supports no beam king. Using the 

sensor unit of router communication, dynamic protection 

saves energy. The results show that the system is reliable 

and the accuracy has been greatly improved (Nguyen and 

Ha  2022 ). Wang CY et al. designed a remote based wireless 

sensor network. The embedded platform of the Raspberry 

Pi module is used to support the gateway function. The 

research results show that when the system transmits 1000 

packet data, the packet data is lost by nearly 0%, which can 

provide remote data sensing function for intelligent agri-

cultural product recycling rapid processing plants (Wang 

et al.  2021 ). Danladi et al. established an Arduino termi-

nal device with a single channel packet repeater Raspberry 

Pi 3B + gateway and embedded DHT11 sensor to solve the 

problems of low cost, low power consumption and long-

distance data transmission of temperature and humidity 

monitoring in life. The experimental results show that the 

terminal device can eff ectively transmit long-distance data 

with minimum power consumption (Danladi and Baykara 

 2022 ). Murugan et al. developed a TMHG only measure-

ment system. The Arduino module was used to control the 

startup or shutdown of the electric pump using an embed-

ded c program. The collected information was sent to the 

user with the help of wireless sensors, while taking reme-

dial measures. The experimental results show that the intel-

ligent system can measure soil moisture, temperature and 
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  Fig. 1       Classic structure of wireless sensor network  
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gas parameters at remote locations through wireless sensor 

networks, eff ectively help farmers to plant and reduce costs 

(Murugan and Alaguselvi  2021 ). A wireless sensor network 

node real-time positioning system based on an embedded 

single chip microcomputer is presented to further increase 

the positioning accuracy of nodes and the reliability of the 

positioning system. To increase the reliability of a wireless 

sensor network, a reset circuit, debug circuit, and serial port 

circuit are attached to the embedded node positioning micro-

controller in the hardware architecture. 

 The node positioning problem of the least square algo-

rithm is transformed into a constrained optimization prob-

lem to reduce the node positioning error. The BA random 

search algorithm is used to make the node location more 

convenient. The experiment shows that the designed method 

can eff ectively improve the accuracy and system stability 

of wireless sensor network node positioning, and provide 

valuable reference for real-time positioning of wireless sen-

sor network nodes. 

    Methodology 

 This section will introduce the embedded MCU-based real-

time positioning technique for wireless sensor network 

nodes. The system's hardware design consists of a serial port 

circuit, a reset circuit, a debug circuit, and an integrated node 

positioning microcontroller. The system's software architec-

ture will include the algorithmic stages for wireless sensor 

network node location. 

   System hardware design 

   Embedded node positioning MCU 

 Node positioning MCU is the "management" in the node 

system of wireless sensor network. The performance of node 

positioning MCU aff ects the positioning accuracy and effi  -

ciency of the whole system. In order to locate the selected 

node, the single chip microcomputer must have strong con-

trol accuracy and control effi  ciency. It can eff ectively control 

the prepositioning node information to improve the posi-

tioning accuracy and positioning effi  ciency of the system, 

and the cost of node positioning single chip microcomputer 

should be within the range that ordinary users can bear 

(Zhao et al.  2020 ). 

 CC2430 single chip microcomputer is a low-cost, high-

performance and mature control single chip microcomputer. 

It can work normally in diff erent types of wireless sensor 

networks and eff ectively control the information of prepo-

sitioning nodes. CC2430 MCU has high-performance RF 

transceiver and is equipped with various types of peripheral 

interfaces, which can be perfectly connected with peripheral 

circuits. Therefore, CC2430 single chip microcomputer is 

selected as the node positioning single chip microcomputer 

of wireless sensor network node positioning system. The 

internal circuit structure of CC2430 single chip microcom-

puter is shown in Fig.  2 .         

 As can be seen from Fig.  2 , CC2430 single chip micro-

computer uses the diff erential control method to control the 

information generated in the operation of wireless sensor 

network node positioning system, and the RF transceiver is 

the transmitting and receiving medium of these information. 

The low noise amplifi er and reduced output in Fig.  2  are 

located in the RF transceiver (Ramesh and Tarachand  2020 ). 

During the transmission of prepositioning node information, 

the low noise amplifi er fi rst amplifi es the prepositioning 

node information. The analog modulator and digital modu-

lator change the amplifi ed prepositioning node information 

into prepositioning digital information through automatic 

gain control of  R 1  and  R 2 , and calculate it. After that, the 

fi nal positioning information of the front-end node can be 

clearly displayed. Extract the information of the positioning 

node, reduce the information frequency through reduction 

output, and fi nally obtain the required positioning informa-

tion of the wireless sensor network node. 

    Reset circuit 

 The reset circuit can analyze the predetermined bit node 

information sent to the wireless sensor network node posi-

tioning system, and send the predetermined bit information 

with positioning capability to the debugging circuit. The 

reset circuit is shown in Fig.  3 .         

 As can be seen from Fig.  3 , the designed wireless sensor 

network node positioning system defi nes the preposition-

ing information in advance according to some characteristic 

parameters of the positioning information, and gives low 

voltage and low current to the prepositioning information 

with positioning ability. When low voltage and low current 

enter the reset circuit, there will be no current and voltage 

change on  R 3 , and the circuit will produce low level. When 
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  Fig. 2       Internal circuit structure of CC2430 single chip microcom-
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the non-low voltage and low current information enters the 

reset circuit, a high level will be generated. Switch  S 1  will 

automatically disconnect after sensing the high level in the 

circuit, blocking the transmission of information without 

positioning capability (Lifen et al.  2021 ). CC2430 single 

chip microcomputer directly provides opening and closing 

instructions for switch S1. The reset circuit transmits the 

acquired predetermined bit information to the serial port 

circuit in real time, and the self-state information of the 

reset circuit will be transmitted to the debugging circuit for 

debugging. 

    Debug circuit 

 Due to the heavy workload of the reset circuit, the circuit 

components are easy to be damaged. Therefore, the debug-

ging circuit is added to the design of wireless sensor network 

node positioning system to ensure the normal operation 

of the reset circuit. Debugging circuit has the function of 

debugging circuit current and component energy consump-

tion. It is also the preprocessing center of predetermined bit 

information. The debugging circuit is shown in Fig.  4 .         

 As can be seen from Fig.  4 , the debugging circuit in the 

designed wireless sensor network node positioning system 

has 16 debugging interfaces, of which the control and man-

agement interface is directly connected with the CC2430 

single chip microcomputer. The control of the debugging cir-

cuit by CC2430 includes clock information control and man-

agement and transmission drive. The debugging circuit uses 

the test package to test the operation state of each element in 

the reset circuit. Once the current and element in the reset 

circuit are found to be overloaded, the debugging circuit 

immediately uses the transmission drive port item CC2430 

single chip microcomputer to send the control request, and 

reduces the amount of information transmitted into the reset 

circuit through CC2430 single chip microcomputer, so as 

to achieve the purpose of debugging the overload state and 

ensure the normal operation of the reset circuit. 

    Serial port circuit 

 The serial port circuit can realize the effi  cient and accurate trans-

mission of prepositioning information to CC2430 single chip 

microcomputer. In the wireless sensor network node positioning 

system, the serial port circuit is connected with CC2430 single 

chip microcomputer through the coordinator, as shown in Fig.  5 .         

 As can be seen from Fig.  5 , the serial port circuit selects 

6 chips to connect with CC2430 single chip microcomputer. 

Because the information parameters of CC2430 single chip 

microcomputer and serial port circuit are diff erent, two capaci-

tors are added at the connection to adjust the parameters of 

prepositioning information, and the coordinator provides 

digital control for the adjustment. Therefore, the hardware 

integration structure of each circuit and the single chip micro-

computer is shown in Fig.  6 .         
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     System software design 

 Wireless sensor network nodes are divided into anchor nodes 

and unknown nodes. The location of anchor nodes is located 

manually, and the number is relatively small. The unknown 

node location needs to be determined according to a certain 

location algorithm with a few anchor nodes with known loca-

tion information. The node location principle of the least 

square algorithm is shown in Fig.  7 .         

 Where,   P     represents an unknown node, and other locations 

have known nodes. 

 Suppose that the actual measured distances between 

  n(n > 3)     anchor nodes   P1(x1, y1), P2(x2, y2), ..., Pn(xn, yn)     and 

unknown node   P(x, y)     are   d1, d2, ..., dn     respectively, then there 

is:

       

 In order to simplify the calculation process, subtract the fi rst 

  n     equations from the fi rst   n − 1     equation to obtain:

 (1)

⎧⎪⎪⎨⎪⎪⎩

(x − x1)
2 + (y − y1)

2 = d2
1

(x − x2)
2 + (y − y2)

2 = d2
2

⋮

(x − xn)
2 + (y − yn)

2 = d2
n

       

 Rewrite formula ( 2 ) into the following matrix form:

       

 In formula (  3 ) ,    A =

⎡⎢⎢⎢⎣
2(x1 − xn) 2(y1 − yn)

2(x2 − xn) 2(y2 − yn)

⋮ ⋮

2(xn−1 − xn) 2(yn−1 − yn)

⎤⎥⎥⎥⎦     , 

  X =

[
x

y

]
     ,   b =

⎡⎢⎢⎢⎢⎢⎣

x2
1
− x2

n + y2
1
− y2

n − d2
1
+ d2

n

x2
2
− x2

n + y2
2
− y2

n − d2
2
+ d2

n

⋮

x2
n−1

− x2
n + y2

n−1
− y2

n − d2
n−1

+ d2
n

⎤⎥⎥⎥⎥⎥⎦
    . 

 In the process of sensor node ranging, due to the infl uence 

of many factors, it is inevitable that the robustness is the rang-

ing error. Therefore, the most reasonable linear equation group 

should be   AL + N = b     , and   N     is the   n − 1    -dimensional random 

error vector. The solution of the equation group obtained by 

the least square algorithm is:

       

 The analysis of vector   b     shows that each element contains 

  dn     , but   dn     is the measurement distance with error, so the accu-

racy of the least squares solution will be limited by   dn     . If the 

accuracy of   dn     is high, the positioning results can meet the 

actual requirements. However, when the error of   dn     is large, 

even if the accuracy of   d1, d2, ..., dn     is higher, the error of node 

positioning will be large, which may exceed the required range. 

Although the use of least square algorithm simplifi es the cal-

culation process, it also reduces the accuracy of understanding. 

Aiming at the shortcomings of the least square’s algorithm, in 

order to improve the positioning accuracy of nodes, the node 

positioning problem of the least square’s algorithm is trans-

formed into a constrained optimization problem. 

 If the actual distance between anchor node 

  P1(x1, y1), P2(x2, y2), ..., Pn(xn, yn)     and unknown node   P(x, y)     

is   r1, r2, ..., rn     and the ranging error is   𝜀1, 𝜀2, ..., 𝜀n     , then 

  ||ri − di
|| < 𝜀i     is satisfi ed, where   i = 1, 2, ..., n     , then the constraint 

conditions of unknown node   P(x, y)     are:

       

 Solve   (x, y)     , so that:

 (2)

⎧⎪⎪⎪⎨⎪⎪⎪⎩

2(x1 − xn)x + 2(y1 − yn)y = x2
1
− x2

n + y2
1
− x2

n − d2
1
+ d2

n

2(x2 − xn)x + 2(y2 − yn)y = x2
2
− x2

n + y2
2
− y2

n − d2
n + d2

n

⋮

2(xn−1 − xn)x + (yn−1 − yn)y = x2
n−1

− x2
n + y2

n−1
− y2

n − d2
n−1

+ d2
n

 (3)AX = b

 (4)L = (ATA)−1ATb

 (5)

⎧⎪⎪⎨⎪⎪⎩

d2
1
− 𝜀2

1
≤ (x − x1)

2 + (y − y1)
2
≤ d2

1
+ 𝜀2

1

d2
2
− 𝜀2

2
≤ (x − x2)

2 + (y − y2)
2
≤ d2

2
+ 𝜀2

2

⋮

d2
n
− 𝜀2

n
≤ (x − xn)

2 + (y − yn)
2
≤ d2

n
+ 𝜀2

n
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 In the process of solving, the subordinate obtains a fea-

sible solution region according to formula ( 5 ), and the 

optimal solution must be in this region, which greatly 

reduces the space of formula solution, and then calculated 

by formula ( 6 ). When formula ( 6 ) obtains the minimum 

value, then the coordinate   (x, y)     is the optimal solution of 

unknown node. 

 To sum up, the sensor node location problem has been 

transformed into a multi constraint optimization problem, 

and the solution of formula ( 6 ) is a nonlinear optimization 

problem. Traditional mathematical methods are diffi  cult to 

solve, and bat algorithm is a population intelligent algo-

rithm, which is very suitable for solving nonlinear optimi-

zation problems. Therefore, bat algorithm is used to solve 

formula ( 6 ) to improve the positioning accuracy of nodes. 

 BA Algorithm is a random search algorithm that simu-

lates bats in nature to detect prey and avoid obstacles. In 

the bat algorithm, the following three approximate or ide-

alized rules need to be assumed to simulate the behavior 

of bats in detecting prey and avoiding obstacles:

   (1)      Bats use echolocation to sense distance and use a clever 

way to distinguish between prey and background obsta-

cles.   

  (2)      The bat flies randomly at speed   vi     at position   xi     , 

searches for prey with fi xed frequency   fmin     , variable 

wavelength   𝜆     and volume   A0     , and adjusts the transmit-

ted pulse wavelength and pulse transmission frequency 

  r     according to its proximity to the target.   

  (3)      Although there are many ways to change the volume, 

in the bat algorithm, it is assumed that the volume   A     

changes from a maximum value   A0     to a fi xed minimum 

value   Amin    .     

 The fi tness function is used to measure the position of 

bats. In each iteration, the fl ight speed and position of bats 

need to be updated according to the fi tness value. The goal 

of wireless sensor network node positioning is to reduce 

the positioning error. Therefore, the fi tness function of 

individual bats is defi ned as:

       

 The specifi c steps of wireless sensor network node position-

ing are as follows: 

 Step 1: for the wireless sensor network node   P(x, y)     to be 

located, the number of anchor nodes adjacent to it is set as 

  num    . 

 (6)f (x, y) =

n∑
i=1

√
(xi − x)2 + (yi − y)2 − d2

i

 (7)f (i) =

n∑
i=1

√
(xi − x)2 + (yi − y)2 − d2

i

 Step 2: the coordinate values of   num     adjacent anchor nodes 

and the distance from the unknown node   P(x, y)     are calculated 

according to formula ( 5 ), and the constraint conditions of node 

  P(x, y)     is obtained. 

 Step 3: the relevant parameters of the bat algorithm are 

initialized, mainly including the number of individuals in 

the population   m     , the maximum pulse volume   A0     , the maxi-

mum pulse   R0     , the search pulse frequency range   [fmin, fmax]     , 

the attenuation coeffi  cient   𝛼     of the volume, the enhancement 

coeffi  cient   𝛾     of the search frequency, the search accuracy   𝜀     or 

the maximum number of iterations   iter_ max    . 

 Step 4: the position   xi     of the bat is randomly initialized, that 

is, the position of the unknown node   P(x, y)     , and the current 

optimal solution   x∗     is found according to the fi tness value. 

 Step 5: the search pulse frequency, speed and position of 

the bat are updated. During the evolution of the population, the 

search pulse frequency, speed and position of each generation 

of donors change according to the following formula:

      

      

       

 In the formula,   𝛽     is a random number,   fi     represents the 

search pulse frequency of bat   i     ,   vt
i
     and   vt−1

i
     represent the speed 

of bat   i     at time   t     and   t − 1     respectively,   xt
i
     and   xt−1

i
     represent 

the position of bat   i     at time   t     and   t − 1     respectively, and   x∗     

represents the optimal solution of all bats at present. 

 Step 6: a uniformly distributed random number   rand1     is 

generated. If   rand1 > ri     , the current optimal solution will be 

randomly disturbed to generate a new solution, and the new 

solution will be processed beyond the boundary. 

 Step 7: the uniform random distribution number   rand2     is 

generated. If   rand2 < Ai     and   f (xi) < f (x∗)     , the new solution 

generated in step 6 will be received, and then   r     and   Ai     will be 

updated according to formula ( 11 ) and formula ( 12 ):

      

       

 Step 8: the fi tness values of all bats are sorted to fi nd the 

current optimal solution and optimal value. 

 Step 9: steps 4–8 are repeated until the set optimal solu-

tion condition position is met. 

 Step 10: the bat position is output corresponding to the 

global optimal fi tness value, that is, the optimal coordinate 

  P(x, y)     of the unknown node   P(x, y)     is obtained. Finally, the 

hardware diagram of CC2430 single chip microcomputer 

can be obtained, as shown in Fig.  8          

 (8)fi = fmin + (fmax − fmin) × 𝛽

 (9)vt
i
= vt−1

i
+ (xt

i
− x∗) × fi

 (10)xt
i
= xt−1

i
+ vt

i

 (11)At+1
i

= 𝛼At
i

 (12)rt+1
i

= R0[1 − exp(−𝛾t)]
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     Experimental methodology 

 Verifi cation tests are required in order to compare and vali-

date the performance of wireless sensor network node posi-

tioning system. In order to simulate the localization algo-

rithm of wireless sensor network nodes in MATLAB 7.0 

and assess the performance of the algorithm, experimental 

data is analyzed. The nodes are placed during the simula-

tion experiment in a 90 × 50 space, with a side length of 10 

for each grid. There are 40 network neighbor anchor nodes 

among the total of 60 nodes. Figure  9  is a schematic diagram 

of node distribution.         

 First, the detection information data of the node is 

recorded and the node data is shown in Table  1 .  

   Wireless sensor network performance 

    (1) Performance indicators of wireless sensor networks.    

 The transmission rate of wireless sensor network reaches 

200 kbps. 

 Under heavy load, the packet loss rate shall be controlled 

within 5% 

 Under light load, the packet loss rate shall be controlled 

within 0.1%

   (2) Performance index of wireless sensor network nodes.    

 Operating frequency: 2.400 GHz. 

 Transmission rate: 250 kbps. 

 Protocol: IEEE 802.15.4/6LowPAN. 

 The terminal node provides multiple transmission rates 

of 1200 bps, 2400 bps, 4800 bps, 9600 bps and 19200 bps to 

meet the requirements of user equipment for serial port rate. 

Users can also set the serial port rate by themselves when 

using. The detailed indicators are as follows:

   (a)      8bit data bit, even check or no check, 1 stop bit.   

  (b)      commissioning mode: FSKF Manchester code.   

  (c)      Frequency stability: ± 5 ppm.   

  (d)      Transmission output power: 50 mW.   

  (e)      Receiving sensitivity:—120 dBm.     

    (3) Safety index of positioning system.    

 The user's personal information will not be maliciously 

stolen. 

 Wireless sensor networks have certain anti-interference 

ability and can deal with the interference signal sources. 

 Wireless sensor network transmission is carried out 

according to the requirements of application background, 

and data encryption algorithm is provided. 

    System function 

 The functional test results of wireless sensor network node 

real-time positioning system are shown in Table  2 .  

 Through the system function test results shown in Table  2 , 

we can see that all functions of the wireless sensor network 

node real-time positioning system operate normally, so we 

  Fig. 8       CC2430 single chip microcomputer  
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  Fig. 9       Node distribution diagram  

  Table 1       Node operation detection parameter data  

  Wireless sensor network operation    Quantity  

  Number of nodes    60  

  Node communication radius    200  

  Safety optimization scope    80  

  Average network connectivity    160  

  Average number of network neighbor anchor nodes    40  

  Node positioning value    80  
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can continue to verify the node positioning performance of 

the system. 

    System performance verifi cation 

 In order to verify the performance advantages of the 

designed node positioning system, the positioning system 

based on reverse leapfrog teaching optimization proposed 

in Reference (Danladi and Baykara  2022 ) and the position-

ing system based on IPSO-MC fusion algorithm proposed 

in Reference (Murugan and Alaguselvi  2021 ) are used as 

comparison methods. The node positioning error and system 

intrusion probability of the three methods are compared and 

analyzed experimentally to check their positioning accuracy 

diff erence and system stability diff erence. 

   Node positioning error 

 In the experiment, 15 nodes at diff erent positions are ran-

domly selected to carry out the positioning experiment, 

and each position node is tested once to calculate the error 

between the estimated coordinates and the actual coordi-

nates of each positioning system. The experimental results 

are shown in Table  3 .  

 It can be seen from Table  3  that the positioning accu-

racy of the positioning system based on reverse leapfrog 

teaching optimization is poor, and the positioning eff ect of 

the positioning system based on ipso-mc fusion algorithm 

is general, while the average positioning error of the pro-

posed positioning system based on embedded single chip 

microcomputer is only 0.208, and the eff ect is remarkable. 

  Table 2       System function test results  

  Function name    Test purpose    Expected results    Actual results  

  User login    1. Can users register accounts    1. New users can register normally    Correct operation  

  2. Is it possible to log in normally?    2. Registered users can log in normally  

  Information management    Whether the information can be changed    Changes can be made    Correct operation  

  Information viewing    Whether the user account can view information    available for viewing    Correct operation  

  Node distance    Whether the node distance calculation can be performed    Can calculate    Correct operation  

  Node addition    Is it possible to add other types of nodes    Can add    Correct operation  

  Node location    Is it possible to perform node positioning    Can be positioned    Correct operation  

  Table 3       Comparison results of node positioning errors  

  Number of experiments    Actual coordinates    Positioning system based 

on reverse leapfrog teaching 

optimization  

  Location system based on 

IPSO-MC fusion algorithm  

  Positioning system based on 

embedded single chip micro-

computer  

  Positioning results    Position-

ing error  

  Positioning results    Position-

ing error  

  Positioning results    Position-

ing error  

  1    (0.5, 0.3)    (0.32, − 0.05)    0.39    (0.39, 0.16)    0.18    (0.42, 0.38)    0.11  

  2    (1, 0.5)    (1.39, 0.11)    0.56    (1.15, 0.19)    0.34    (1.13, 0.3)    0.24  

  3    (1.3, 1.5)    (0.99, 1.78)    0.42    (1.06, 1.57)    0.25    (1.02, 1.45)    0.29  

  4    (1.6, 1.8)    (1.48, 2.03)    0.26    (1.73, 1.66)    0.19    (1.66, 1.92)    0.13  

  5    (1.8, 1.4)    (2.11, 1.67)    0.41    (2.05, 1.2)    0.32    (1.99, 1.56)    0.25  

  6    (2, 1.8)    (3.1, 1.81)    1.10    (2.4, 1.73)    0.41    (2.55, 1.7)    0.56  

  7    (2.5, 2)    (3, 2.8)    0.94    (2.2, 2.5)    0.58    (2.4, 1.88)    0.16  

  8    (3.4, 0.2)    (3.75, 0.09)    0.37    (3.66, 0.13)    0.27    (3.33, 0.1)    0.12  

  9    (3.6, 1.5)    (3.4, 1.31)    0.28    (3.71, 1.66)    0.19    (3.7, 1.43)    0.12  

  10    (4, 2)    (4.5, 1.2)    0.93    (4.2, 1.1)    0.92    (3.89, 2.4)    0.41  

  11    (4.2, 1.6)    (4.75, 1.71)    0.56    (4.46, 1.7)    0.28    (4.32, 1.65)    0.13  

  12    (4.5, 1.9)    (4.22, 1.72)    0.33    (4.25, 1.99)    0.27    (4.29, 1.8)    0.23  

  13    (5, 1.5)    (5.37, 1.32)    0.41    (4.67, 1.42)    0.34    (4.83, 1.6)    0.20  

  14    (5.4, 2.6)    (5.57, 2.35)    0.31    (5.51, 2.52)    0.14    (5.46, 2.65)    0.08  

  15    (5.8, 3.5)    (5.64, 3.75)    0.30    (5.92, 3.6)    0.16    (5.76, 3.58)    0.09  

  Average error    0.51    0.32    0.21  
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In most cases, the positioning system based on Embedded 

MCU has better positioning accuracy. 

    System stability 

 Because the wireless sensor network node real-time posi-

tioning system needs frequent node positioning, and the 

number of nodes is large, it is necessary to verify the sta-

bility of the positioning system. The verifi cation of system 

stability takes the probability of system intrusion as the 

index. The positioning system based on Embedded MCU 

is compared with the positioning system based on reverse 

leapfrog teaching optimization and the positioning sys-

tem based on IPSO-MC fusion algorithm. The comparison 

results of system stability are shown in Fig.  9 . 

 From the comparison results of system stability shown in 

Fig.  10 , it can be seen that with the increasing number of loca-

tion points, the intrusion rate of the positioning system based 

on Embedded MCU is signifi cantly lower than that of the other 

two positioning systems, and the maximum intrusion rate of the 

designed system is no more than 1%.         

      Conclusion 

 A wireless sensor network integrates the tasks of informa-

tion detection, processing, transmission, and provision to 

create an organic self-knowledge whole. It is regarded as 

one of the most signifi cant technological advancements 

of the twenty-first century. Wireless sensor networks 

successfully actualize the connectedness of the physi-

cal world, the computing world, and human society by 

closely combining the logical information world with the 

actual physical world. Numerous distinguishing features 

of wireless sensor networks include their constrained com-

munication capacity, constrained processing power, and 

constrained storage space. In a wireless sensor network, 

there are many sensor nodes and a huge distribution area. 

Changes in environmental conditions, malicious attacks 

or tasks may aff ect network confi guration. Therefore, the 

improvement of the node positioning performance of wire-

less sensor network is conducive to keeping the network 

in a good working state, thus improving the security of 

wireless sensor network and providing support for the 

proposal of wireless sensor network security schemes. In 

this research, a wireless sensor network node real-time 

positioning system based on embedded single chip micro-

computer is designed. The performance of the system is 

verifi ed from both theoretical and experimental aspects. 

The system has low positioning error and high stability in 

real-time node positioning. The average positioning error 

of nodes is only 0.21, and the maximum intrusion rate of 

the system is no more than 1%. Because this study requires 

the packet loss rate and the stability of the system, that is, 

the anti-interference ability of the wireless sensor network, 

the system intrusion rate of the wireless sensor network 

is ultimately reduced, so as to ensure the security of the 

wireless sensor network. Although the security technology 

research of wireless sensor network is quite diff erent from 

the traditional network security, their starting point is the 

same. They all need to solve the problems of informa-

tion integrity, information confi dentiality, anti-intrusion, 

anti-interference and so on. Therefore, the wireless sen-

sor network environment deployed in this paper is also 

an important factor of network security technology. In 

addition, wireless sensor nodes include nodes of sensing 

function and nodes of communication function, which are 

responsible for monitoring the target area and obtaining 

data in the sensor network, as well as completing com-

munication with other sensor nodes, and can process data 

simply. The stability of wireless sensor network node posi-

tioning system will aff ect the network communication abil-

ity. Based on the accurate positioning of wireless sensor 

network nodes, modeling to optimize the communication 

eff ect of wireless sensor network can reduce the informa-

tion transmission error of communication nodes.However, 

there are still shortcomings in the research. Considering 

the complexity of the algorithm and the simplicity of the 

operation, the research selects the PLS method for ranging. 

In future further research, other algorithms with higher 

positioning accuracy can be selected to avoid interference 

caused by other factors. 
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