ISCX2012 (IDS 2012): Ali Shiravi et al. produced the
ISCX2012 dataset (Shiravi et 2012 in 2012, It has the
1 and2. It has been observed from the data of the seven days from 11-06-2010 to 17-06-2010
Tablel and2 that many benchmark datasets are available faronsisting of normal and attack tra. The ISCX dataset
network intrusion detection domains like KDD (K2D20, used two general préés i.e.a pro“le, which characterizes
ISCX2012, CICIDS2017 etc. but a very less number of DDo&ttack behavior and pro“le, which characterizes normal
benchmark datasets like CICD0S2017 (Jazi eR@l7), user scenarios (Ring et @019.The malicious tra c in this
CICDDoS 2019 (Sharafaldin et &019 etc. are accessible dataset includes HTTP DoS, litfating the network from
for the veri“cation of DDoS related research so far (Mirkovicinside, Brute Force SSH, and DDoS via the IRC Botnet. The
et al.2006). Also, the most of existing datasets donet contai pro“le includes HTTP, SMTP/IMAP, POP3, FTP, SSH
the mixtures of various trac like "ash tra c, low rate, high tra c. This dataset was generated using emulated network
rate, and bod types DDoS attacks. And, the validation of theenvironment. ISCX2012 dataset is labelled and imbalanced
new defense mechanism heavily requires an elegant data@eing et al.2019).
that contains the mixtures of various types of ttaAs in Two Unbiased Network Intrusion Datasets (TUIDS)
real life, any type of attack can happen to the target system @ogoi et al.2012). Authors generated two datasets, Flow
the dataset should be up to date. Our DD0S-AT-2022 datadetvel and Packet Level TUIDS. They generated the data-
di ers from the existing datasets as described in Tahtel sets over 4 week period and a distributed feature extrac-
2. Based on the above facts, in this paper, we have expandash architecture is used to extract the various features. This
the scope of our dataset by including the review of existingrchitecture was used to extract protocol-spedéatures
datasets from 2011 to 2021 tad their strengths and short- for packet and dw data independently for protocols such as
comings, DDoS attacks taxonomy, DDoS testbed design, aiddCP, UDP, and ICMP. The features extracted for packet level
implementation, and new trac types. Also, we extracted the TUIDS dataset were content-based, basic, connection-based,
features using CICFlowmeter, labeled the dataset, and thand time-based. The features extracted @ fevel TUIDS
statistics have been calculated. In this paper, the following adataset were basic, connection-based, and time-window. The

the major contributions: numbers of records in the packet level dataset are 121927
(including attack and normal trec) for training dataset
€ The DDoS attacks taxonomy has been proposed. and 86265 (including attack and normal ti@ for testing
€ The DDoS-Testbed (DD0S-TB) has been designed andhtaset. The numbers of records in tlwev’level dataset
implemented. are 52843 (including attack and normal tg for training

€ A comprehensive DD0S-AT-2022 dataset has been devalataset and 40725 (including attack and normal ¢)afor
oped which includes a mixture of legitimate t@ "ash  testing dataset.

tra ¢, and various DDoS attacks at the application and UNSWNBI15 Dataset (Moustafa and Slag015): It was

transport layer with dierent attack rates (like low, slow, developed at ACCSes Cyber Range Lab. This dataset was

and "ood). simulated for the period of 31 hours i.e. 16 hours on 22-

01-2015 and 15 hours on 17-02-2015. The IXIA Perfect-
Storm tool is used to produce both types of tra.e. legiti-

The rest of the paper has been organized as follows: Senate and malicious network tra. The tool generates nine
tion 2 describes the related work; Sectbodescribes the meth- categories of attacks that are reconnaissance attacks, DoS
odology used for developing the DDoS-AT-2022 dataset; Seattacks, exploits, fuzzers, backdoors, shellcode, generic
tion 4 expounds the DDoS attack taxonomy; Sechidalks  attacks, analysis attacks, and worms (Gu'mu’s 20a0).
about the DDoS-TB architecture and generation of the DDoShe tcpdump tool was used to record the network ¢ran
AT-2022 dataset; Sectidhlays down the features detail of the form of packets. The relevant features were retrieved
DDo0S-AT-2022 dataset and its statistics; Secfioovers the from the pcap fes using the Argus and bro-IDS tools. The
process of validating the DDoS-AT 2022 dataset; Se&ion dataset has 49 features.
explicates the conclusion and future scope of this paper. CICDo0S2017 Dataset (Jazi et al.2017, DoS 2017):

Authors have focused on application layer DoS attacks that
are ddossim, DoS GET, DoS improved GET, Slow read,
Related work Slow body, Slow headers, Slowloris, and Rudy (Yungaicela-
Naula et al2021; Lima Filho et al2019). In this dataset,
More plausible outcomes in DDoS research can be achievattack-free records from the ISCX-IDS dataset were used.
if required information from known networks is made avail-This dataset is also imbalanced and labelled.
able for study purposes. Several researchers have recentlyCICIDS2017 (IDS 2017): The CICDS2017 dataset was
conducted experiments to generate the following datasetsggenerated for 5 days from 03-07-2017 to 07-07-2017 in an






net-work
elements

Attacker: 3. Legitimate: threeSimulated

normal tra ¢ senders and
three receivers. Victims: 3

Attackers: 1000 spoofed IP Emulated
servers

address with 1000 MAC
addresses. Legitimate: 100
pro“les with 100 MAC

Count of network elements  Type of
address

used

(No)
NS
NS

Tools used: attack tdype Botnet used
(ATT)/ legitimate tra c type Y (Yes)orN

(LTT)
CyberFlood-CF20 emulator

ATT: Hping3 and slowhttpt-

ATT and LTT: Spirentes
est. LTT: D-ITG

Gordtion of experiments
other hand, solely provides
was used to deploy 12 hosts

web services
In di erent virtual servers,

server provides DNS,

The Windows server, on the
a single physical computer
simulates the Mininet net-
work emulator, the ONOS
controller, and the IDS. The
Mininet network emulator

Experimentation setup
router. Attack network: NIF  SMTP, and web services.

with PCs, one switch and

Three virtual servers, three
switches and 12 hosts

et al.202])

Realistic DDoS dataset (AlamVictim network: Two servers Victim network: The Kali
2021)

NS not speci‘ed,NIF no information found

NS (Yungaicela-Naula et al.

Table 3 (continued)
Name of datasets

1. Firstly the
existing datasets from 2011 to 2021 has been reviewed and
accordingly, the DDoS attacks taxonomy has been proposed.
Then the testbeds of existing datasets have been investigated
and testbed for the proposed DDoS-AT-2022 dataset has been
designed and implemented (details of testbed architecture is
given in sectiord). Next, the comprehensive DDoS-AT-2022
dataset has been developed by collecting the data from the
testbed of DD0S-AT-2022 dataset. At the end the developed
DDo0S-AT-2022 dataset has been compared with the existing
datasets as shown in Talileand Table. A detailed descrip-
tion of the methodology has been given in the consequent
sections.

DDOS attack taxonomy

As shown in sectio@, none of the explained datasets con-
tain all types of tra c (like legitimate tra c, "ash tra c,

and various DDoS attacks at the application and transport
layer). Therefore, the DDoS attacks taxonomy has been
proposed. The DDoS attacks taxonomy has been divided
according to the application, transport and network layer
DDoS attacks as shown in Fi.

Application layer attacks: In this category SIP, NTP, FTP,
Telnet, DNS query, SSL, SMTP, and HTTP based attacks
and "ash tra c are considered. Flash tra is similar-look-
ing normal tra ¢ (Tinubu et al. May022. In the HTTP
attacks two variations of attack are taken that axeding
and low volume. The low volume attacks are further sub-
categorized into low rate, and slow rate attacks. Slow-rate
attacks exploit the serverss timing settings by sending or
receiving data slower than anticipated, whereas low-rate
attacks transmit data in periodical short-time pulses (Yun-
gaicela-Naula et a021; Punitha et al2020). The slow rate
attacks are further divided into slow read, and slow send
attacks. Then slow send attacks are divided into slow body
and slow header types of attack.

Transport layer attacks: The UDP, TCP and NetBIOS
based attacks come under the transport layer attacks. In UDP
" 0od type the attacks using random port and same port are
taken. In the TCP types of attack Ack, Syn, RST and FIN
kinds of attack are considered.
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generated. The details of attack trmsuch as types of
attack, timings of generating attacks, tools used etc. in
the DD0S-AT-2022 dataset are given in Tahle

202]) It is a tra ¢ generator
that can be used to measure the performance of a web
server under trac load. It is very robust in nature as
is capable of generating a sustainable workload for theFeatures detail of DDOS-AT-2022 dataset
webserver. It supports HTTP/1.1 and SSL protocols. and its statistics
€ D-ITG (Botta et al2013 Avallone et al2004 2003 It
is one of the most widely used network tagenerator. The various generated tr& (as in Sectiob.2) have been
A user can specify inter-departure time and packet sizeaptured using the wireshark (Wireshark Go D26p2)
for generating real time network tra. This tool can be tool installed in capturing server and generated .péag “
used to generate network tra for network layer, trans- These .pcaples have been converted into .cdes using
port layer and application layer. It has CLI interface andCICFlowMeter-V4 (ahlashkari/CICFlowMet@022) tool.
can be installed on BSD, Linux and Windows systemsThe value of Flow TimeOut is taken as 60s in CICFlow-
Meter for the legitimate trac. The default value (i.e.
In DD0S-AT-2022 dataset, the detail of the generated20 s) of Flow TimeOut is taken (in CICFlowMeter) for
legitimate tra c is shown in Tablé DDoS attacks tra c. The default value of Activity Time-
out has been taken for legitimate tra as well as DDoS
(2) DDoS attacks traffic: Most of the attacks from the attacks tra c. The CICFlowMeter extracts features from
proposed taxonomy (as shown in F&).have been .pcap “les (CICFlowMeter/ReadMe.txt at master 2022).






Table 8 Details of Records

Dataset and no. of features Records distribution (attacks, benign) Dataset splitting details
DDoS-AT 2022 Tcp syn "ood: 69997 Total records: 458200,
and 67 features Udp "ood random: 69994 Training: 329904,

Slowread: 69951 Testing: 91640,

Flash: 69833 Validation: 36656

Flood random: 69374

Httperf: 27846

Tcp syn low: 22157 Slow header: 16112
Slow body: 15864

HTTP-Low Volume-Low Rate: 15706
Constant: 3062

Uniform: 3037

Exponential: 2519

Mix: 1486

Poison: 1262

Fwd Packet/Bulk Avg, Fwd Bytes/Bulk Avg, Bwd Bulk Rate

prdcied Vel [ pecboanc: Mais Avg, and SimillarHTTP) (Cil et al2021). In addition, two
Actual Values () [T 460) Benign (0) Accuracy: 99.91 0
Attack (1) 69718 76 e ——r other features were eliminated, namely the Inbound and Fwd
Benign (0) 2 21844 Recall: 99.89 Header Length_]__

AGSa5 The values in the dataset were then normalized using the

MinMax scaler() (sklearn.preprocessing.MinMaxScaler
2022). The labels for *BenignZ andash tra cZ were
replaced with 0, while all other types of attacks were given
B a value of 1. The details of the records are shown in Bable
2103 Murale_edh_aran and_Jarﬂ_&ﬂQ]).The tra c pro le for The initial step was to split the dataset into test and train data
both categories is shown in P and 1 respectively. using a 80:20 ratio. Secondly, the training data was further
Flash Events occur when seV(_era_ll USETS access a Complgﬁ)’ided into train and validation data in a 90:10 ratio. The
server at once (Pal et &1019). This is mainly due to some train and validation data were utilized to train and evaluate

breaking news or on the last date of job vacancies and admfﬁé model. Finally, the trained model was used to make pre-
sion forms, etc. (Behal et &017). The generateddsh traf- dictions for the tar,get values in the test data.
“cin this dataset shows the same trend as shown iAdrig. The generated DDoS-AT 2022 dataset was assessed by
means of a Deep Neural Network (DNN), which classdi*
tra cinto either benign or attack tr&. A confusion matrix
illustrating the ‘ndings has been presented in the Eid.he
NN demonstrated an accuracy of 99.91%, a precision of
9.99%, a recall of 99.89%, and an AUC value of 99.94%.

Analysis

This study employs a DNN model composed of feedforwar
neural networks (Cil et a021). The DNN model includes

an input layer, hidden layers, and an output layer (Amaizu
et al.2021). The “nal model consists of an input layevg’ Conclusion and future scope
hidden layers, and an output layer. The remaining spaei*

tions of the proposed DNN model are: 160 neurons in th?he DDosS attack interrupts the services of the target to make

rst hidden layer, 60 neurons in the other hidden Iayers,t em unavailable to legitimate users. There are many exist-

batch size of 1000, an ada”.‘ opt|m|zer,.a uniform I_<ernq g DDoS attack detection methods in theld of statisti-
initializer, 50 epochs, and activation functions of relu in the

. . L ) cal, shallow machine Learning, deep learning, etc., and also
hidden layers and sigmoid in the output layer. According t%ew defense mechanisms are being proposed by research-
paper (Cil et al2021), six "ow features (Flow ID, Source

IP. Destination IP. S Port. Destination Port. and P ers. Therefore the validation of the new defense mechanism
; ' les ina |otn_ t,h our\;:g or t defs matlr? n For ,;tn r91'eavily requires an elegant dataset that contains the mixtures
ocol) present in the csvié created from the pcape’ are of various types of trac. Therefore, it has become inevi-

not included in the DD0S-AT 2022 dataset. Additionally, thetable to develop a comprehensive DDoS-AT-2022 dataset
features that have no sigieént impact or contain a value of which includes a mixture of legitimate tra, "ash tra c

Izzsvr((j) gi\lllf g;?ﬁ;?ﬁbﬁ?&;; 1;\,\];335“'_\:25':(;2;65;; d various DDoS attacks at the application and transport
’ ’ ’ ayer with di erent attack rates (like low, slow, anddd).
URG Flags, Bwd Packet/Bulk Avg, Bwd Bytes/Bulk Avg, 4 ( )
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