
307Proceedings of the Indian National Science Academy (2023) 89:306…324 

1 3

 The generated DDoS-AT-2022 dataset has been com-
pared with other existing datasets, and a detailed comparison 
is provided in Table� 1  and  2 . It has been observed from the 
Table� 1  and  2  that many benchmark datasets are available for 
network intrusion detection domains like KDD (KDD  2020 ), 
ISCX2012, CICIDS2017 etc. but a very less number of DDoS 
benchmark datasets like CICDoS2017 (Jazi et�al.  2017 ), 
CICDDoS 2019 (Sharafaldin et�al.  2019 ) etc. are accessible 
for the veri“ cation of DDoS related research so far (Mirkovic 
et�al.  2006 ). Also, the most of existing datasets don•t contain 
the mixtures of various tra�  c like ” ash tra�  c, low rate, high 
rate, and ” ood types DDoS attacks. And, the validation of the 
new defense mechanism heavily requires an elegant dataset 
that contains the mixtures of various types of tra�  c. As in 
real life, any type of attack can happen to the target system so 
the dataset should be up to date. Our DDoS-AT-2022 dataset 
di� ers from the existing datasets as described in Table� 1  and 
 2 . Based on the above facts, in this paper, we have expanded 
the scope of our dataset by including the review of existing 
datasets from 2011 to 2021 to “ nd their strengths and short-
comings, DDoS attacks taxonomy, DDoS testbed design, and 
implementation, and new tra�  c types. Also, we extracted the 
features using CICFlowmeter, labeled the dataset, and then 
statistics have been calculated. In this paper, the following are 
the major contributions:

    €  The DDoS attacks taxonomy has been proposed.  
   €  The DDoS-Testbed (DDoS-TB) has been designed and 

implemented.  
   €  A comprehensive DDoS-AT-2022 dataset has been devel-

oped which includes a mixture of legitimate tra�  c, ” ash 
tra�  c, and various DDoS attacks at the application and 
transport layer with di� erent attack rates (like low, slow, 
and ” ood).    

    
 The rest of the paper has been organized as follows: Sec-

tion� 2  describes the related work; Section� 3  describes the meth-
odology used for developing the DDoS-AT-2022 dataset; Sec-
tion� 4  expounds the DDoS attack taxonomy; Section� 5  talks 
about the DDoS-TB architecture and generation of the DDoS-
AT-2022 dataset; Section� 6  lays down the features detail of 
DDoS-AT-2022 dataset and its statistics; Section� 7  covers the 
process of validating the DDoS-AT 2022 dataset; Section� 8  
explicates the conclusion and future scope of this paper. 

    Related work 

 More plausible outcomes in DDoS research can be achieved 
if required information from known networks is made avail-
able for study purposes. Several researchers have recently 
conducted experiments to generate the following datasets: 

  ISCX2012  (IDS  2012 ) :  Ali Shiravi et�al. produced the 
ISCX2012 dataset (Shiravi et�al.  2012 ) in 2012, It has the 
data of the seven days from 11-06-2010 to 17-06-2010 
consisting of normal and attack tra�  c. The ISCX dataset 
used two general pro“ les i.e.  α  pro“ le, which characterizes 
attack behavior and  β  pro“ le, which characterizes normal 
user scenarios (Ring et�al.  2019 ).The malicious tra�  c in this 
dataset includes HTTP DoS, In“ ltrating the network from 
inside, Brute Force SSH, and DDoS via the IRC Botnet. The 
 β  pro“ le includes HTTP, SMTP/IMAP, POP3, FTP, SSH 
tra�  c. This dataset was generated using emulated network 
environment. ISCX2012 dataset is labelled and imbalanced 
(Ring et�al.  2019 ). 

  Two Unbiased Network Intrusion Datasets (TUIDS) 
 (Gogoi et�al.  2012 ) :  Authors generated two datasets, Flow 
Level and Packet Level TUIDS. They generated the data-
sets over 4 week period and a distributed feature extrac-
tion architecture is used to extract the various features. This 
architecture was used to extract protocol-speci“ c features 
for packet and ” ow data independently for protocols such as 
TCP, UDP, and ICMP. The features extracted for packet level 
TUIDS dataset were content-based, basic, connection-based, 
and time-based. The features extracted for ” ow level TUIDS 
dataset were basic, connection-based, and time-window. The 
numbers of records in the packet level dataset are 121927 
(including attack and normal tra�  c) for training dataset 
and 86265 (including attack and normal tra�  c) for testing 
dataset. The numbers of records in the ” ow level dataset 
are 52843 (including attack and normal tra�  c) for training 
dataset and 40725 (including attack and normal tra�  c) for 
testing dataset. 

  UNSWNB15 Dataset  (Moustafa and Slay  2015 ) :  It was 
developed at ACCS•s Cyber Range Lab. This dataset was 
simulated for the period of 31 hours i.e. 16 hours on 22- 
01-2015 and 15 hours on 17-02-2015. The IXIA Perfect-
Storm tool is used to produce both types of tra�  c i.e. legiti-
mate and malicious network tra�  c. The tool generates nine 
categories of attacks that are reconnaissance attacks, DoS 
attacks, exploits, fuzzers, backdoors, shellcode, generic 
attacks, analysis attacks, and worms (Gu¨mu¨s et�al.  2020 ). 
The tcpdump tool was used to record the network tra�  c in 
the form of packets. The relevant features were retrieved 
from the pcap “ les using the Argus and bro-IDS tools. The 
dataset has 49 features. 

  CICDoS2017 Dataset  (Jazi et� al.  2017 ; DoS  2017 ) :  
Authors have focused on application layer DoS attacks that 
are ddossim, DoS GET, DoS improved GET, Slow read, 
Slow body, Slow headers, Slowloris, and Rudy (Yungaicela-
Naula et�al.  2021 ; Lima Filho et�al.  2019 ). In this dataset, 
attack-free records from the ISCX-IDS dataset were used. 
This dataset is also imbalanced and labelled. 

  CICIDS2017  (IDS  2017 ) :  The CICDS2017 dataset was 
generated for 5 days from 03-07-2017 to 07-07-2017 in an 
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includes legitimate tra�  c, ” ash tra�  c, and various DDoS 
attacks at the application and transport layer with di� erent 
attack rates (like low, slow, and ” ood).  

    Methodology 

 In this research work, the methodology used to generate 
the DDoS-AT- 2022 dataset is shown in Fig.� 1 . Firstly the 
existing datasets from 2011 to 2021 has been reviewed and 
accordingly, the DDoS attacks taxonomy has been proposed. 
Then the testbeds of existing datasets have been investigated 
and testbed for the proposed DDoS-AT-2022 dataset has been 
designed and implemented (details of testbed architecture is 
given in section� 5 ). Next, the comprehensive DDoS-AT-2022 
dataset has been developed by collecting the data from the 
testbed of DDoS-AT-2022 dataset. At the end the developed 
DDoS-AT-2022 dataset has been compared with the existing 
datasets as shown in Table� 1  and Table� 2 . A detailed descrip-
tion of the methodology has been given in the consequent 
sections.         

    DDOS attack taxonomy 

 As shown in section� 2 , none of the explained datasets con-
tain all types of tra�  c (like legitimate tra�  c, ” ash tra�  c, 
and various DDoS attacks at the application and transport 
layer). Therefore, the DDoS attacks taxonomy has been 
proposed. The DDoS attacks taxonomy has been divided 
according to the application, transport and network layer 
DDoS attacks as shown in Fig.� 2 :         

  Application layer attacks:  In this category SIP, NTP, FTP, 
Telnet, DNS query, SSL, SMTP, and HTTP based attacks 
and ” ash tra�  c are considered. Flash tra�  c is similar-look-
ing normal tra�  c (Tinubu et�al. May  2022 ). In the HTTP 
attacks two variations of attack are taken that are ” ooding 
and low volume. The low volume attacks are further sub-
categorized into low rate, and slow rate attacks. Slow-rate 
attacks exploit the server•s timing settings by sending or 
receiving data slower than anticipated, whereas low-rate 
attacks transmit data in periodical short-time pulses (Yun-
gaicela-Naula et�al.  2021 ; Punitha et�al.  2020 ). The slow rate 
attacks are further divided into slow read, and slow send 
attacks. Then slow send attacks are divided into slow body 
and slow header types of attack. 

  Transport layer attacks:  The UDP, TCP and NetBIOS 
based attacks come under the transport layer attacks. In UDP 
” ood type the attacks using random port and same port are 
taken. In the TCP types of attack Ack, Syn, RST and FIN 
kinds of attack are considered. 
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  Table 4       Details related to tra�  c types, features of existing datasets  

  Name of datasets    Metadata 
 Y (Yes) 
or N 
(No)  

  Duration    Legitimate tra�  c types    Feature extraction and 
tra�  c monitoring tools  

  Nature of data    No. of features    Bal-
anced/
labelled  

  ISCXIDS2012 IDS 
 2012 ; Shiravi et�al. 
 2012 )  

  Y    7�days    Using  β  pro“ le: HTTP, 
SMTP/ IMAP, POP3 
FTP, SSH  

  Tcpdump    Packet, ” ow    8    N/Y  

  Packet level and ” ow 
level TUIDS intru-
sion datasets (Gogoi 
et�al.  2012 )  

  NIF    4�week    NIF    Packet:gulp, 
wireshark,tcptrace 
5, C programs and 
Perl scripts. Flow: 
NetFlowprotocol, 
nfdump, C programs  

  Packet, ” ow    Packet level: 50, 
” ow level: 24  

  N/Y  

  UNSW-NB15 
Moustafa and Slay 
 2015 )  

  Y    31�h    Natural transaction 
data  

  Tcpdump, Argus, 
Bro-IDS  

  Packet, 
 other  

  49    N/Y  

  CICDoS2017 (Jazi 
et�al.  2017 ; DoS 
 2017 )  

  N    24�h    Attack-free traces 
from the ISCX-IDS 
dataset  

  NS    Flow    NS    N/Y  

  CICIDS2017 
 (IDS  2017 )  

  Y    5 Days    Based on the HTTP, 
SSH, FTP, HTTPS, 
and email protocols, 
authors created the 
abstract be- haviour 
of 25 users  

  CICFlowMeter-V3    Packet, 
 ” ow  

  80    N/Y  

  CSE-CIC-IDS  2018     Y    10�days    HTTPS, SMTP, HTTP, 
IMAP, SSH, POP3, 
and FTP  

  CICFlowMeter-V3    Flow    80    N/Y  

  CICDDoS 2019 
(Sharafaldin et�al. 
 2019 ; DDoS  2019  )  

  Y    2 Days    HTTP, HTTPS, FTP, 
SSH, andemail 
protocols  

  CICFlowMeter-V3    Flow    More than 80    N/Y  

  ANTS2019 (Sabeel 
et�al.  2019 )  

  N    Not speci“ ed    ICMP    Wiresharkand CIC-
FlowMeter  

  Flow    78    NS  

  Customized dataset 
(Lima Filho et�al. 
 2019 )  

  N    24�h    NIF    NS    Flow    33    N/Y  

  NS (Priyadarshini and 
Barik  2019 )  

  N    NS    NS    TCPDump    NIF    NIF    NS  

  Benign and Slow 
DDoS AttackTraf-
“ c (Nugraha and 
Murthy  2020   

  N    NS    HTTP and UDP    Flow collector, 
feature extractor and 
calcula-tor modules  

  Flow    NIF    NS  

  SDN simulated data 
(Assis et�al.  2020 )  

  N    7 Days    NIF    OpenFlowprotocol 
performsdata col-
lection  

  Flow    6    NS  

  Intrusion SDN Dataset 
(InSDN) (Elsayed 
et�al.  2020 )  

  Y    NIF    HTTPS, HTTP, 
SSH, mail, DNS, 
YouTube, Facebook, 
Email, Skype voice, 
FTP, Telnet, etc  

  CICFlowmeter, Tcp- 
dump  

  Packet, 
 ” ow  

  83    N/Y  

  Realistic DDoS dataset 
(Alam et�al.  2021 )  

  N    NIF    HTTP1.0, HTTPs, 
HTTP1.1, FTP, 
Telnet, SSH-Login, 
SMTP, RTSP, POP3, 
SIP, BitTorre, CIFS/
SMB, Exchange, 
IMAP4, SSH, Face-
book tra�  c  

  Tcpdump, CICFlow-
Meter  

  Flow    83    N/Y  
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have been used to generate legitimate tra�  c and for this 
purpose, httperf and Distributed Internet Tra�  c Gen-
erator (D-ITG) tra�  c generators are used. The details 
of these tools are given as below.   

  €       HTTPerf ( GitHub-httperf  2021 ) It is a tra�  c generator 
that can be used to measure the performance of a web 
server under tra�  c load. It is very robust in nature as 
is capable of generating a sustainable workload for the 
webserver. It supports HTTP/1.1 and SSL protocols.   

  €       D-ITG ( Botta et�al.  2013 ; Avallone et�al.  2004 ,  2003 ) It 
is one of the most widely used network tra�  c generator. 
A user can specify inter-departure time and packet size 
for generating real time network tra�  c. This tool can be 
used to generate network tra�  c for network layer, trans-
port layer and application layer. It has CLI interface and 
can be installed on BSD, Linux and Windows systems.     

 In DDoS-AT-2022 dataset, the detail of the generated 
legitimate tra�  c is shown in Table� 6 

   (2)       DDoS attacks traffi  c:  Most of the attacks from the 
proposed taxonomy (as shown in Fig.�  2 ) have been 

generated. The details of attack tra�  c such as types of 
attack, timings of generating attacks, tools used etc. in 
the DDoS-AT-2022 dataset are given in Table� 7 .     

    

     Features detail of�DDOS-AT-2022 dataset 
and�its statistics 

 The various generated tra�  c (as in Section� 5.2 ) have been 
captured using the wireshark (Wireshark Go Deep  2022 ) 
tool installed in capturing server and generated .pcap “ les. 
These .pcap “ les have been converted into .csv “ les using 
CICFlowMeter-V4 (ahlashkari/CICFlowMeter  2022 ) tool. 
The value of Flow TimeOut is taken as 60s in CICFlow-
Meter for the legitimate tra�  c. The default value (i.e. 
120 s) of Flow TimeOut is taken (in CICFlowMeter) for 
DDoS attacks tra�  c. The default value of Activity Time-
out has been taken for legitimate tra�  c as well as DDoS 
attacks tra�  c. The CICFlowMeter extracts features from 
.pcap “ les (CICFlowMeter/ReadMe.txt at master 2022). 

  Fig. 3       DDoS-TB architecture  
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 2105 ; Muraleedharan and Janet  2021 ).The tra�  c pro“ le for 
both categories is shown in Fig.� 4 e and f respectively. 

 Flash Events occur when several users access a computer 
server at once (Pal et�al.  2012 ). This is mainly due to some 
breaking news or on the last date of job vacancies and admis-
sion forms, etc. (Behal et�al.  2017 ). The generated ” ash traf-
“ c in this dataset shows the same trend as shown in Fig.� 4 g. 

    Analysis 

 This study employs a DNN model composed of feedforward 
neural networks (Cil et�al.  2021 ). The DNN model includes 
an input layer, hidden layers, and an output layer (Amaizu 
et�al.  2021 ). The “ nal model consists of an input layer, “ ve 
hidden layers, and an output layer. The remaining speci“ ca-
tions of the proposed DNN model are: 160 neurons in the 
“ rst hidden layer, 60 neurons in the other hidden layers, a 
batch size of 1000, an adam optimizer, a uniform kernel 
initializer, 50 epochs, and activation functions of relu in the 
hidden layers and sigmoid in the output layer. According to 
paper (Cil et�al.  2021 ), six ” ow features (Flow ID, Source 
IP, Destination IP, Source Port, Destination Port, and Pro-
tocol) present in the csv “ le created from the pcap “ le are 
not included in the DDoS-AT 2022 dataset. Additionally, the 
features that have no signi“ cant impact or contain a value of 
zero have been removed, which are 11 features (Timestamp, 
Fwd Bulk Rate Avg, Bwd PSH Flags, Bwd URG Flags, Fwd 
URG Flags, Bwd Packet/Bulk Avg, Bwd Bytes/Bulk Avg, 

Fwd Packet/Bulk Avg, Fwd Bytes/Bulk Avg, Bwd Bulk Rate 
Avg, and SimillarHTTP) (Cil et�al.  2021 ). In addition, two 
other features were eliminated, namely the Inbound and Fwd 
Header Length.1. 

 The values in the dataset were then normalized using the 
MinMax scaler() (sklearn.preprocessing.MinMaxScaler 
2022). The labels for •BenignŽ and •” ash tra�  cŽ were 
replaced with 0, while all other types of attacks were given 
a value of 1. The details of the records are shown in Table� 8 . 
The initial step was to split the dataset into test and train data 
using a 80:20 ratio. Secondly, the training data was further 
divided into train and validation data in a 90:10 ratio. The 
train and validation data were utilized to train and evaluate 
the model. Finally, the trained model was used to make pre-
dictions for the target values in the test data.  

 The generated DDoS-AT 2022 dataset was assessed by 
means of a Deep Neural Network (DNN), which classi“ ed 
tra�  c into either benign or attack tra�  c. A confusion matrix 
illustrating the “ ndings has been presented in the Fig.� 5 . The 
DNN demonstrated an accuracy of 99.91%, a precision of 
99.99%, a recall of 99.89%, and an AUC value of 99.94%.         

    Conclusion and�future scope 

 The DDoS attack interrupts the services of the target to make 
them unavailable to legitimate users. There are many exist-
ing DDoS attack detection methods in the “ eld of statisti-
cal, shallow machine Learning, deep learning, etc., and also 
new defense mechanisms are being proposed by research-
ers. Therefore the validation of the new defense mechanism 
heavily requires an elegant dataset that contains the mixtures 
of various types of tra�  c. Therefore, it has become inevi-
table to develop a comprehensive DDoS-AT-2022 dataset 
which includes a mixture of legitimate tra�  c, ” ash tra�  c, 
and various DDoS attacks at the application and transport 
layer with di� erent attack rates (like low, slow, and ” ood). 

  Table 8       Details of Records    Dataset and no. of features    Records distribution (attacks, benign)    Dataset splitting details  

  DDoS-AT 2022 
 and 67 features  

  Tcp syn ” ood: 69997 
 Udp ” ood random: 69994 
 Slowread: 69951 
 Flash: 69833 
 Flood random: 69374 
 Httperf: 27846 
 Tcp syn low: 22157 Slow header: 16112 
 Slow body: 15864 
 HTTP-Low Volume-Low Rate: 15706 
 Constant: 3062 
 Uniform: 3037 
 Exponential: 2519 
 Mix: 1486 
  Poison: 1262   

  Total records: 458200, 
 Training: 329904, 
 Testing: 91640, 
 Validation: 36656  

  Fig. 5       Confusion matrix  
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 In this paper, e� orts have been made to generate a state-
of-the-art DDoS attack-based dataset using scalable and 
emulation-based DDoS-TB. An at- tempt has been made 
to incorporate legitimate tra�  c, ” ash tra�  c, application, 
and transport layer DDoS attacks with different attack 
rates into a single collective DDoS-AT-2022 dataset. In 
the DDoS-AT-2022 dataset, 83 features and one column 
for the label have been extracted using CICFlowMeter-V4. 
Then the labeled DDoS-AT-2022 dataset with statistics has 
been delivered. The future scope of this work is that the 
details of the testbed and scenarios explained here are used 
to create legitimate as well as attack tra�  c that can easily 
be examined, improved, and used according to the need of 
the research community. 

 In the future, we aim to enrich the current dataset by add-
ing more varieties of attacks and legitimate tra�  c with dif-
ferent attack rates at other layers (like network, and datalink 
layers). 
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