
Vol.:(0123456789)1 3

Proceedings of the Indian National Science Academy (2023) 89:429–444 
https://doi.org/10.1007/s43538-023-00182-w

                     REVIEW ARTICLE 

 Machine learning and deep learning techniques for detecting 
malicious android applications: An empirical analysis 

                                                       Parnika     Bhat   1,2   ·  Sunny     Behal   1,2       ·  Kamlesh     Dutta   1,2  

 Received: 16 March 2023 / Accepted: 4 June 2023   / Published online: 21 June 2023
©   Indian National Science Academy      2023  

                     Abstract 
 The open system architecture of android makes it vulnerable to a variety of cyberattacks. Cybercriminals use android appli-

cations to intrude into the system and steal confi dential data. This situation poses a threat to user privacy and integrity of 

the system. This paper proposes a static analysis approach to detect malicious and benign Android applications using vari-

ous machine learning and deep learning algorithms. The proposed work has been validated using a bench marked dataset 

comprising 11,449 benign and malicious Android applications. The proposed approach applies a wrapper-based feature 

selection method to fi lter irrelevant features. The results clearly show that the deep learning algorithms of DBN and MLP 

outperformed machine learning algorithms in detecting malicious Android applications. 

   Keywords     Android    ·  Deep learning    ·  Malware detection    ·  Machine learning    ·  Static analysis  

      Introduction 

 The ubiquitous use of embedded and miniaturized electronic 

components has revolutionized the smartphone market. 

Undoubtedly smartphones have been benefi cial for society 

as they help connect the masses worldwide and provide them 

a platform to exchange information in real-time. There are 

more than 6 billion smartphone users worldwide, and as per 

the predictions, this number will increase exponentially in 

the coming years (O’Dea  2016 ). As per the reports, Android 

leads the mobile OS (Operating System) market share by 

72.44%, followed by iOS (26.75%) (Mobile operating sys-

tem market share worldwide  2021 ). Mobile applications play 

a huge role in everyday lives. Applications allow people to 

communicate, access information, manage personal data 

and, also make payments. 

 During the COVID-19 pandemic, applications played a 

critical role in maintaining social distancing (App down-

load and usage statistics  2020 ). Reports suggest the mobile 

applications market will generate a high profi t ($935 billion) 

by 2023. Google Play is the offi  cial Android app store with 

around 2.87 million applications ( 2021 ). As per the mal-

ware report by Kaspersky and McAfee, the rate of mobile 

malware has increased dramatically. The second quarter of 

2021 observes more than 14.4 million malicious attacks on 

mobile. 61.43% of the threats reported were Adware. The 

most frequent malicious object detected belongs to AdWare.

AndroidOS.Ewind family (65.17%) (Quarter  2021 ; Quar-

ter  2021 ). The growing market of Android has lured cyber 

attackers as well. Attackers mostly use Android applica-

tions to send malware and other viruses to evade the target 

device. The Android security issue is daunting; one of the 

main reasons can be its open-ended platform, the volume 

of data, security loopholes in app development, and down-

loading applications from third- party platforms (Bhat and 

Dutta  2021 ). 

 So far, researchers have proposed various tools and tech-

niques to protect Android devices. Static, dynamic, and 

hybrid analysis are three approaches to detect malware. 

The static analysis calls for extracting features from mani-

fest or dex fi les. Manifest fi les include features like permis-

sions, intent, packages, activity, and the dex fi le comprises 

opcodes, API calls, native code-like features. Likewise, 
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dynamic analysis requires the extraction of dynamic features 

such as CPU usage, Battery consumption, network traffi  c, 

system calls during runtime. A hybrid analysis relies on a 

combination of both static and dynamic features (Liu et al. 

 2020 ). A static approach for malware detection provides an 

extensive analysis of applications. Dynamic analysis is effi  -

cacious in detecting previously unknown attacks but, there 

is a risk of triggering the malicious code while executing the 

applications. Also, it takes a longer time to fi nd the mali-

cious code and cannot provide complete code coverage. 

Static analysis results in a thorough analysis of code and 

is cost-effi  cient as compared to dynamic analysis (Li et al. 

 2019 ; Kapratwar et al.  2017 ). 

 Android malware detection methods are of two types sig-

nature and behavior-based. The signature-based detection 

methods are simple and effi  cient but can only identify sig-

natures or patterns of the known attacks. These methods fail 

to detect previously unknown attacks. Most Antivirus uses 

known signatures to detect malware. Unlike the signature-

based technique, the behavior-based analysis approach uses 

machine learning algorithms to classify and detect malware. 

These methods learn from the environment and can detect 

previously unknown malicious attacks (Souri and Hosseini 

 2018 ). 

 Machine learning is emerging as the leading method to 

identify malicious attacks from voluminous data. Machine 

learning techniques can detect both known and unknown 

attacks (Senanayake et al.  2021 ). It is a statistical approach 

that lets a machine perform a task (make a prediction) based 

on the previously learned information. Unlike traditional 

detection approaches, there is no need to explicitly program 

machine learning algorithms for what actions to perform 

for new data (unknown attacks). Programmers craft these 

algorithms in a way that they can learn and improvise with 

time when exposed to previously unknown data (Gibert et al. 

 2020 ; Singh  2018 ). Supervised, unsupervised, semi super-

vised, and reinforcement approaches are four categories of 

machine learning algorithms. The supervised approach relies 

on a correctly labeled dataset for training (Moubayed et al. 

 2018 ). The unsupervised approach does not need to rely on a 

labeled dataset for training. The approach identifi es the rela-

tionship between correlated data points from an unlabelled 

dataset using a clustering approach. The semi-supervised 

algorithm is an amalgamation of both methods. It is applied 

when the dataset contains both labeled and unlabelled data 

(Pise and Kulkarni  2008 ). The reinforcement machine learn-

ing method learns from its environment, updates parameters 

based on the feedback, and takes necessary actions using a 

trial and error strategy. Further, deep learning algorithms 

are a subset of machine learning algorithms. These are neu-

ral networks with  n  number of hidden (processing) layers 

that make predictions from a large dataset (Shrestha and 

Mahmood  2019 ). 

 Cybercriminals are continually developing new strate-

gies and methods to exploit security vulnerabilities in the 

Android operating system. The relentless malicious attacks 

on the Android platform are challenging the existing security 

mechanism. There is always a need to fi nd superior and effi  -

cient malware detection techniques to detect sophisticated 

attacks. With the increasing volume of data and malicious 

attacks in the proposed approach, we apply various machine 

learning algorithms to classify applications as malicious and 

or benign. Over the last few decades, the machine learning 

algorithm has altered the malware detection process. These 

algorithms can identify malicious fi les from a large volume 

of data with a high Accuracy rate. They can also learn new 

patterns or signatures from the environment, which plays a 

signifi cant role in identifying unknown malicious attacks. 

Further, the approach employs static analysis to extensively 

analyze the code and structure of the applications without 

executing the program. 

 The major contributions of this paper can be summarized 

as follows:

    •  Static analysis based approach is proposed to classify 

various android applications using the features extracted 

from manifest and dex fi les.  

   •  Proposed approach is validated using a set of bench- 

marked datasets.  

   •  The redundant features are removed using Recursive Fea-

ture Elimination (RFE) method to improve the classifi ca-

tion performance.  

   •  As part of the work, an extensive experimental empirical 

analysis is done to verify the effi  cacy and accuracy of 

various existing supervised and unsupervised machine 

learning and deep learning algorithms in terms of various 

detection system evaluation metrics.    

 The rest of the paper is organized as follows: “ Related 

work ” gives a detailed discussion of the related work and, 

“ Proposed methodology ” presents the proposed work. 

“ Results and discussion ” provides experimental results, fol-

lowed by comparative analysis in “ Comparison with existing 

works ”. “ Conclusion ” concludes the work. 

    Related work 

 Android is an open-source operating system based on a 

modifi ed version of the Linux kernel called the mono-

lithic kernel. It comes with special-purpose libraries and 

Application Programming Interfaces (APIs). These APIs 

are for interaction among the diff erent layers of the oper-

ating system (Okoi  2020 ). The open system architecture 

of Android makes it vulnerable to attacks. The Android 

security system has evolved over the Lears. Android comes 
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with a built-in security mechanism, Sandboxing and, a 

permission-based system. These security aspects defend 

the system from attacks to a certain extent (Developers 

 2021 ; Bradshaw  2020 ). Users usually download applica-

tions from third-party or unauthorized stores that can be 

malicious applications. Also, applications request permis-

sions to access resources at installation time for its proper 

functioning, granting such permissions can jeopardize the 

system’s security (Gontovnikas  2021 ). 

 Malware developers are continually working on fi nd-

ing unconventional ways to evade the system and steal 

critical information (Whittaker  2021 ; McAfee  2021 ). With 

the exceedingly large data and incessant attacks on the 

Android platform, it is impossible to detect and classify 

using manual or traditional methods. Researchers are also 

developing tools and techniques to strengthen the security 

of the Android operating system. Many researchers have 

proposed various machine learning- based malware detec-

tion tools and techniques. 

 Significant Permission IDentification (SIGPID) (Li 

et al.  2018 ), a method to detect malicious applications 

using signifi cant permissions. The approach fi lters irrel-

evant features in three steps. The fi rst step is permission 

ranking with negative rate, which ranks permissions based 

on usage by malicious and benign fi les. The approach then 

fi lters resultant permissions by removing permissions that 

show low support or are unimportant for classifi cation. 

To further reduce the number of features (permissions) 

method applies an associate rule mining algorithm. For 

performance analysis approach employs supervised clas-

sifi cation algorithms with resultant 22 permissions. SVM 

classifi es applications with the highest Accuracy. 

 Static analysis of Android applications by Kabakus 

et al. (Kabakus  2019 ) shows that Random Forest performs 

best (98.7% Accuracy) with 1000 decision trees among 

various supervised machine learning algorithms. Dataset 

consists of 2902 benign and 7756 malicious applications. 

The approach fi rst extracts features from the manifest and 

dex fi les using Apktool and then applies the Informa-

tion Gain method to select the relevant feature set. The 

researcher also lists the top features with the highest Infor-

mation Gain score. 

 Zaabi et al. ( 2020 ), in their work, used a dataset of 4000 

applications and seven machine learning algorithms for clas-

sifi cation. Authors use Androguard and Flowdroid tools to 

extract the features from the manifest and dex fi les. Five fea-

tures extracted from manifest and dex fi les are permissions, 

service, activities, API calls, and opcodes. The next step is to 

feed the relevant features as input to the algorithms. Accord-

ing to the results, Gaussian Process shows the highest Accu-

racy rate of 83%, followed by Random Forest and Decision 

Trees with 82% Accuracy. Han et al. ( 2020 ) employ SVM, 

a supervised machine learning algorithm, to classify 58,602 

applications as benign and malicious. The approach focuses 

on the use of API calls by the applications. The premise of 

the research is that applications will usually request fewer 

APIs. Any unusual behavior indicates malicious activity. 

Linear SVM shows the highest Accuracy rate of 99.75% 

and a Recall rate of 99.97%. 

 Dhalaria et al. ( 2020 ) extract API calls from dex fi les, 

Intents, and permissions from manifest fi les, to statically 

analyze Android applications. The work applies SVM, 

K-NN, Decision Tree, and Random Forest algorithm to clas-

sify 3547 applications. Among four classifi ers, Random For-

est performs well for both cases when considering an indi-

vidual feature and when using all three (95.9% Accuracy). 

Results show that using a combination of features results in 

a high Accuracy rate than using a single feature set. 

 Mcdonald et al. ( 2021 ), in their approach, analyze the 

performance of Random Forest, Support Vector Machine, 

Gaussian Naive Bayes, and K-Means machine learning algo-

rithm to classify 4579 benign and 6000 malicious applica-

tions. The work relies on permissions from manifest fi les as 

features to analyze the applications. Apktool is employed to 

fetch the manifest fi le from the .apk package. Random Forest 

algorithm shows the highest Accuracy rate of 81.53% and a 

Recall of 85.85%. The authors also analyze the performance 

of Antivirus tools like VirusTotal for detecting malicious 

fi les. Results show that commercial Antivirus tools have a 

low detection rate in case of previously unknown malware. 

 R-MFDroid proposed by Khariwal et al. ( 2021 ) is an 

Android malware detection technique that uses seven static 

features extracted from the manifest fi le. The dataset com-

prises 10,414 non-malicious and 5707 malware fi les. The 

approach applies machine learning techniques like Support 

Vector Machine, XGBoost, Random Forest, and Neural net-

work (deep learning) to classify the applications as mali-

cious and benign. Before proceeding with classifi cation, the 

work applies the Information Gain method to the features 

extracted from .apk fi les and selects the 25 most promi-

nent features for training the classifi ers. The SVM classi-

fi es applications with an Accuracy rate and F1-Score nearly 

equal to 97%. 

 The permission-based static analysis approach pro-

posed by Arif et al. ( 2021 ) analyzes 10,000 Android .apk 

fi les in which there are 5000 malicious and 5000 benign 

applications. 

 The method uses three feature selection methods (PSO, 

Information gain, and Evolutionary) separately to select 

the top 20 optimal sets of features. In the next step, the 

approach trains various machine learning algorithms using 

the optimal feature set and analyzes the performance of each 

algorithm to classify applications. Random forest shows 

best results with the features selected by Particle Swam 

Optimization (PSO) approach (92% TPR). Another static 

analysis approach proposed by Lee et al. ( 2021 ) employs 
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permission and API calls as features to train the machine 

learning algorithm. Researchers use the Androguard tool to 

extract these features from the manifest fi le. The next step 

applies Information gain and genetic algorithms to select 

optimal features for training algorithms. The proposed work 

analyzes the performance of machine learning algorithms 

for three cases. The fi rst case is without applying the feature 

selection method, (2) with features selected using the Infor-

mation gain method and, (3) genetic algorithm. The dataset 

consists of 5000 malicious and 2500 non-malicious applica-

tions. Results show that supervised algorithms, Sequential 

Minimal Optimization (SMO), perform well in the fi rst case, 

IBk (Instance-Bases learning with parameter k) with features 

selected using Information gain, and the genetic algorithm 

perform better with the Multilayer Perceptron algorithm. 

 Millar et al. ( 2021 ) employ Convolutional Neural Net-

work (CNN), a deep learning approach to classify benign 

and malicious applications. Model use opcodes, API calls, 

and permissions as features. The researchers collect mali-

cious applications from different data sources, Drebin 

(5560), AMD (24,553), Malgenome (1260), and Intel Secu-

rity (9902). The work analyzes the performance of CNN for 

classifying malware belonging to diff erent families. Evalu-

ation of zero-day attack scenario shows CNN achieves a 

detection rate of 91% with Drebin and 81% with AMD. Also, 

the method results in a low false-positive rate. Qui et al. 

( 2019 ) proposes a method Automatic Capability Annotation 

for Android Malware (A3CM) that automatically detects 

and annotates previously unknown malware. The approach 

extracts semantic features and uses numerical vectors to rep-

resent the features. For classifi cation method uses SVM, DT, 

and Deep Neural Network (DNN), DNN shows higher per-

formance with A3CM for multi-class malware family clas-

sifi cation. Their approach relies on a limited dataset of 6899 

annotated malicious samples. Also, tuning the parameters of 

DNN lowers the performance of the system. 

 Padmavathi et al. ( 2022 ) proposed a dynamic analysis 

framework that uses hidden data points of malware for ana-

lyzing Android applications. For classifi cation, the work 

considers various unsupervised machine learning models. 

To evaluate the performance of classifi ers, the authors utilize 

internal and external validation metrics. Results show that 

the k-means clustering model outperforms all the methods 

with an accuracy rate of 88%. 

 A dynamic analysis approach proposed by Islam et al. 

( 2023 ) uses weighted voting, an ensemble machine-learn-

ing approach for malware classifi cation. Authors perform 

extensive experimentation using various machine learning 

classifi ers as a part of the ensemble method with the RFE 

feature selection method. The proposed method classifi es 

applications with a 95% accuracy rate. 

 Surendran et al. ( 2020 ) proposed TAN (Tree Augmented 

naive Bayes), a hybrid approach for malware analysis of 

Android applications. The work considers a combination 

of two static feature sets, API calls, and permissions, and 

one dynamic feature set system calls for malware analysis. 

For classifi cation, the approach employs an L2 regulariza-

tion technique that detects malicious applications with an 

accuracy rate of 97%. 

 Another hybrid analysis approach, TrojanDetector, pro-

posed by Ullah et al. ( 2022 ), combines static (application-

level, package-level) and dynamic (user-level) features for 

analyzing Android applications. Authors have employed 

conventional algorithms like SVM, DT, LR, and Random 

Forest for classifi cation. SVM shows the highest accuracy 

rate of 96.64% in classifying malicious applications. 

 The proposed work addresses the following research 

gaps:

    •  Unlike the related work, the proposed work focuses on 

multiple features set for classifi cation. This work gives 

equal importance to all the relevant feature sets. Using 

various feature sets increases the overall accuracy of the 

classifi er in identifying malicious applications.  

   •  The proposed approach extracts features of manifest.

xml and dex fi les present in the.apk package. Before the 

training phase, the proposed work applies a feature selec-

tion method (RFE) to drop an insignifi cant set of features 

from the dataset. This step reduces the time and compu-

tational overhead.  

   •  The proposed work empirically analyzes the performance 

of various supervised ank unsupervised machine and 

deep learning algorithms in detecting malicious android 

appli- cations on a set of detection system evaluation 

metrics.    

    Proposed methodology 

 Applying machine learning algorithms for malware detec- 

tion comprises feature extraction and training the algorithm 

on relevant feature set. Feature extraction requires deriving a 

suitable set of features from .apk fi les (Bhat and Dutta  2021 ). 

 The proposed work extracts features from manifest and 

dex fi les of the .apk package. The next step is feature selec-

tion, where the method applies Recursive Feature Elimina-

tion (RFE) to fi lter insignifi cant feature sets. It is a wrapper-

based feature selection method that is easy to implement 

and design. The approach uses the remaining set of features 

for training. After the training phase, the proposed work 

applies supervised machine and deep learning algorithms 

to classify malicious and benign applications. The pro-

posed work employs the K- Means algorithm, a clustering-

based approach to analyze the performance of unsupervised 

machine learning, refer to Fig.  1 . Further, this section dis-

cusses these steps in detail.         
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 The proposed work employs AndroPyTool for extract-

ing static features from the .apk fi les. It is an open-source 

tool that converts .apk fi les into a required format; the 

process is called reverse engineering. The AndroPyTool 

(Martín et al.  2018 ; AndroPyTool  2019 ) fi rst extracts the 

static features from the .apk fi le saves them in a string for-

mat into a JSON fi le. The tool converts the JSON fi les into 

CSV fi les. The CSV fi les consisting of static features are 

input to the classifi ers, it stores the data in a matrix form, 

Benign and Reverse manifest.xml, Feature 

Malicious Engineering .dex files Extraction

Dataset AndroPyTool

Selected 

Feature Set

Classification

Test Dataset
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  Fig. 1       Proposed methodology  
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where rows represent an application (.apk) and columns 

represent the features. The value in the matrix denotes 

whether a feature is present in the application or not. 

   Features used 

 The proposed work uses a set of nine static features: Permis-

sions, Intents, API packages, API calls, Activities, Receiv-

ers, Services, Opcodes, and System commands for analysis. 

Each feature set is considered equivalently signifi cant for 

malware detection. AndroPyTool extracts features from 

the manifest.xml and .dex fi les in the .apk package. A brief 

description of the features is as follows:

   (1)       Permissions (Pe) : For an Android application to use 

any system resources, it needs permission. Application 

developers mention all the permissions required by the 

Android app to run smoothly in advance in the .mani-

fest fi le. Android permissions are the most widely used 

feature set for detecting malicious attacks (Developers 

 2021 ).   

  (2)       Intents (Int) : Developers use an Android intent to com-

municate between the components like receiver, ser-

vice, activity. Android intent carries information about 

the data and the action associated with it. It describes 

all the activities an Android application will perform 

on the system. Two categories of Intents are, Implicit 

and Explicit. Explicit Intent explicitly specifies a 

component, while Implicit does not specify the class 

to be invoked by the method. Any deviation from the 

usual pattern of the Intents indicates malicious activity 

(JavaTpoint  2021 ; Developers  2021 ).   

  (3)       API packages (AP)  Android application components 

are in the form of Java classes. Packages are a group 

of related Java classes. Malware detection techniques 

analyze the pattern of usage of these packages in appli- 

cations to detect a malicious attack. These packages are 

also called Java class library or Java API (Application 

Programming Interface) (Developers  2021 ; Paul Deitel 

 2014 ).   

  (4)       API Calls (AC)  An API call is a protocol to call a func-

tion existing in a pre-installed package. It is a signifi -

cant feature for analyzing the behavior of an applica-

tion. The API call feature counts the number of times 

an Application invokes an API call. If a malware 

analysis technique observes variation from the known 

behavior, it classifi es the application as malicious (Blog 

 2021 ; Fernand  2016 ).   

  (5)       Activities (A)  Android activity is a java class with well- 

defi ned functions. As the application switches between 

diff erent App states, it triggers these functions. Users 

can override and redefi ne these functions to perform 

any task. An activity is responsible for controlling four 

App states Active, Paused, Stopped, and Destroyed. 

When a user presses on an icon of an App, it invokes 

the MainActivity, which transfers control to the onCre-

ate() method, and execution starts. A malware analysis 

approach uses this feature to trace API calls and Inter- 

Component Communications (ICC) to detect malware 

(S.T.P Ltd  2021 ).   

  (6)       Receivers (R)  The receiver (Broadcast receiver) is 

one of the components of an Android application that 

allows applications to collect the intents sent (broad-

cast) by other applications or the system. Its working 

is not dependent on whether or not other Apps compo-

nents are running. An application must use a limited 

number of broadcast receivers, as too many broadcast 

receivers 1 starts with all the features in the subset and 

iteratively removes the one that scores low rank until 

the required number is left.-continues to run even when 

the application is not running in the foreground. For 

interprocess communication, an application compo-

nent like activity or the receiver binds to the service. 

A service can perform various background tasks such 

as playing music, fi le I/O operations, network transac-

tions. Service along with other Android components 

helps in tracing IPC-based attacks (Developers  2021 ).   

  (7)       Opcodes (OP)  Opcodes are source code converted to 

bytecode format from java. The opcodes are raw data 

of an Android application. For malware detection, 

researchers employ opcodes and the rate of occurrence 

of opcodes in applications as features (Bhat and Dutta 

 2021 ).   

  (8)       System Commands (SC)  This feature record each 

system-level command and the number of times an 

application invokes it. There are a limited number of 

system commands. Malware developers use command 

injection-based attack strategies to evade a system via 

an application.     

    Feature selection 

 The feature extraction process results in a large number of 

features. A large number of irrelevant features degrades the 

performance of a classifi er and also lays a burden on the sys-

tem in context to space and time (Rong et al.  2019 ; Flair  2018 ; 

Naumenko  2020 ). The proposed approach uses RFE to fi lter 

irrelevant features. RFE is a wrapper-based approach that is 

easy to implement and gives effi  cient results (Lendave  2021 ; 

Mittal  2020 ; Brownlee  2020 ). Two hyper parameters required 

for implementing the algorithm are the number of features 

and the machine learning algorithm to select those features. 

The proposed approach employs a Random Forest machine 

learning classifi er for feature selection. It produces accurate 

results and, it is simple to confi gure. Chen et al. ( 2020 ), in their 

work, show that Random Forest outperforms all other feature 
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selection approaches even when the number of variables is 

high. Random Forest falls under the embedded methods cat-

egory comprises properties of both wrapper and fi lter methods. 

These models show high predictability and do not suff er from 

the problem of over-fi tting (Dubey  2018 ). The algorithm 1 

starts with all the features in the subset and iteratively removes 

the one that scores low rank until the required number is left.

    

← 

← 

← 

{ } 

•Dt: Training Dataset 
• FS: Feature Subset 
•RM: Feature Ranking Method 
Final subset of features: FR 

Given:FS= (fs1,fs2,...,fsn) 

for i=1 to fsn do 
Rank: RM on (Dt,FS) 
fs* last feature in FS 

FR(s-i+1) fs* 
FS FS-fs* 

end 
return FS 

Algorithm 1: 
tion (RF-RFE) 

Random Forest-Recursive Feature Elimina- 

   

    •  The fi rst step is to train the Random Forest classifi er using 

all the features in the training dataset ( D  t ).  
   •  After training, it ranks the features based on their impor-

tance (coeffi  cient). The coeffi  cient value defi nes the rel-

evance of a variable with the target variable. Features that 

score low coeffi  cient value are least relevant, so the algo-

rithm eliminates those features and rebuilds the model with 

the remaining subset of features. By default, the RFE algo-

rithm eliminates one element from the set of features with 

each iteration as the coeffi  cient value of features changes 

every time the approach rebuilds the model.  

   •  The algorithm repeats the procedure until there are two 

features left in the subset.  

   •  The RF-RFE ranks feature as per their time (round) of 

elimination. It gives the highest score to features that it 

eliminates in the fi rst round and, the features eliminated in 

the last round score the lowest (1). Features with rank = 1 

are the fi nal set of features.    

 The proposed work applies the RF-RFE method to select 

60 static features from each feature set. The reason behind set-

ting 60 as an optimal number is limited hardware resources. 

Table  1  represents the list of top 20 features out of 60 features 

selected after applying RFE. To maintain the diversity, fi ve 

features are selected from each feature set. After feature selec-

tion, the fi nal subset comprises 540 features. Next subsection 

discusses machine learning and deep learning algorithms in 

detail.  

    Classifi cation and clustering 

 The proposed approach applies six machine learning and 

deep learning approaches on the given dataset, Fig.  2 .         

   K-nearest neighbour (KNN) 

 KNN relies on the previously known information to classify 

the new data into known categories. Here, K signifi es nearest 

neighbors. Generally, the value of K is an odd number when 

the number of classes for prediction is two (malicious and 

benign). The approach applies a heuristic technique called 

the elbow method to calculate the optimum value of k graph-

ically. Figure  3  represents a graph between Error Rate and 

K Values, refer Eq.  1 . Initially, the error rate decreases with 

an increasing value of K, but as the value of K becomes too 

large, the error rate increases.

      

         

 The value of K determines the accuracy of the model. 

Using a small K value causes over-fi tting and increases 

the complexity. A very high value causes the issue of 

 (1)Error Rate =
1

n

∑
(Actual Value − Predicted Value)

  Table 1       List of 20 features after recursive feature elimination (RFE)  

  Sr No.    Features    Feature set  

  1    android.permission.INTERNET    Pe  

  2    android.permission.SEND SMS    Pe  

  3    android.permission.BIND APPWIDGET    Pe  

  4    android.permission.ACCESS NETWORK 

STATE  

  Pe  

  5    android.permission.WRITE EXTERNAL 

STORAGE  

  Pe  

  6    android.intent.action.VIEW    Int  

  7    com.google.android.c2dm.intent.REGISTRA-

TION  

  Int  

  8    android.intent.action.BATTERY CHANGED    Int  

  9    android.intent.action.PACKAGE REMOVED    Int  

  10    android.net.conn.CONNECTIVITY CHANGE    Int  

  11    android.app    AP  

  12    android.support.v7.widget    AP  

  13    android.util    AP  

  14    android.view    AP  

  15    android.content.res    AP  

  16    android.view.View.performAccessibilityAction    AC  

  17    android.support.v4.os.ParcelableCompat    AC  

  18    java.security.MessageDigest.digest    AC  

  19    android.view.View.getWindowVisibleDisplay-

Frame  

  AC  

  20    android.os.Parcel.writeNoException    AC  
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under-fi tting and lowers the accuracy (Lendave  2021 ; Uday-

akumar et al.  2019 ). 

 After deciding the value of K, the algorithm fi nds K- 

nearest neighbors to the data point for which it has to pre-

dict. For this purpose, the algorithm calculates the Euclidean 

distance between the data points. In the next step, the algo-

rithm counts data points in all classes and assigns the new 

data to the category with the maximum nearest neighbors 

(Navlani  2018 ; Java-T-Point  2021 ). KNN is simple to imple-

ment, robust, and can identify previously unknown malware 

based on the information gained in the training phase, but 

it’s computationally expensive (Elkabbash et al.  2021 ). 

    Multinomial Naive Bayes (MNB) 

 MNB is a probabilistic-based approach relying on the basic 

principle of the Bayes Theorem. It is superior in perfor-

mance to basic Naive Bayes. While predicting the class for 

an application, MNB only considers the features present in 

the application. Whereas plain Naive Bayes also counts fea-

tures not present in an application. Also, MNB calculates the 

frequency of occurrence of a particular attribute and gives 

more value to the atypical features. It categorizes application 

as non-malicious or malicious based on a feature’s frequency 

of occurrence in the application (Fernando  2019 ; Witten 

 2021 ). 

 Let,  A  be the application for which MNB will predict the 

Target Class  C , refer Eq.  2  pr  i : probability of occurrence of 

a feature  i  in all the applications belonging to  Ck  i : number 

of times  i  occur in  A  
 T:  (t 1 +t 2 +→+t n ), total features in A

       

    Logistic regression (LR) 

 LR is a predictive analysis method that predicts the class 

of an application based on the knowledge it acquires from 

its environment (training dataset). It is also known as the 

sigmoid (logistic) function that converts the output into a 

probabilistic value. The algorithm uses this value to map the 

dependent variable (application) to discrete classes (benign 

or malicious).

       

 Here,  Sig ( x ), shown in Eq.  3  gives a probabilistic estimate 

for input  x . The output value is between 0 and 1 (Fortuner 

 2019 ). 

 (2)MNBpred = T! ∗

n∏
i=1

prk
i
i

ki!

 (3)Sig(x) =
1

1 + e−x

  Fig. 2       Taxonomy of machine learning algorithms  

  Fig. 3       KNN: error rate vs K-value  
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    K-means 

 An unsupervised learning approach creates  K  clusters 

of similar data points and fi nds the hidden patterns. The 

K-means algorithm fi rst initializes the k-points (means) ran-

domly and assigns each item to the closest centroid. Further, 

it updates the centroids by calculating the average value of 

the points present in that centroid. This process repeats until 

it converges to a given number of iteration. The algorithm 

classifi es an application (item) based on its similarity to a 

cluster close to it (Sayad  2018 ; Garbade  2018 ).

       

 The main objective  C  of the algorithm is to minimize the 

squared error function, refer Eq.  4 . Further,  c  and  k  represent 

the total number of clusters and cases.  a  j , is case  j  and  b  i  is 

centroid for  b  i , where  b  i  represents a cluster. 

   
‖‖‖a

(i)

j
− bi

‖‖‖
2

     is a function for calculating distance. 

 In the case of K-Means clustering, the dataset com-

prises all the features extracted from the manifest and dex 

fi les. Unlike supervised machine learning algorithms, the 

approach uses an unlabelled dataset for K-Means cluster-

ing by dropping the last column of the dataset (Paul  2018 ; 

Mosharrat et al.  2022 ; Arora  2021 ). The proposed work 

applies the elbow method, which uses a sum of squares of 

distances (WCSS) of objects to fi nd the optimal number of 

clusters (K). Figure  4  shows that the optimal number of K 

is 3.         

 The approach uses a silhouette score to calculate clus-

ter quality (Bhardwaj  2020 ). The value of silhouette ranges 

between [− 1, 1]. Silhouette score near or equal to 1 rep-

resents that the distance between clusters is signifi cant, 0 

shows the distance is insignifi cant, and -1 indicates objects 

are in the wrong cluster, refer Eq.  5 .

 (4)C =

c∑
i=1

k∑
j=1

‖‖‖a
(i)

j
− bi

‖‖‖
2

      

where, x and y are intra-cluster and inter-cluster distance, 

respectively. 

 Table  2  shows the silhouette score for clusters (K) = 2, 3, 

4, 5, 6, 7, 8, 9, 10. For K = 3, the score is 0.619 (close to 1). 

The approach applies Principal Component Analysis (PCA) 

to compress the data from multi-dimensions to two dimen-

sions (Jha  2021 ).  

 This step saves computational time. Before applying 

PCA, the approach normalizes the data to avoid biases 

towards any particular feature. The Fig.  5  shows K-Means 

clustering with two dimensions for K = 3. Further, to com-

pare the effi  ciency with the supervised algorithm, we have 

calculated the performance of the K-Means algorithm for 

K = 3.         

    Multilayer perceptron (MLP) 

 MLP is a supervised deep learning model. It is a feed-for-

ward-based neural network that comprises three layers. First, 

there is an input layer through which it receives the input, 

 (5)Silhouette Score =
(y − x)

max(x, y)

  Fig. 4       Elbow method to fi nd optimal number of clusters  

  Table 2       Silhouette score  
  Number of 

clusters  

  Silhouette score  

  2    0.581  

  3    0.619  

  4    0.562  

  5    0.566  

  6    0.526  

  7    0.501  

  8    0.503  

  9    0.489  

  10    0.494  

  Fig. 5       K-means Clustering for K = 3  
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then there is n number of hidden layers, and fi nally, output 

layers classify the application. The hidden layers are respon-

sible for all the essential computations. Also, for training the 

neurons, the model applies a backpropagation algorithm. 

The proposed approach uses 100 hidden layers. The model 

becomes complex by increasing the number of layers. The 

fi rst step for training the model is to assign weights to the 

input and add a bias. The approach uses the summation of 

the assigned weights (known as summed activation) and bias 

to calculate the output. The activation function transforms 

this value to give a predicted value for a node. The model 

calculates the loss function to backpropagate using predicted 

and expected values. 

 Furthermore, the approach employs Rectifi ed Linear acti-

vation function (ReLU), that output’s the input as it is if it’s 

a positive value; otherwise, it returns zero, refer Eq.  6 , (Kain 

 2018 ; Brownlee  2019 ).

       

 For a classifi ers  C ,  α  (activation function) maps input  i  to 

output (pred), based on the parameters  P . 

    Deep belief network (DBN) 

 Geoffrey Hinton proposed DBN, an unsupervised deep 

learning model. It comprises stacked layers of Restricted 

Boltzmann Machines (RBMs). RBM is an energy-based 

model that minimizes the energy by using diff erent param-

eters like count of visible and hidden states (layers), weights 

( Wt ) alongside edges, and a bias ( b ) value. The word 

restricted comes from the fact that nodes in a model can only 

intercommunicate and cannot communicate within the same 

layer. Each node computes the input and decides whether to 

pass it to the next layer or not. In the DBN model, the vis-

ible layer of the fi rst RBM receives the feature as input. The 

next step in the training process is called a positive phase, 

refer Eq.  7 , where the model applies a contrastive diver-

gence algorithm to train one RBM layer at a time (Liu  2021 ; 

Salakhutdinov et al.  2007 ; Hinton et al.  2006 ).

       

 Here,  HS  i  represents hidden state  i  and  VS  k  shows visible 

state  k . The divergence algorithm computes the parameters 

for the activation function  α  (ReLU) for a hidden layer. Next 

is the negative phase, where the model reconstructs visible 

units using the following formula, refer Eq.  8 :

       

 Further, the process updates the weights by minimizing 

the reconstruction error, shown in Eq.  9  and repetitively 

 (6)Cpred = 𝛼(i, P)

 (7)C(HSi = 1|VS) = 𝛼(bi +
∑

VSkWtki)

 (8)C(VSi = 1|HS) = 𝛼(b′

k
+
∑

HSiWtki)

executes the same steps for all the samples in the dataset 

until the error minimizes.

      

where  lr  represents learning rate. The output of the fi rst 

RBM layer acts as an input layer to the next RBM. The soft-

max layer at the last level performs classifi cation. The pro-

cess then performs fi ne-tuning to improve the classifi cation 

performance of the model. It matches the known features 

and patterns of an existing well-defi ned (labeled) dataset. 

This step redefi nes the class boundaries by modifying the 

input. The proposed work employs a supervised DBN clas-

sifi er ( 2017 ). 

 The activation function in the hidden layer is ReLU, and 

the output layer is the Sigmoid function 3. The sigmoid 

function is preferred because the number of classes for 

prediction is two (binary classifi cation) (Tripathi  2022 ; 

Basta  2020 ; Khandelwal  2018 ; Nair and Anu  2020 ). 

 ReLU functions are more computationally effi  cient and 

do not suff er from vanishing gradient problem. In a deep 

learning network with many layers, multiplying these gra-

dients will quickly converge to a value of 0. However, in 

the case of ReLU, the gradient value is either 0 for x<0 

or 1 for x>0. So adding more layers to a deep learning 

network will not lead to a vanishing gradient problem, as 

multiplying the gradients will neither explode nor vanish. 

ReLU shows better convergence performance and does not 

perform expensive exponential operations (Gupta  2020 ; 

Himanshu  2019 ). One of the disadvantages of the ReLU 

activation function is the dying ReLU problem. When too 

many activations approach or get below zero (negative), 

the gradient of the ReLU activation function becomes zero 

(or dies). In that case, the network cannot perform back-

propagation and prohibit learning. Leaky-ReLU activa-

tion function, refer equation  10  can solve this problem 

to an extent (Biswas  2021 ). Instead of giving a zero out-

put for x < 0, Leaky-ReLU introduces a non-zero slope. 

Thus, neurons will not die (Keshav  2021 ). However, if 

most of the weights are negative, then, according to the 

chain rule of derivatives, gradients will get multiplied by 

0.01 multiple times. This situation will eventually lead to 

vanishing gradients. Also, this adds to the computational 

complexity, and the predictions are not always consistent 

for negative input (Why leaky relu is not so common in 

real practice  2020 ; Kapkar  2020 ; What are the disadvan-

tages of leaky-relu  2019 ). The proposed work analyzes 

the performance of DBN for both ReLU and Leaky-ReLU 

activation functions.

       

 The following section discusses the results of all the 

supervised and unsupervised algorithms. 

 (9)Wt′
ki
= lr|(VSkHSi)o − (VSkHSi)r|

 (10)L(y) = max(0.05y, y)
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      Results and discussion 

 All the experiments have been performed using a PC hav-

ing 64-bit OS with a Core i5 processor, 8 GB RAM and 

1 TB HDD. 

   Dataset used 

 The dataset consists of malicious and benign .apk fi les, refer 

Table  3 . The malware is procured from third-party sources; 

Virustotal ( 2019 ), Drebin (Arp et al.  2014 ), VirusShare 

( 2019 ), and the benign applications from the play store. 

Also, the applications were verifi ed using an online tool 

VirusTotal. The main emphasis during the preparation 

of the dataset was to ensure the diversity of data. For the 

experiment, the dataset is divided into training and testing 

datasets. Each comprises almost half of the malicious and 

benign applications. As the number of malicious fi les is 

comparatively less, the approach uses Matthews Correla-

tion Coeffi  cient to evaluate the performance of classifi ers 

for imbalanced datasets.  

    Evaluation metrics 

 For the performance comparison of various Machine learn- 

ing and deep learning algorithms, the traditional detection 

system evaluation metrics of True Positive (TP), True Nega-

tive (TN), False Positive (FP), False Negative (FN), Recall, 

F- Score as proposed in (Bhat and Dutta  2021 ) are used. 

Further, we have used a novel metrics of Matthews Correla-

tion Coeffi  cient (MCC) 11 for the performance evaluation 

(Matthews  1975 ). 

  Matthews Correlation Coeffi  cient (Mcc)  11: To evaluate 

the performance of a model in the case of an imbalanced 

dataset. It’s value is in between [+ 1, 1]. 

 If the value is ≈1, indicates the model predicts accurately 

 If the value is 0, shows random prediction(not reliable) 

 If the value is −1, indicates variance between predicted 

and observed value

       

 The Table   4  shows the performance of all the algo-

rithms. KNN classifi es applications with a 90.71% Accu-

racy rate and 88.85% Recall rate. FpR rate is 6.84% and an 

Mcc score of 0.814. MNB and LR result in an Accuracy 

rate of 91.43% and 90.72%, respectively. Supervised deep 

learning model MLP shows a 97.55% Accuracy rate and a 

high Recall score of 98.57%. The specifi city (TnR) rate in 

the case of MLP is 96.44%, and FScore is 96.9%.  

 A high Recall and FScore rate indicate that the algo-

rithm accurately predicts whether the application is benign 

or malicious. The 3.56% FpR rate shows algorithm gen-

erates a low false alarm rate, thus improving the perfor-

mance of the classifi cation. The Mcc value is 0.951, rep-

resenting that MLP performs well even when the number 

of malicious and benign fi les is not equal in the dataset. 

K-Means algorithm shows an Accuracy rate of 80.15%, 

for  K  = 3. Recall and Precision values for K-Means are 

86.44% and 81.55%. 

 The Table  5  represents the results of various deep learn-

ing algorithms like  DBN a  (ReLU activation function), 

 DBN aLReLU  (LeakyReLU activation function) model with 

a single hidden layer comprising 256 neurons,  DBN b  and 

 DBN bLReLU  model. The second model contains two hid-

den layers. The fi rst layer consists of 256 neurons and; 

the second layer of 128 neurons. The approach executes 

all the models for 3 test-size (0.3, 0.4, 0.5).  DBN aLReLU  

and  DBN bLReLU  shows a low Accuracy and FScore rate as 

compared to  DBN a  and  DBN b . DBN with Leaky-ReLU 

activation function shows a high FnR rate compared to 

DBN with ReLU activation function, for both one and two 

hidden layer.  DBN a  gives highest classifi cation rate with 

0.5 test-size (t size).  

 (11)

Matthews Correlation Coefficient

=

(
Tp ∗ Tn

)
−
(
Fp ∗ Fn

)
√(

Tp + Fp)(Tp + Fn
)(
Tn + Fp

)(
Tn + Fn

)

  Table 3       Description of dataset used  

  Type of fi le    Number    Dataset source  

  Malicious    5279    Drebin, Virusto-

tal, VirusShare  

  Benign    6170    Google play store  

  Table 4       Performance 

comparison of various machine 

learning algorithms  

  Classifi er    Acc (%)    Rec (%)    Prec (%)    FScore (%)    TNR (%)    FPR (%)    FNR (%)    MCC  

  KNN    90.71    88.85    94.47    91.57    93.16    6.84    11.15    0.814  

  MNB    91.43    92.59    91.03    91.80    90.18    9.82    7.41    0.824  

  MLP    97.55    98.57    96.82    97.69    96.44    3.56    1.43    0.951  

  LR    90.72    88.85    94.47    91.57    93.18    6.82    11.15    0.814  

   K-Means    80.15    86.44    81.55    79.52    82.68    17.32    22.42    0.603  
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     Comparison with existing works 

 This section first performs a comparative analysis of 

various classifi cation approaches that the proposed work 

employs and compares the performance of the  DBN a  with 

the existing similar work, Table  6 .   

 In DroidRL (Wu et al.  2023 ), authors have used a rein-

forced approach, and in DEEPSEL (Azad et al.  2022 ), a 

deep learning-based approach, particle swarm optimization 

is used for feature selection. Our approach uses an RF-RFE-

based feature selection approach which is a combination of 

  Table 5       Performance Comparison of various Deep Learning algorithms  

  Algorithm    Time window     Acc (%)    Rec (%)    Prec (%)    FScore (%)    TNR (%)    FPR (%)    FNR (%)    MCC  

    0.3    97.82    97.82    98.47    98.03    98.10    1.90    2.41    0.955  

  DBNa with 1 hidden layer    0.4    97.75    97.87    97.99    97.93    97.61    2.39    2.13    0.9547  

    0.5    97.98    98.85    97.41    98.12    96.97    3.03    1.15    0.9594  

    0.3    96.80    95.60    98.73    97.14    98.38    1.62    4.40    0.9357  

  DBNb with 2 hidden layer    0.4    95.63    99.48    92.44    95.83    91.71    8.29    0.52    0.9153  

    0.5    96.82    98.74    95.40    97.04    94.67    5.33    1.26    0.9367  

    0.3    95.22    93.48    98.03    95.70    97.52    2.48    6.52    0.9045  

  DBNaLReLU with 1 hidden layer    0.4    94.13    91.57    98.23    94.78    97.70    2.30    8.43    0.883  

    0.5    95.14    93.32    98.15    95.67    97.62    2.38    6.68    0.9030  

    0.3    93.36    90.31    98.52    94.24    97.96    2.04    9.69    0.8690  

  DBNbLReLU with 2 hidden layer    0.4    94.30    91.87    98.19    94.93    97.66    2.34    8.13    0.8870  

    0.5    94.39    91.99    98.31    95.04    97.77    2.23    8.01    0.8887  

  Table 6       Comparison with related work  

  References    ML type    File type    Feature set    Remarks  

  Li et al. ( 2019 )    S    Manifest    Permissions    SVM shows a highest Accuracy rate of 

90%  

          Single feature set is considered  

  Kabakus et al. ( 2019 )    S    Manifest and dex    Permissions, activities, opcodes    Random forest shows a highest accuracy 

rate of 98.7%  

          Intent and API calls not considered  

  Zaabi and Mouheb ( 2020 )    S    Manifest and dex    Permissions, services, activities    Gaussian process shows a highest accu-

racy rate of 83%  

        API calls, opcodes    

  Han et al. ( 2020 )    S    Dex    API calls    99.75% Accuracy rate with SVM  

          Single feature set is considered  

  Dhalaria and Gandotra ( 2020 )    S    Manifest and dex    API calls, intents, permissions    Random forest shows a highest accuracy 

rate of 95.9%  

  Mcdonald et al. ( 2021 )    S and US    Manifest    Permissions    Random forest shows a highest accuracy 

rate of 81.53%  

  Khariwal et al. ( 2021 )    S and U    Manifest    Permissions, intents, activities    SVM shows a highest accuracy rate of 

96.93%  

        Content providers, service, receiver    

  Mohamad Arif et al. ( 2021 )    S    Manifest    Permissions    Random forest shows a highest accuracy 

rate of 92%  

  Lee et al. ( 2021 )    S    Manifest    Permissions, API calls    99.2% accuracy rate with SMO  

          A biased dataset  

  Millar et al. ( 2021 )    US    Manifest and dex    Opcodes, API, permissions    91% accuracy rate with CNN  

  DBNa    S and US    Manifest and dex    Opcodes, API calls, packages, permis-

sions  

  97.98% accuracy rate  

        System commands, services, receivers, 

intents, activities  
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the wrapper and embedded method. Also, the accuracy rate 

of DroidRL (95.6%) and DEEPSEL (83.6%) is compara-

tively less than the proposed approach. The authors of PIn-

droid (Idrees et al.  2017 ) have used a limited dataset that 

comprises 1300 malicious and 445 benign applications. 

Further, they have considered only two static feature sets 

for analysis, permission, and Intent. Unlike their work, the 

proposed work focuses on multiple features set for classi-

fi cation. Our work considers a set of nine static features: 

Permissions, Intents, API packages, API calls, Activities, 

Receivers, Services, Opcodes, and System commands for 

analysis. Also, our dataset comprises 5279 malicious and 

6170 benign applications, which is fairly a larger dataset to 

give some signifi cant results. 

 Result shows that KNN and LR classify the test dataset 

with almost similar Accuracy rates. The K-Means (K-M) 

results show a low Accuracy rate compared to supervised 

approaches and observe a high FpR rate of 17.32%. A 

high FpR and FnR rate suggest that the K-M clusters the 

non-malicious fi les as malware fi les and malicious fi les as 

benign. A high FpR rate lays an unnecessary burden on the 

system that lowers the system’s performance. MLP and 

 DBN a  with test-size 0.5 show the highest Accuracy rate and 

FScore value. Also, the Mcc value is closer to 1. 

 Further, this paper compares the performance of MLP 

and  DBN a  with the help of AUC (degree of separability)—

ROC (probability) curve (Narkhede  2018 ). Area Under the 

Curve (AUC) and Receiver Operating Characteristics (ROC) 

measure the performance at diff erent threshold values. A 

high AUC (1) signifi es that the model correctly classifi es 

benign fi les as non-malicious (0) and malware as malicious 

(1). ROC curve is between Sensitivity (TPR) rate versus 

FPR. The graphs shown in Fig.  6 (a) and (b) show that both 

techniques predict the classes for an application accurately. 

This section analyzes the performance of various machine 

and deep learning algorithms belonging to supervised and 

unsupervised classes. KNN and MNB algorithm belongs to 

the category of supervised classifi cation algorithms. Both 

the algorithms are easy to implement, highly scalable, and 

perform well even when the datasets are large. LR belongs to 

the regression class of the supervised algorithm. Apart from 

easy implementation, the training time of LR is less com-

pared to other approaches. Also, it can classify previously 

unknown malware and is less prone to the issue of over-

fi tting. K-Means is a clustering-based unsupervised machine 

algorithm that is simple to interpret. But it does not perform 

well when the clusters are of diff erent sizes and densities. 

K-Means clustering is suitable for a well-balanced dataset, 

for example, when the number of malicious and benign are 

equal. Sometimes clusters in K-Means clustering are unsta-

ble and profoundly aff ected in the case of scattered samples. 

K-Means clustering is also sensitive to outliers and noise. 

Next, to analyze the performance of deep learning algo-

rithms, the approach employs MLP and  DBN a . They give 

highly predictive results even for previously unknown data. 

MLP generally performs better in classifi cation problems. In 

MLP, the errors are reduced between predicted and expected 

values using a backpropagation algorithm. MLP gives high 

performance and a low prediction error rate. MLP performs 

well even if the dataset is imbalanced and has inaccurate 

class labels. It achieves a high accuracy rate for both small 

and large datasets (Akkaya and Çolakoğlu  2019 ; Erdem and 

Bozkurt  2021 ).         

 This paper’s scope is limited to static analysis of Android 

malicious applications. However considering the fact it is 

essential to perform dynamic analysis for detecting stealthier 

attacks, in our recent work (Bhat et al.  2023 ), we have con-

sidered the dynamic features of Android applications for 

  Fig. 6       AUC-ROC Curve for MLP and  DBN a   
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analysis. We have shown the performance of fi lter, wrapper, 

and embedded-based feature selection methods on CICMal-

Droid2020. In the future, we will apply both methods to the 

dataset employed in the proposed work. Also, we will extend 

our work in the direction of hybrid analysis and combine 

both static and dynamic features to detect malware. 

    Conclusion 

 The paper comprehensively analyzes various Android appli-

cations using static features for detecting malicious fi les. The 

proposed work employs a reverse engineering approach to 

ex- tract the features from manifest and dex fi les contained 

in the.apk packages. The approach applies a wrapper-based 

feature selection method, RFE, that fi lters out the relevant 

features, before classifying the applications. Further, the 

work employs machine learning and deep learning models 

for the classifi cation and an unsupervised algorithm for the 

clustering process. The proposed approach empirically ana-

lyzes the performance of both supervised and unsupervised 

algorithms using various detection system evaluation met-

rics. It has been concluded that the deep learning models, 

DBN and MLP, achieved high Accuracy rate as compared 

to machine learning algorithms but at the cost of increased 

space and time complexity. On the other hand, as compared 

to machine learning algorithms, the training time of the deep 

learning model is considerably high that makes the overall 

classifi cation process relatively slow. 
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